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Configuring TCM Routing

This procedure explains how to configure routing on a Tricon TCM. Up to 10 different routes
can be configured for each network; each slot (module) has two networks (NET 1 and NET 2).

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click the Routing tab.

=

TCMIOPC Setup

Network] Time Sync] Serial Ports] Peer-to-Peer] Modbus TEIF'] Printer  Fouting l Protocols] Access List]

Slot Selection Metwork Selection Fiouting Configuration
* Left Slat * MET1 on #01 - [P =0 L 0-Gal 1.
. Destination #02 - 1P = 0.0.0.0 - Subnet: 2565.255.255.0 - Gateway: 0.0.0.10
£ RightSlat || | £ NET 2 Destination #03 - IP = 0.0.0.0 - Subnet: 255.255.255.0 - Gateway: 0.0.0.

Destination #04 - |P = 0.0.0.0 - Subnet: 255,265, 255.0 - Gateway: 0.0.0.1
Destination #05 - |P = 0.0.0.0 - Subnet: 255,265, 255.0 - Gateway: 0.0.0.1
Drestination #0E - |P = 0.0.0.0 - Subnet: 255,265, 255.0 - Gateway: 0.0.0.1
Destination #07 - |P = 0.0.0.0 - Subnet: 255.265.255.0 - Gateway: 0.0.0.1
Drestination #08 - |P = 0.0.0.0 - Subnet: 255,265, 255.0 - Gateway: 0.0.0.1
Destination #03 - |P = 0.0.0.0 - Subnet: 255,255, 255.0 - Gateway: 0.0.0.
Destination #10 - |P = 0.0.0.0 - Subnet: 255,265, 255.0 - Gateway: 0.0.0.1

< >

Destination P Address: - Destination #01 Settings -
o.o0.0.0

Destination IP Subnet Mask:

285 0285 0285 . 0 Update Destination

Destination Gateway |P Address:
o.o0.0.0

Reset Al |

Impat... | Export... | QK | Cancel | Help

4 Select the module (slot) you want to configure routing for.
5 Select the network (NET 1 or NET 2) you want to configure routing for.

6 Select a destination route and then specify these properties.

Property Action

Destination Enter the IP address which is used if the controller is not on the
Gateway IP same subnet as other devices.

Address
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Property Action
Destination IP Enter the IP address of the subnet mask.
Subnet Mask

If the gateway address is on NET 2, then the subnet mask must
be the same as the NET 2 subnet mask defined on the Network
tab. If the gateway address is on NET 1, then the subnet mask
must be the same as the NET 1 subnet mask defined on the
Network tab. See Configuring TCM Network Ports on page 328.

Destination Enter the IP address of the gateway to which the controller is
Gateway IP connected. The gateway address must always be on NET 1 or
Address NET 2.

7 Click Update Destination to apply the settings.

Note If necessary, click Reset All to change all destination settings for the selected slot
to their default, unconfigured state.

8 C(lick OK to save your changes.

Configuring TCM Protocols (Tricon 10.3 and Later Only)

This procedure explains how to configure the TSAA, TriStation, and OPC protocols used for
TCM communication in Tricon 10.3 and later systems.

The OPC protocol is available only with model 4353 and 4354 TCMs, and is supported on NET
2 only. Additionally, because NET 2 is reserved for OPC communication, the TSAA protocol is
not available on NET 2 for model 4353 and 4354 TCMs.

Note The Protocols tab in the TCM Setup dialog box appears only when the target system
version is configured for Tricon 10.3 or later. For Tricon 10.1 and 10.2, the TSAA and
TriStation protocols are configured on the Network tab (see Configuring TCM Network
Ports on page 328).

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM/OPC or TCM/ B Setup dialog box appears.
3 Click the Protocols tab.
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r "
TCM/OPC Setup 53
Metwork ] Time Sync ] Serial Ports ] F‘eer—to-F‘eer] Modbus TCP ] F‘rirrter] Routing Protocols lAccess List ]
Slot Selection TaStation
% Left Slot ’7 NET 1 Port Number: |0 NET 2 Port Number: 1502 ‘
" Right Slot Management
’7 MET 1 Port Number: |0 NET 2 Port Number: 1510 ‘
 TSAA
NET 1
Port Number: 0
Mutticast Configuration
IP Address:
o .0 .0 .0
Update Rate: 1000 ms
rOPC AGE
SOE
SOE Block Mumber: ] SOE Severity: 500
System Events
. To disable system events for all severity levels, click
Info Severty: 100 Disable All
Minor Severity: 1300 To disable system everts for one or more specific
inor Severty. severty levels, enter 0 as the severity value.
Major Severity:  |500
Fatal Severty: |700 Disable Al | Reset All |
Import.... | Export... | QK | Cancel | Help |

4 Select the module (slot) you want to configure protocols for.

5 Specify these properties for the protocol(s) you will be using with the TCM.

Protocol

Property

Action

TriStation

Management

TriStation
Port Number

Management
Port Number

Enter the UDP port to use for TriStation connections
on NET 1 and NET 2. The default for both ports is
1502.

Cannot be the same as the Management or TSAA port
numbers.

See UDP Base Port Number on page 730 for
additional information.

Enter the UDP port to use for the Enhanced
Diagnostic Monitor’s connection to TCM
communication status information on NET 1 and NET
2. The default for both ports is 1510.

This must be the same value as the Management UDP
Port Number property in the Enhanced Diagnostic
Monitor’s Network Configuration dialog box.

Cannot be the same as the TriStation or TSAA port
numbers.

For more information, see the Enhanced Diagnostic
Monitor User’s Guide.
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Protocol Property

Action

TSAA TSAA Port

Number

Multicast IP
Address

Multicast
Update Rate

OPC A&E
SOE

SOE Block
Number

SOE Severity
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Enter the UDP port to use for TSAA connections,
including DDE Server and SOE Recorder, on NET 1
and NET 2. The default for both ports is 1500.

Available only for NET 1 on model 4353 and 4354
TCMs.

Cannot be the same as the TriStation or Management
port numbers.

A value of 0 indicates that TSAA communication is
disabled on that port. See UDP Base Port Number on
page 730 for additional information.

Enter the IP address that TSAA multicasts should be
sent to. The default is 0.0.0.0 (IP multicasting is
disabled).

Available only for NET 1 on model 4353 and 4354
TCMs.

Bin data and/or SOE data available messages will be
sent to the specified address, so that all members of
the group will receive the data.

Note: To use TSAA multicasting, your network
hardware (such as routers) must also support
multicasting. See your Network Administrator or IT
department for more information.

Enter the update rate, in milliseconds, for TSAA IP
multicasting. Can be from 250 to 2,000. The default
value is 1000.

Available only for NET 1 on model 4353 and 4354
TCMs.

Bin data and/or SOE data available messages will be
sent to the multicast IP address at the specified
update rate (for example, by default, bin data will be
multicast every 1,000ms).

Enter the SOE block number used when events are
retrieved by an OPC client. Can be from 0 to 14. The
default value is 0 (not configured). Must be unique for
each TCM installed in a system.

Available with TCM models 4353 and 4354 only.
Enter the severity (priority) level for SOE events (state

changes obtained from the SOE block). Can be from 1
to 1,000. The default value is 500.

Available with TCM models 4353 and 4354 only.
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Protocol Property Action

OPC A&E Info Severity  Severity levels identify the urgency of an event.
System

Enter a number to represent the severity level for
Events

informational system events. Can be from 1 (lowest)
to 1,000 (highest). Enter 0 if you do not want the TCM
to send notifications of informational system events to

OPC clients.

The default value is 100.
Minor Enter a number to represent the severity level for
Severity minor system events. Can be from 1 (lowest) to 1,000

(highest). Enter 0 if you do not want the TCM to send
notifications of minor system events to OPC clients.

The default value is 300.
Major Enter a number to represent the severity level for
Severity major system events. Can be from 1 (lowest) to 1000

(highest). Enter 0 if you do not want the TCM to send
notifications of major system events to OPC clients.

The default value is 500.

Fatal Severity =~ Enter a number to represent the severity level for fatal
system events. Can be from 1 (lowest) to 1000
(highest). Enter 0 if you do not want the TCM to send
notifications of fatal system events to OPC clients.

The default value is 700.
Disable All Click to prevent the TCM from sending system event

notifications to OPC clients. Sets the severity levels for
all system event types to 0.

Reset All Click to reset all OPC severity levels to their default
values.

6 Click OK to save your changes.

In Tricon 10.3 and later systems, TSAA clients using a TCM interface have
CAUTION write access to the NET 1 and NET 2 ports by default. Depending on your

configuration, this may create a security issue.

Please note that this default behavior is opposite of that on TCMs in Tricon
10.2 and earlier systems.

To disable write access by TSAA clients, you must enable and configure
the TCM access control list. See Controlling Access to the TCM on
page 459.
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Exporting the TCM Configuration to a File

Once TCM configuration is complete, you may want to export it to an XML file. Not only does
this provide a backup of your configuration settings, it also allows you to import the settings to
other TCMs, saving time and effort, and ensuring that all TCMs in a system have the same
configuration. Invensys technical support may also ask for an exported configuration file to
assist in troubleshooting TCM problems.

Note An exported TCM configuration file cannot be modified outside of TriStation. If the
XML file is changed after export, you will be unable to import it into TriStation.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.

I &

TCMIOPC Setup 53
Nebwork l Time Sync] Serial Ports] Peer-to-Peer] Modbus TEIF'] Printer] Houting] Protocols] Access List]
Slot Selection
+ Left Slat " Mat Installed * Installed
" Right Slat
an = - NET 1 - NET 2
Transceiver Mode: Transceiver Mode:
|Aut0-Negotiate j |Aut0-Negotiate j
IP Address: IP Address:
192 0168 . 0 . 30 192 0168 . 1 . 30
IP Subnet Mask: IP Subnet Mask:
285 . 288 . 285 . 0 285 . 288 . 285 . 0
Default Gateway |P Address: Default Gateway |P Address:
o . 0. 0.0 o . 0. 0.0
Show Advanced Options... | Show Advanced Options... |
Impat... | Export... | QK | Cancel Help

3 Click Export.

If the TCM configuration has been changed, but not saved, you are asked if you want to
include the unsaved changes in the exported file.

4 Navigate to the folder you want to save the exported configuration file in, enter a file
name, and click Save.

Note

A TCM configuration file exported from a model 4351A /4352A TCM installed in a

Tricon 10.3 or later system cannot be imported to the same model TCM installed in a
Tricon 10.2 or earlier system.
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Importing the TCM Configuration From a File

If you have already configured a TCM, and exported the configuration to a file, you can import
the saved configuration to another TCM.

If a configuration item exists in the exported file, but is not applicable to the TCM it is being
imported to, that item will be ignored. For example, if OPC configuration information is
included in the exported file, but the TCM the file is being imported to does not support OPC,
all OPC settings will be ignored.

If a configuration item exists in the TCM, but not in the file being imported, the default value
will be used. For example, if the TCM supports OPC, but OPC configuration items are not
included in the exported file, all OPC settings will be set to the default values. These values will
need to be manually configured.

In all cases, once the import is complete, you should review the TCM configuration to ensure
that all settings have been correctly configured for your implementation.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click Import.

If the TCM configuration has been changed, but not yet saved, you are asked if you want
to overwrite the existing configuration, including the unsaved changes, with the
imported settings.

Look ir: |_} Projects j & =5 ED-

|[JExkuy . TMP
|[CIMNewsSys\VersionConfig, EXP
testTCMconfigExport

File name: |
Files of type: |><ML Files{™ xrnl] ﬂ Cancel

4 Navigate to the folder where the exported configuration file is located, and click Open.

TCM configuration settings are imported from the selected file.

5 Click each tab of the TCM Setup dialog box to review and verify that all settings have
been correctly configured.

6 Click OK to save your changes.
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Configuring Tricon Time Synchronization

This section explains how to use the Time Synchronization communication protocol with Tricon
controllers. Time synchronization enables a network of Triconex controllers to synchronize time
with each other or with external devices, such as a DCS or the Global Positioning System.

Topics include:
* About Tricon Time Synchronization on page 344
* Using a Tricon ACM to Synchronize Time on page 345
* Using a Tricon NCM to Synchronize Time on page 346
* Using a Tricon NCM/G to Synchronize Time on page 347
* Using a Tricon SMM to Synchronize Time on page 348
* Using a Tricon TCM to Synchronize Time on page 349

About Tricon Time Synchronization

This table summarizes the ways Tricon controller time can be synchronized to an external
device or to the Tricon master node in a Peer-to-Peer network.

Table 36  Tricon Time Synchronization

Module Time Synchronization Options

ACM ¢ To a Foxboro DCS.

¢ To the Tricon master node in a Peer-to-Peer network.

ACM or NCM * To an OPC client. For more information, see the Communication Guide for Tricon
v9-v10 Systems.

* By writing aliased data to the TIMESET or TIMEAD]J function blocks in a
TriStation 1131 application. For assistance with the specialized programming
that is required, contact Invensys Technical Support.

¢ To the Tricon master node in a Peer-to-Peer network.
NCMG * To the GPS (Global Positioning System).

¢ To the Tricon master node in a Peer-to-Peer network.

SMM * To the Honeywell Universal Control Network (UCN).
TCM * To the GPS (Global Positioning System).
* To SNTP.
* To the Tricon master node in a Peer-to-Peer network (Triconex Time
Synchronization).
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Using a Tricon ACM to Synchronize Time

This procedure explains how to use a Tricon ACM to enable time synchronization based on:
* The Foxboro I/ A Series nodebus system time

The Tricon master node in a Peer-to-Peer network

Procedure

1 Expand the Configuration tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the ACM slot, and then click Setup.

"ACM Setup g]'

Metl - ACH Connection

SOE Block: |1 Friviege: ™ Read  Read™fite [ Redundant made

Met2 - Left Slot [Metwork. Connection] Met2 - Right Slot [Metwork. Connection)

&+ Used " Mot Used * lszed " Mot Used
Priviege: ¢~ ReadOnly & ReadMwiite Privilege: ' Read Orly ¢ Readwiite
IP Address: IF Address:

o o
IP Subnet Mask [hex]: IP Subnet Mask [hex):

00000000 (00000000
Default Gateway IP Address: Default Gateway IP Address:

o o

" OnMNetl enable time spnchronization with external source

* On MNet2 enable time synchronization with Tricon Master Node
" Mone

0K | Cancel | Help

3 Specity these properties on the ACM Setup screen.

Property Action
Privilege For synchronization on NET 2, specify Read/Write. The
default is Read.

Time Synchronization * Select On NET 1 enable time synchronization with

external source to allow time synchronization with a
Foxboro I/ A DCS.

* Select NET 2 to enable time synchronization with the
Tricon Master node (controller).

4 Click OK to save your changes.
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Using a Tricon NCM to Synchronize Time

This procedure explains how to use a Tricon NCM to enable time synchronization with the
Tricon master node in a Peer-to-Peer network.

Procedure

1 Expand the Configuration tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the NCM slot, and then click Setup.

NCM Setup X
Left Slat Fiight Slot
& Installed " Mot installed * Installed " Mot installed
Met1 Port Met1 Port
tode: PEER-to-PEER tode: PEER-to-PEER
Metz Part MetZ Part
tode: OPEM NETWORE, tode: OPEM NETWORE,
Privilege: ¢ Read * Read wfite Priviege: @ Read * Read#rite
IP &ddress: IP &ddress:
[ Global Positioning System Installed [ Global Positioring Sestemn [nztalled
v OnMetl enable time synchronization with Tricon Master Node
0K | Cancel | Help |

3 Select the On NET 1 enable time synchronization with Tricon Master Node check box.
4 C(lick OK to save your changes.
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Using a Tricon NCM/G to Synchronize Time

This procedure explains how to use a Tricon NCM/G to enable time synchronization through
the Global Positioning System (GPS) by using the Trimble Acutime Gold Smart GPS Antenna.
If the Tricon NCMG is in a Peer-to-Peer network, it can be used as the master node for time
synchronization of the controllers on the network.

For information on installing the kit, see the Communication Guide for Tricon v9-v10 Systems.

To ensure the

Procedure

accuracy of GPS time adjustments, the Tricon clock must be

CAUTION set to within 10 minutes of the correct local time.

1 Expand the Configuration tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the NCM/G slot, and then click Setup.

NCM Setup

Left Slot
@ Installed ¢ Mot installed
Metl Port
Mode: PEER-to-PEER
Met2 Port
Mode: OPEM METwWORK
Privilege: T Read % Read/write

IP &ddress:

™ Global Positioning Systern Installed

[ OnMetl enable time spnchromization with Tricon Master Node

Right Slot
 |nstalled  Matinstalled
Metl Port
Mode: PEER-to-FPEER
MHet2 Port

Mode: OPEM METwWORK
Frivilege: © Read * Read/wiite
IP &ddress:

[~ Global Positioning System Installed

ak | Caticel | Help

3 Specify these properties on the NCM Setup screen.

Property

Action

Global Positioning
System Installed

Time Synchronization

Select this check box to enable time synchronization through
the GPS.

If selected, other controllers can also be synchronized to the
Tricon master controller.

For a network of Triconex controllers, select the On NET 1
enable time synchronization with the Tricon Master Node
check box.

4 Click OK to save your changes.
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Using a Tricon SMM to Synchronize Time

This procedure explains how to configure a Tricon SMM module to synchronize time based on
the Honeywell Universal Control Network (UCN).

For more information, see the SMM User’s Guide.

Procedure

1 Expand the Configuration tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the SMM slot, and then click Setup.

=]

SMM Setup X

UCH Mode Mumber; |1 SOE Block : 15

O ptionz

[ Praohibit \writes
[ Enable UCH Test Mode

[+ Enable tirme synchronization with esternal source

k. | Cancel Help

Select the Enable time synchronization with external source check box.

4 C(lick OK to save your changes.
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Using a Tricon TCM to Synchronize Time

The information in this section explains how to enable time synchronization on a TCM. Time
synchronization can be enabled using the following protocols:

e GPS
¢ SNTP

* Triconex Time Synchronization via DLC (NET 1 only) or UDP/IP (NET 1 or NET 22) on
a Peer-to-Peer network

In a redundant network of Triconex controllers that each have two TCMs installed, you can
implement redundant time synchronization by configuring time synchronization for both TCM
modules (both left and right slots). Time synchronization can be enabled only for a single logical
slot. If the TCM is installed in the COM slot, you configure time synchronization only for the left
slot (there is no redundancy when installed in the COM slot).

Note The information and procedures in this section do not apply to model 4351 and 4352
TCMs. If you have one of these older model TCMs installed in your system, please see
Appendix C, TCM Model 4351 /4352 Configuration.

Topics include:
* Configuring GPS Time Synchronization on the TCM on page 349
¢ Configuring SNTP Time Synchronization on the TCM on page 351

¢ Configuring Triconex Time Synchronization on the TCM on page 353

Configuring GPS Time Synchronization on the TCM

This procedure explains how to configure a TCM to enable time synchronization through the
Global Positioning System (GPS) by using the Trimble Acutime Gold Smart GPS Antenna. For
information on installing the kit, see Triconex Application Note #43, available on the Invensys
Global Customer Support (GCS) website.

To ensure the accuracy of GPS time adjustments, the Tricon clock must be
CAUTION set to within 10 minutes of the correct local time.

If the TCM is in a Peer-to-Peer network, it can also be used as the master node for time
synchronization of other controllers on the network. In this configuration, the master node TCM
synchronizes time with the GPS, and any slave nodes on the Peer-to-Peer network synchronize
their time with the master TCM. In this way, all nodes on the Peer-to-Peer network are
synchronized with GPS time.

If the TCM is acting as a slave node on a Peer-to-Peer network, it cannot be configured for GPS
time synchronization. Slave nodes synchronize their time only to the master node on the Peer-
to-Peer network, and reject all other time change requests.

GPS time synchronization uses Serial Port 1 on the TCM.

2. NET 2 is not available for Triconex Time Synchronization with model 4353 and 4354 TCMs.
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Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.

3 Click the Time Sync tab.

E5)

=
TCMIOPC Setup

Network  Time Sync | Serisl Pots | Peerto-Peer | Madbus TCP | Printer | Routing | Protocols | Access List|

Slot Selection

r Time Spnchionization Configuration
& LeftSlot 4 .

¢ Right 5ot " None
&« GPS
™ SNTP
" PeertoPeer

|mnpait. Expart... akK I Cancel ‘ Help |

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.
5 Under Time Synchronization Configuration, select GPS.

If you previously configured Port 1 to use a Modbus protocol, selecting GPS will reset
Port 1 to use the GPS protocol. See Configuring TCM Serial Ports on page 326 for more
information.

6 (Optional) If you have a redundant TCM installed in the right slot, under Slot Selection,
click Right Slot, and then select GPS Redundant.

Note The module in the right slot can be configured only if it has been installed (see
Configuring TCM Network Ports on page 328) and if the module in the left slot
has already been configured for GPS time synchronization.

7 Click OK to save your changes.

Enabling the TCM as a Master Node for Triconex Time Synchronization (Optional)

If you also want the TCM to be able to act as a master node for time synchronization of other
controllers on a Peer-to-Peer network (using Triconex Time Synchronization) do the following;:

1 In the Configuration tree, click Operating Parameters (see Setting Tricon Operating
Parameters on page 295).

2 Select the Enable Tricon Node Time Synchronization check box.
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Configuring SNTP Time Synchronization on the TCM

This procedure explains how to configure TCM time synchronization to an SNTP server.

If the TCM is in a Peer-to-Peer network, it can also be used as the master node for time
synchronization of other controllers on the network. In this configuration, the master node TCM
synchronizes time with the SNTP server, and any slave nodes on the Peer-to-Peer network
synchronize their time with the master TCM. In this way, all nodes on the Peer-to-Peer network
are synchronized with SNTP time.

If the TCM is acting as a slave node on a Peer-to-Peer network, it cannot be configured for SNTP
time synchronization. Slave nodes synchronize their time only to the master node on the Peer-
to-Peer network, and reject all other time change requests.

Note SNTP time synchronization is less accurate than GPS time synchronization. Because the
SNTP server resides on a PC, network load issues or PC performance can result in delays
in processing time update requests from the Tricon.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.

3 Click the Time Sync tab.

3§ 5
TCM/OPC Setup X
Hetwork  Time Sync WSeriaI F‘orts] Peel-to-Peel} Modbus TCP] Prinlerl Hout\ng} Prolocols] Access Lisll
Slot Selection
& Left Shot r Time Synchronization Configuration
" Right Slot © None
" GPS
(& SNTP
" Peerto-Peer
NET 1/MNET 2
Master Matwork: " NET? + NET2Z
Master IP Address: 0 0 0 0
Import. Export. ak Cancel ‘ Help |

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.
5 Select these properties.
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Property Action

Time Synchronization Select SNTP. The default is None.
Configuration

SNTP Master Network Click the network the SNTP server is located on.

SNTP Master IP Address ~ Enter the IP address of the SNTP server to synchronize
time with.

6 (Optional) If you have a redundant TCM installed in the right slot, under Slot Selection,
click Right Slot, and then select these properties.

Property Action

Time Synchronization Select SNTP Redundant.

Configuration

SNTP Master Network Click the network the SNTP server is located on. This
can be different than the master network selected for
the left slot.

SNTP Master IP Address Enter the IP address of the SNTP server to
synchronize time with.

Note The module in the right slot can be configured only if it has been installed (see
Configuring TCM Network Ports on page 328) and if the module in the left slot
has already been configured for SNTP time synchronization.

7 Click OK to save your changes.

Enabling the TCM as a Master Node for Triconex Time Synchronization (Optional)

If you also want the TCM to be able to act as a master node for time synchronization of other
controllers on a Peer-to-Peer network (using Triconex Time Synchronization) do the following;:

1 In the Configuration tree, click Operating Parameters (see Setting Tricon Operating
Parameters on page 295).

2 Select the Enable Tricon Node Time Synchronization check box.
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Configuring Triconex Time Synchronization on the TCM

In a Peer-to-Peer network, Triconex Time Synchronization can be used to synchronize time
across controllers on a network. The controller with the lowest node number serves as the
master node.

The master node can also synchronize its time with a GPS or an SNTP server. In this
configuration, the master node synchronizes time with the GPS or SNTP server, and any slave
nodes on the Peer-to-Peer network synchronize their time with the master node. In this way, all
nodes on the Peer-to-Peer network are synchronized with GPS or SNTP time.

Configuring a Master Node

This procedure describes how to configure the TCM as a master node on the Peer-to-Peer
network when GPS or SNTP time synchronization is not being used.

If you want the master node to synchronize to a GPS or SNTP server, use the procedures in the
these sections:

e Configuring GPS Time Synchronization on the TCM on page 349
* Configuring SNTP Time Synchronization on the TCM on page 351

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.

Click the Time Sync tab.
Under Time Synchronization Configuration, select None.

Click OK to save your changes.

o U A W

In the Configuration tree, click Operating Parameters (see Setting Tricon Operating
Parameters on page 295).

7 Select the Enable Tricon Node Time Synchronization check box.

This allows the controller to participate as a master node in time synchronization across
the Peer-to-Peer network.

Configuring a Slave Node
This procedure describes how to configure the TCM as a slave node on the Peer-to-Peer

network.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.
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3 Click the Time Sync tab.

& )
TCMIOPC Setup 3]
Metwork  Time Sync ISeliaI Polls} F’eerrto—Peerl Modbus TCF’I F’Hnter} F\ouling] F’rotoco\sl Access List}
Slot Selection
& LeitSlot r Time Synchronization Configuration
£ Right Slat £ None
" GPS
 SNTP
* PeertoPeer
NET 1/MET 2
M aster Netwark: ™ MET1 *F MET 2
|mnpait. Expart... oK Cancel | Help ‘

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.
5 Specify these properties.

Property Action

Time Synchronization Select Peer-to-Peer. The default is None.
Configuration

Peer-to-Peer Master Click the network you want to enable Triconex Time
Network Synchronization for. The default is NET 2.This

property applies to the modules installed in both the
left and right slots simultaneously.

Note If you have a redundant TCM installed in the right slot, Time Synchronization
Configuration is automatically set to Peer-to-Peer and cannot be changed.

Click OK to save your changes.

In the Configuration tree, click Operating Parameters (see Setting Tricon Operating
Parameters on page 295).

8 Select the Enable Tricon Node Time Synchronization check box.

This allows the controller to participate as a slave node in time synchronization across
the Peer-to-Peer network.
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Printing the Tricon Module Configuration

Once Tricon controller configuration is complete, you may want to print the module
configuration information. Not only does this provide a backup of your configuration settings,
it also can assist Invensys technical support when troubleshooting configuration problems.

Procedure

1 Open the Project Workspace (see The Project Workspace on page 19).
2 On the File menu, select Print All. The Print All Options dialog box appears.

Print All Options

Select the items pou want to print. You must select at least one item.

[~ Select All

Disable Points A~
Functions

Function Blocks

Hardware Module Configuration
Instance Yariable Connections
10 Utilization

Library Documents: Functions
Library Documents: Report
Module Configuration Settings
Operating Parameters

POU % ariables

POU Cross-Reference
Programs

Program Y ariable Listing

Project Histary by Element
Project Hiztary by Time

Project Implementation

Project Memory Allocation
Project Security Levels

Project Users

Shared Libraries

SOE Block Variables
Tagnames: Complete Listing
Tagnames: Modbus Aliases
Tagnames: Where Used v

QK | Eancel| Help |

ElIOOOORO0O0O

Ooooooooooooooooo

3 Select the check boxes for the following documents:

* Hardware Module Configuration —Prints a report listing the controller hardware
(MPs, CMs, I/O modules) currently configured in the project.

* Module Configuration Settings — Prints a report listing the current configuration
settings for each applicable module in the project’s hardware configuration. Only
modules that require configuration in TriStation are included in this report. For
example, TCM and EPI module configuration details are included, but the AI/DI
module is not, as it does not require configuration in TriStation.

Note To quickly clear the check boxes for all the documents in the list, and make it
easier to select only those documents you want to print, clear the Select All check
box.

4 Click OK. The Print dialog box appears.

5 Select the printer you want to use, and the desired settings (number of copies, page
orientation, etc), and then click OK.
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Overview

This figure shows the main steps for configuring the Trident or Tri-GP controller, and their
typical order in the project cycle. The controller must be configured before an application can be
downloaded and implemented on a controller.

Emulator

( Set Up the Project )

Develop the
Application

Test with the

Fix Errors

Yes
Errors?

No

- Set operating parameters

Configure the

- Allocate memory and configure hardware

Controller

—

- Configure communication to external devices

- Set up Time Synchronization (optional)

Set Up TriStation
Communication

Implement on
the Controller

Trident and Tri-GP Controller Configuration Steps

This list includes the steps that can or should be done during Trident or Tri-GP controller
configuration. Controller configuration must be completed before an application is downloaded
to the controller.

Description

See

o o a a d

Set the operating parameters.
Allocate memory and hardware.

Configure hardware.

Configure communication to external devices.

Set up time synchronization.

Setting Trident or Tri-GP Operating
Parameters on page 361

Allocating Memory for Trident or Tri-GP
Points on page 364

Configuring Trident and Tri-GP Hardware on
page 375
Configuring Trident or Tri-GP Communication

Modules on page 390

Configuring Trident or Tri-GP Time
Synchronization on page 430
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The Trident and Tri-GP Controller Workspace

This section explains the Controller Workspace, which is where you specify the configuration

for the project. Topics include:

* The Trident and Tri-GP Controller Trees on page 359

* The Trident and Tri-GP Configuration Trees on page 359

e The Trident and Tri-GP Controller and Emulator Panels on page 360

The Trident and Tri-GP Controller Trees

The Trident and Tri-GP Controller trees include the
elements (operating parameters, communication settings,
memory allocation, and hardware allocation) that can be
configured. The tree also includes the Controller and
Emulator Panels used to emulate and run an application.
The Trident Controller tree is shown at right.

The Trident and Tri-GP Configuration Trees

The Trident and Tri-GP Configuration trees include
operating parameters, communication, memory
allocation, hardware allocation, and Status Attributes.

=1-[_] TRIDENT Contraller
M configuration
EH Caontraller Panel
EH Emulator Panel

B Applica... [T Controller

|4 @|m| [T

- b TriStation Communication
=- [ Hemomy Allocation
----- W Memomn Points
----- [ Input Points
----- [ Output Points
----- D Application Data
=-HE Hardware Allocation
=[] MPADPT
----- [ 0.0 DI13301_071_01
- [ 01.02 DO3401_01_02
El-5F Shatus Atributes
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The Trident and Tri-GP Controller and Emulator Panels

The Trident and Tri-GP Controller and Emulator Panels display programs running in emulation
or in the controller.

& silel 515] »M[i[a] (& als] Glwla)] 8]
= 8 Frograms
=aEG gPioaram
5 Count s
Controller and - CT001 + - (et Countlimt_)+350 - +{ Program 1.Court =0 +(_P1,
Emulator tree R CTUD s RN
3 DnCaurt + (CP2_countiimt_»#109 - *{ Program 1 1.Court [#0 - +(_F2
T MaxCount L
T2 Remrn - (Coconing Jeoe - {pogen 1 acani 0+ po
T Reset3R02 S PO
-2 SROT v Countlp ATRUE
#-= SRO02
S o
B $F Program 1.1 o PALSE
BE FF Program_1_2 P .
@ (3 Tagnames .
C e
>
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Setting Trident or Tri-GP Operating Parameters

This procedure explains how to specify Trident or Tri-GP operating parameters, which are
settings that affect the general operation of the controller, including settings to restrict access to
the controller from a TriStation PC and from remote devices.

Note Using the Print All command, you can print a report listing the current Operating
Parameters settings. See ’rinting Project Documents on page 97.

You can view Trident or Tri-GP operating parameters by clicking Operating Parameters on the
Trident or Tri-GP Configuration tree. However, you cannot make changes to the operating
parameters from that screen. You must access the Operating Parameters tab on the MP Setup
dialog box (as described below) to set or change operating parameters.

Note The target system version displayed on the Operating Parameters screen is the target
system version currently configured in the project. This value is not obtained from a
connected controller. To view the actual system version of your Trident or Tri-GP
system, see Determining Your Trident or Tri-GP Controller’s System Version on
page 365.

Procedure

1 On the Configuration tree, open the Hardware Allocation node, and then double-click
the MP. The Item Properties dialog box appears.

2 Click Setup. The MP Setup dialog box appears.

Operating Parameters | Network Ports | Seral Ports |

I” Password Required for Connection

Password: |

[ Restart on Power up

¥ Disable Remote Changes to Outputs

[ Allow Disabling of Paints

=

¥ Use Local Time

™ Prevent Restart following fatal emor

™ Use Secure Communication

[ Allow Expired Certfficate

[ Generate Alam when a Certificate Expires

—

ok | Cancel | Help |

3 Specify these properties on the Operating Parameters tab.
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Property

Action

Password Required
for Connection

Password

Restart on Power
Up

Disable Remote
Changes to
Outputs

Allow Disabling of
Points

Enable

Trident/ Tri-GP
Node Time
Synchronization
(Trident 2.x/3.x or
Tri-GP only)

Use Local Time

Prevent Restart
Following Fatal
Error

(Trident 2.x/3.x or
Tri-GP only)
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Select the check box to restrict access by requiring a password
when connecting to the controller. The default is cleared.

Enter the password required to access the controller. The default is
PASSWORD.

Select the check box to have the application restarted after a power
failure. The default is cleared.

Clear the check box to allow remote devices to write to output
points. The default is selected.

Select the check box to allow points to be disabled from TriStation
1131. The default is cleared.

This property can be changed only when your project is in the
Download All state.

If you change this property (by selecting or clearing the check
box), you must perform a Download All to apply your changes to
the controller. TriStation 1131 will automatically rebuild the
application before it is downloaded.

Select the check box to allow the controller to participate in time
synchronization across the Peer-to-Peer network as a master node
or a slave node (see Configuring Triconex Time Synchronization
on the Trident or Tri-GP 2.x/3.x CM on page 435).

Applicable to Trident 2.x/3.x and Tri-GP systems only. The
default is selected, and cannot be changed.

Clear the check box if you do not want to use local time. The
default is selected.

Select the check box to prevent the MPs from restarting
automatically after a fatal error occurs.

By default, when a Trident or Tri-GP MP detects a fatal error
condition, it will automatically restart, and when possible, re-
educate from the other active MPs. This allows the system to
overcome temporary problems without user intervention.

When this property is selected, if the MP detects a fatal error, it
will shut down without a restart attempt, requiring user
intervention to restart the MP. This will cause the controller to go
to either DUAL or SINGLE mode.

In all cases, if an MP attempts to automatically restart more than
three times in 30 minutes, all future restart attempts will be
disabled, to prevent the MP from continually restarting.

If all three MPs shut down, user intervention will be required to
restart the system.

Applicable to Trident 2.x/3.x and Tri-GP systems only. The
default is cleared.

Note: The default restart behavior described above applies to

Trident 1.x systems, but cannot be changed.
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Property

Action

Use Secure
Communication

Allow Expired
Certificate

Generate Alarm
When a Certificate
Expires

Number of Days
Before an Alarm Is
Generated

Select the check box if you want to enable secure communication
between the Trident or Tri-GP 3.x controller and TriStation 1131.

Note: When this option is selected, the default connection type
will automatically use secure communication to connect to
the controller. However, you still have the option to not
use secure communication for a specific connection; see
Preparing to Download to the Controller on page 534 for
more information.

See Secure Communication on page 271 for more information
about configuring and using secure communication.

Applicable to Trident/Tri-GP 3.x systems with a CIM installed
only. The default is cleared (secure communication is not enabled).

Select the check box if you want to allow secure connections to
Trident or Tri-GP 3.x controllers even if the TriStation server
and/or client certificate is expired.

If a certificate expires, and this option is not selected, you will be
unable to connect to the controller via a network connection. In
this case, you will have to connect via a serial connection, or
perform a Download All operation to download a new certificate.

Applicable only to TriStation or Enhanced Diagnostic Monitor
connections to Trident/ Tri-GP 3.x systems with a CIM installed.
Does not apply to OPC UA client/server certificates.

The default is cleared.

Select the check box if you want to be alerted when a certificate
used for secure communication expires.

When selected, the fault LEDs on the MPs will turn ON when a
certificate has expired, or is close to expiring. An alarm event will
also appear in the Enhanced Diagnostic Monitor.

Applicable to Trident/ Tri-GP 3.x systems with a CIM installed
only. The default is cleared.

If you choose to be warned when a certificate expires, you also
need to select how many days should pass after expiration before
the warning occurs.

You can enter from 0 to 255 days. If you enter 0, a warning will
occur immediately upon certificate expiration. The default is 1
day.

Applicable to Trident/Tri-GP 3.x systems with a CIM installed
only.

4 C(Click OK to save.
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Allocating Memory for Trident or Tri-GP Points

This procedure explains how to change the amount of memory used for input, output, and
memory points (tagnames) in the application.

Initially, the amount of memory for input and output points is determined by the number and
type of I/O modules configured in the TriStation 1131 project. The amount of memory for
memory points is set when a TriStation 1131 project is created. You can change these allocations
at any time before building and downloading the application.

After an application has been downloaded to the controller or Emulator,
CAUTION changes to memory allocation require a Download All (see Using the
Download All Command on page 559).

See What Are Undeclared Tagnames? on page 194 for more information about memory
allocation for points.
Procedure

1 Expand the Controller tree, double-click Configuration, and then expand Memory
Allocation.

2 Double-click the type of point you want to change.

tem Properties
Eﬂ ¥ Memory Allocation

Input Paints, Read Aliazed

BOOLs

b @i
m 4096
| | Allocated:
o 2176
sed:

I

Forecast:

] I

3 Move the slider up or down to change the memory allocated for the selected point.

4 Repeat for all points to be changed.

Note Using the Print All command, you can print a report listing the current memory
allocation settings. See Printing Project Documents on page 97.
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Configuring the Trident or Tri-GP Target System
Version

This procedure explains how to change the target system version in your project. The target
system version determines which Trident or Tri-GP controller features and modules can be
configured in a project. You originally set the target system version when you created a new
project, or when you converted an existing project to TriStation 1131 4.6 or later.

If you change the system version of your Trident controller (for example, you upgrade your
Trident system from 1.4 to 2.0), you must logically configure the change in the TriStation 1131
project. This change requires a Download All.

Before committing to the target system version change, you are allowed to back up your project.
Configuring the target system version is a three-step process:

* Determine the system version of the Trident or Tri-GP controller the project will be
downloaded to.

* Validate the target system version change to review the changes that will be made to
the project before committing to the change.

* Change the target system version in the project.
Topics include:
* Determining Your Trident or Tri-GP Controller’s System Version on page 365
e Validating a Trident or Tri-GP Target System Version Change on page 367
¢ Changing the Trident or Tri-GP Target System Version on page 368
e Results of a Trident or Tri-GP Target System Version Change on page 371

Determining Your Trident or Tri-GP Controller’s System Version

Before changing the target system version in your TriStation 1131 project, you should determine
the system version of the Trident or Tri-GP controller you will be downloading the project to.
You need to know the following:

¢ The model number of the Main Processor modules installed in the Trident or Tri-GP
(3101 or 3101S2)

* The Trident or Tri-GP system version (for example, 1.5, 2.0, etc.)
The target system version currently configured in the project is displayed on the Operating

Parameters screen and at the top of the Select Main Processor dialog box.

Procedure
1 Do one of the following:
* If any of the following scenarios are true, go to step 2:

— You know you have a Trident 1.x system.
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— You are unable to connect to the Trident or Tri-GP controller.

— For a Trident controller, you do not have the Enhanced Diagnostic Monitor 2.2
or later. The Trident target system version is not available in Enhanced
Diagnostic Monitor 2.1 and earlier.

— For a Tri-GP controller, you do not have the Enhanced Diagnostic Monitor
2.5.0 or later. The Tri-GP target system version is not available in Enhanced
Diagnostic Monitor 2.4.0 and earlier.

* If the above scenarios do not apply to your situation, go to step 3.

Refer to your sales order paperwork, which should specify your Trident or Tri-GP
controller’s system version. You do not need to continue with this procedure.

Open the Enhanced Diagnostic Monitor (for more detailed instructions, see the Enhanced
Diagnostic Monitor User's Guide).

Connect to the node (controller) whose system version you want to find.

In the System Overview tree, click System Overview. The System Overview window
appears.

Trident System Version

B DIAGNOSTICS: TRINODE28-RUNNING [Programming Enabled] =13
Pl

= System Overview

[ oM Trident version: ¥2.0 - 3101 Main Processor

[ Slot01: DI_3301 Froject: TDCOUMTR 14.0 b axirurn mernory: 4018 KB Free memary: 3304 KB
0 Slot02: DO_3401 Calendar : “wed Apr 30 2008 14:53:01 PST Status: RUMNING

0 Slat03: A1DI_3361 Pall Time: Al=0 ms, DI=0ms Scan Request/actual 1504150 me Scan Surplus: 132 ms

6 View the system version information, located at the top of the System Overview

window.

Note System version information is not available for Trident 1.x controllers. This
property will display 0 when you are connected to a Trident 1.x controller.
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Validating a Trident or Tri-GP Target System Version Change

Before committing to a target system version change, you should validate the change to
determine what effect it will have on your project. Validation allows you to plan ahead for the
changes that will occur when you switch from one target system version to another.

For detailed information about the changes that occur when switching from one target system
version to another, see the Results of a Trident or Tri-GP Target System Version Change on
page 371.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the IOP whose target system version you want to change, and then click
Replace MP.

I N

Replace Main Processor E|

Currently Configured Main Processor: 3101 - Main Processor
Currently Configured System Yersion:  Trident »3.0

Target System Yersion

ITrident 1.6 | oelect thiz option if your Trident system version is
) ' 30w

DTr!dent w20 This version introduced suppart for the Model

[1Trident +2.1 3211 Communication |nterface Module,

[ITrndent w22

Trident 3.0 w

To determine what zpgtem verzsion your Trident/Tr-GP controller iz unning, uze the
Enhanced Diagnostic Monitor to connect to the controller and then view the System
Owerview screen.

Click Help far more infarmation about selecting the corect Trident/Tri-GP systerm version,

[ Walidate Only Ok | Can-:el| Help |

3 Specify these properties in the Replace Main Processor dialog box.

Property Description

Model The Main Processor model installed in the Trident or Tri-GP
controller that this project will be downloaded to.

Target System The system version of the Trident? or Tri-GP controller that this

Version project will be downloaded to. Use the on-screen descriptions to help

you determine the correct version to select, based on your Trident or
Tri-GP controller configuration.

a. TriStation 1131 4.10.1 does not support Trident controller versions 1.1 and earlier. For a list of
TriStation 1131 versions compatible with your Trident controller, see the applicable Trident Product
Release Notice (available on the Invensys Global Customer Support website).
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Note If you are not sure which Trident or Tri-GP system version to select, use the
Enhanced Diagnostic Monitor or your sales paperwork to verify your
controller’s system version information. See Determining Your Trident or Tri-GP
Controller’s System Version on page 365 for more information.

4 Select the Validate Only check box.
5 Click OK.

TriStation 1131 analyzes your project settings and current controller configuration to
determine the modifications that will be made to the project if you change to the selected
target system version.

6 In the Messages pane, review the results of the validation to determine if you want to
commit to the target system version change.

Changing the Trident or Tri-GP Target System Version

The target system version determines which Trident or Tri-GP controller features and modules
can be configured in a project. You selected the target system version for your project when you
created it, or when you converted the project from a previous version of TriStation 1131.

If you have upgraded your Trident or Tri-GP system to a newer version, you also need to change
the target system version in your TriStation 1131 project.

When changing the target system version, you can upgrade or downgrade the version number
of the Trident or Tri-GP system (for example, upgrade from 1.5 to 2.0, or downgrade from 1.5 to
1.3).

Changing the target system version requires a Download All. You cannot change the project’s
target system version while the project is in the Download Changes state.

You cannot be connected to the controller while you are changing the target system version.

If time synchronization has been enabled on the Trident CM or MP (as described below), it will
be disabled during a target system version change from 1.x to 2.x, or vice-versa.

*  On the Trident 2.x controller, time synchronization is enabled if the Enable
Trident/Tri-GP Node Time Synchronization check box is selected on the Operating
Parameters tab of the MP Setup dialog box.

Note InTriStation11314.10.1, the Enable Trident/Tri-GP Node Time Synchronization
check box is always selected, and cannot be changed. Time synchronization will
always be enabled.

*  On the Trident 1.x controller, time synchronization is enabled if either the On NET 1
Enable Time Synchronization or the On NET 2 Enable Time Synchronization properties
are selected on the Network tab of the CM Setup dialog box.

You will need to re-enable time synchronization after the target system version change is
complete. See Configuring Trident or Tri-GP Time Synchronization on page 430 for more
information.

Upgrading or downgrading within a major Trident controller version (for example, from 1.2 to
1.6) will NOT change your time synchronization settings.
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CAUTION

system version change.

If you are upgrading from Trident 1.x to Trident 2.x, the configuration
settings for the CM will be reset to their default values during the target

We recommend writing down your Trident 1.x CM onfiguration details
before changing the target system version, so that you can use them to
reconfigure the Trident 2.x CM after the target system version change is

complete.

Before committing to a target system version change, you should validate the change to
determine what effect it will have on your project. See Validating a Trident or Tri-GP Target
System Version Change on page 367.

Procedure

1 Verify that you are not connected to the controller.

2 If needed, change the project state to Download All.
*  On the Commands menu, click Change State to Download All.
* In the Change Project State to Download All dialog box, click Change State.

3 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

4

Double-click the IOP whose system version you want to change, and then click Replace

MP.

Item Properties E]

2] B [ Modute Ypoints Yatiributes )

MP 3107 - Main Froceszor

i odel: |31 01 - Main Proceszar ﬂ

Description: |

Mode Mame: TRIMODE2E  Mode:28 Adapter0  Port:Left

Scan Time 200

el & Remate Access to Aliazed Tagnames
ms:

" Remate Access bo Al Tagnames

Setup | Feplace MP |

Note

If the Replace MP button is unavailable, the project is in the Download Changes

state. Go back to step 2 to change the project state before continuing.
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Replace Main Processor, g|

Currently Configured Main Processor: 3101 - Main Processor
Currently Configured System Version:  Trident «3.0

|M0del |Descripti0n |F'0ints |

Target System Version

Select thiz option if your Trident system version iz
3.0%

Thiz version introduced suppart for the Model
3211 Commurication Interface bodule.

b

To determing what system version your Trident/Tri-GF controller iz running, use the
Enhanced Diagnostic Monitor to connect to the controller and then view the Sypstem
Overview screen.

Click. Help for mare information about selecting the correct Trident/Tri-GP systerm version.

[~ Walidate Only 0K | Cancel| Help |

5 Specify these properties in the Replace Main Processor dialog box.

Property Description

Model The Main Processor model installed in the Trident or Tri-GP
controller that this project will be downloaded to.

Target System The system version of the Trident? or Tri-GP controller that this

Version project will be downloaded to. Use the on-screen descriptions to

help you determine the correct version to select, based on your
Trident or Tri-GP configuration.

a. TriStation 1131 4.10.1 does not support Trident controller versions 1.1 and earlier. For a list of
TriStation 1131 versions compatible with your Trident controller, see the applicable Trident
Product Release Notice (available on the Invensys Global Customer Support website).

Note If you are not sure which Trident or Tri-GP system version to select, use the
Enhanced Diagnostic Monitor to verify your system version information. See
Determining Your Trident or Tri-GP Controller’s System Version on page 365 for
more information.

Click OK.
When asked to confirm your selection, click Yes to continue.

When asked to backup your project before changing the target system version, do one
of the following;:

* (Recommended) Click Yes and then specify the folder to save the backup file to. Use
the suggested name, or specify a new one. The file extension (.bt2) does not have to
be included in the name.

* Click No to continue without creating a backup file.

TriStation 1131 reconfigures your project to the selected target system version. All
current configuration settings are maintained; however, any parameters that did not
exist in the previous version are set to their default values.
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9 In the Messages pane, review the results of the target system version change. For more
information, see Results of a Trident or Tri-GP Target System Version Change on
page 371.

10 To finish the process, you must build the application and download it to the controller.

Results of a Trident or Tri-GP Target System Version Change

The following tables describe the changes that are made to your project when changing from
one target system version to another:

e Trident Target System Version Change Matrix on page 372
* Tri-GP Target System Version Change Matrix on page 373

To use the Trident or Tri-GP Target System Version Change Matrix:
1 Find the column for your current system version on the top.

2 Then move down to locate the row (on the left) for the system version you want to
change your project to.

The box where your selected column and row meet describes the changes that will be
made to your project if you change to the new target system version.
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Table 37  Trident Target System Version Change Matrix
ORIGINAL 1.2, 1.3.x, or
1.0 or 1.1 ’ ’ 1.5.x or 1.6.x 2.0.x 2.1.xo0r 2.2.x
VERSION 1.4.
Note: A target system version change (upgrade or downgrade) requires that the project state be changed to Download All, with one
NEW are converting a project created in a version of TriStation 1131 prior to 4.6. During project conversion, projects created with a previou
VERSION | 1131 will remain in the Download Changes state regardless of a target system version change. For more information, see Convertin
Version 4.10.1 on page 11.
1.0 or NOT ALLOWED NOT ALLOWED NOT ALLOWED NOT ALLOWED
1.1
UPGRADE DOWNGRADE DOWNGRADE DOWNGRADE
* Add support for model 3381 * Remove model 3361 * Remove model 3361 Al * Remove model 3361 Al
PI module. Al /DI module. /DI module. /DI module.
* Add support for model 3481 * Remove support for * Add support for model
AO module. enhanced model 3201 3381 PI module.
1.2 ¢ Add support for model 3482 CM. * Remove model 3382 EPI
1 3’X AI module. module.
T * Add support for model 3201 * Remove model 3411 SDO
or 1.4.x CM. module.
* Remove model 3311
HRDI module.
* Remove support for
enhanced model 3201
CM.
UPGRADE UPGRADE DOWNGRADE DOWNGRADE
* Add support for model 3381 * Add support for * Remove support for * Remove model 3382 EPI
PI module. model 3361 Al /DI enhanced model 3201 module.
¢ Add support for model 3481 module. M. * Add support for model
AO module. 3381 PI module.
1.5.x or * Add support for model 3482 * Remove model 3411 SDO
1.6.X AI module. module.
* Add support for model 3361 * Remove model 3311
Al /DI module. HRDI module.
* Add support for model 3201 * Remove support for
CM. enhanced model 3201
CM.
NEW
VERSION
UPGRADE UPGRADE UPGRADE DOWNGRADE
* Add support for model 3381 * Add support for ¢ Add support for * Remove model 3382 EPI
PI module. model 3361 Al /DI enhanced model 3201 module.
¢ Add support for model 3481 module. CM. * Add support for model
AO module. * Add support for 3381 PI module.
2.0.x ¢ Add support for model 3482 enhanced model 3201 * Remove model 3411 SDO
Al'module. CM. module.
* Add support for model 3361 * Remove model 3311
Al /DI module. HRDI module.
* Add support for original and
enhanced model 3201 CM.
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Table 37

Trident Target System Version Change Matrix (continued)

ORIGINAL 1.2, 1.3.x, or
VERSION 1.0o0r 1.1 1.4.x 1.5.x or 1.6.x 2.0.x 2.1.xor 2.2.x 3.0.x
UPGRADE UPGRADE UPGRADE UPGRADE DOWNGRADE

* Replace model 3381 PI
module with model 3382 EPI

* Replace model 3381 PI
module with model

* Replace model 3381 PI
module with model

* Replace model 3381 PI
module with model

* Remove model 3211 CIM.

module. 3382 EPI module. 3382 EPI module. 3382 EPI module.
* Add support for model 3481 * Add support for * Add support for ¢ Add support for model
AO module. model 3361 model 3382 EPI 3382 EPI module.
* Add support for model 3482 Al /DI module. module. ¢ Add support for model
Al module. * Add support for * Add support for 3411 SDO module.
2.1.x or * Add support for model 3361 model 3382 EPI model 3411 SDO ¢ Add support for model
2.2.x Al /DI module. module. module. 3311 HRDI module.
* Add support for model 3382 * Add support for * Add support for
EPI module. model 3411 SDO model 3311 HRDI
* Add support for model 3411 module. module.
SDO module. * Add support for * Add support for
« Add support for model 3311 223?}1 3311 HRDI Ethanced model 3201
HRDI module. Add ’ ; :
.. . t for
* Add support for original and suppor
enhanced model 3201 CM. eCthanced model 3201
UPGRADE UPGRADE UPGRADE UPGRADE UPGRADE
* Add support for model 3381 * Add support for * Add support for * Replace model 3381 PI * Add support for model
PI module. model 3361 Al /DI enhanced model 3201 module with model 3211 CIM.
* Add support for model 3481 module. CM. 3382 EPI module.
AO module. * Add support for * Add support for * Add support for model
* Add support for model 3482 enhanced model 3201 model 3211 CIM. 3382 EPI module.
3.0 AI module. CM. * Add support for model
AL * Add support for model 3361 * Add support for 3411 SDO module.
AI /DI module. model 3211 CIM. ¢ Add support for model
* Add support for original and 3311 HRDI module.
enhanced model 3201 CM. * Add support for model
3211 CIM.

* Add support for model 3211
CIM.

Table 38  Tri-GP Target System Version Change Matrix
ORIGINAL
VERSION 2.1.xor 2.2.x 3.x
NEW Note: A target system version change (upgrade or downgrade) requires that the project state be changed to
VERSION Download AlL
2.1.x or DOWNGRADE
2.2.X * Remove model 321152 CIM.
3 UPGRADE
X * Add support for model 3211S2 CIM.
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Configuring Trident and Tri-GP Hardware

This section explains how to configure the hardware allocation for a Trident or Tri-GP
controller. Topics include:

Note

Configuring the Trident or Tri-GP Main Processors (MPs) on page 375
Inserting a Trident or Tri-GP Module on page 382

Removing a Trident or Tri-GP Module on page 383

Configuring a Trident or Tri-GP SDO Module on page 383
Configuring a Trident or Tri-GP HRDI Module on page 384
Configuring a Trident or Tri-GP PI or EPI Module on page 387

For information on configuring the CM or CIM, see Configuring Trident or Tri-GP
Communication Modules on page 390.

Configuring the Trident or Tri-GP Main Processors (MPs)

This section explains how to configure the Trident or Tri-GP MP properties, network ports, and
serial ports. Topics include:

Specifying Trident or Tri-GP MP Module Properties on page 375
Displaying Trident or Tri-GP MP Attribute Properties on page 377
Configuring Trident 1.x MP Network Ports on page 378

Configuring Trident 2.x/3.x or Tri-GP MP Network Ports on page 379
Configuring Trident or Tri-GP MP Serial Ports on page 380

Specifying Trident or Tri-GP MP Module Properties

This procedure explains how to view and specify properties on the Trident or Tri-GP MP
Module tab. This procedure applies to all Trident and Tri-GP MPs.

Procedure

1

On the Controller tree, double-click Configuration.

2 On the Configuration tree, open the Hardware Allocation node, and then double-click

an MP. The Item Properties dialog box appears.
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Item Properties E]

EP|?I[Modu|e Points JAdiributes )

P 3101 - Main Processzor

b odel;

|31 01 - Main Processar ﬂ

Deseription: |

Scan Time 200
[rrz]:

Setup

Mode Mame: TRINODEZY  Mode:2? Adapter:1  PortLeft

+ Remaote Access to Aliazed Tagnames
" Remate Access to All Tagnames

| Replace MFP |

[ i

3 Specify these properties on the Module tab.

Property

Action

Model
Description
Node Name
Scan Time

Remote Access to
Aliased Tagnames

Remote Access to
All Tagnames

Select the model used in the physical system.
Enter a description, if desired.

Displays the node name and number.
Displays the scan time, if it has been specified.

Select to allow TSAA applications (such as Triconex DDE
Server) to have remote access only to aliased tagnames.

Select to allow TSAA applications (such as Triconex DDE
Server) to have remote access to all tagnames, including
unaliased tagnames.

4 Click Confirm to save your changes.

Note You cannot specify point properties for a Trident or Tri-GP MP.
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Displaying Trident or Tri-GP MP Attribute Properties

This procedure explains how to display MP attribute properties (status and control attributes).

Procedure
1 On the Controller tree, double-click Configuration.

2 On the Configuration tree, open the Hardware Allocation node, and then double-click
an MP. The Item Properties dialog box appears.

tem Properties
(Moduie froints | Attributes |
Tag Mame | Type | Lacation | Descrij
2 Gpstem TMA BOOL  IBR.0OO1
5 Spstem GE_DLIAL BOOL  |BR.O00Z2
5 Gpstem GE_SINGLE BOOL  |BR.O0O3
5 Spstem NO_FLTS BOOL  |BR.OO004
£ Spstem MO_ACTIVE_FLTS BOOL  |BR.O00S
5 Spstem POWER_UP BOOL  IBR.OO009
5 Gpstem FIRST_SCAN BOOL  IBR.OCT0 b
< »

3 Click the Attributes tab.
These properties are displayed on the Attributes tab.

Property Description

Tagname The name of the status or control attribute.
Data Type The data type.

Location The memory location for the attribute.
Description The description of the attribute.
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Configuring Trident 1.x MP Network Ports

This procedure explains how to configure network ports on a Trident 1.x MP, which supports
network connections to a TriStation PC.

Each port must be configured separately and can operate independently with different Modbus
Masters. Or, they can operate as redundant serial ports, connected to redundant ports of the
same Modbus Master.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the MP slot, click Setup, and then click the Network Ports tab.

MP Setup g|
Operating Parameters  Metwork Ports l Sefial Ports]
Left TriStation Port
Transceiver Part
Mode: *+ RJ45 .
TriStation X
Transceiver Mode:
[10 Mbps Half Duplex ~|
Middle TriStation Port
Transceiver Part
Mode: v RJ45 r
TriStation X
Transceiver Mode:
[10 Mbps Half Duplex ~|
Right TriStation Port
Transceiver Part
Mode: *+ RJ45 .
TriStation X
Transceiver Mode:
[10 Mbps Half Duplex ~|

QK | Cancel | Help |

3 Specify these properties on the Network Ports tab.

Property Action

Mode Set to TriStation; cannot be changed.

Transceiver Port Set to RJ-45; cannot be changed.

Transceiver Mode Select half or full duplex depending on the installation.

4 C(lick OK to save your changes.
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Configuring Trident 2.x/3.x or Tri-GP MP Network Ports

This procedure explains how to configure network ports on a Trident 2.x/3.x or Tri-GP MP,
which supports network connections to a TriStation PC.

Each port must be configured separately and can operate independently with different Modbus
Masters. Or, they can operate as redundant serial ports, connected to redundant ports of the
same Modbus Master.

Note The first time you connect to the Trident 2.x/3.x or Tri-GP controller to download your
application, you must connect either via serial port, or via a network connection to the
Left MP, using the default IP address. IP addresses configured for the Middle and Right
MP network ports are not valid for the initial connection to the Trident 2.x/3.x or Tri-GP
controller. See Connecting to the Trident or Tri-GP 2.x/3.x Controller for the First Time
on page 483 for more information.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the MP slot, click Setup, and then click the Network Ports tab.

N

] WP Setup ﬁl

Operating Parameters  Metwork Ports ] Serial Ports ]

Left TriStation Paort
Mode: IP Address:

TriStation 192 . 168 . 255 . 28

Transceiver Port
+ RJ4E r

Transoeiver Mode:
[10 Mbps Half Duplex |

Middle TriStation Paort
Made: IF Address:

TriStation o . o0 .0 .0

Transceiver Port
* RJ45 -

Transceiver Mode:
[10 Mbps Half Duplex |

Right TriStation Port
Mode: IP Address:

TriStation o . o0 .0 .0

Transceiver Port
+ RJ45 r

Transoeiver Mode:
10 Mbps Half Duplex =

n]:% | Cancel | Help |

3 Specify these properties on the Network Ports tab.

Property Action

Mode Set to TriStation; cannot be changed.

Transceiver Port Set to RJ-45; cannot be changed.

Transceiver Mode Select half or full duplex depending on the installation.
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Property

Action

IP Address

Specify the IP address of the controller.

The default IP address is 192.168.255.11, where 7 is the
node number of the controller. The default IP address

is for connection to the Left MP only.

4 Click OK to save your changes.

Configuring Trident or Tri-GP MP Serial Ports

This procedure explains how to configure serial ports on a Trident or Tri-GP MP, which

supports serial connections using Modbus Slave RTU protocol.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the MP slot, click Setup, and then click the Serial Ports tab.

MP Setup

Part Selection
s Left

" Middle
" Right

Copy Current
Setup to
other Serial
Puorts

Operating Parameter&] Metwork Ports - Serial Ports l

Part Configuration Dptions
Pratocal:

SLAVE RTU j Modbus Slave address: |1

Baud Rate
115200 " 57600 ™ 38400 13200
+ 9800 4800 2400 " 1200
Data Bitz Stop Bits
~ i f« 1Bt  2Bis
Parity
" Mone © Odd ™~ Ewen " Mak 7 Space
Trangceiver Mode Handshake e Type
" RS485 {+ i
f+ R5232 o o
Modbus Fange Signal Delays
ki |0 RTS Post-Delay: |0

Max: | 32767

CTS Pre-Delaw: |0

ar. | Cancel |

Help

3 Specify these properties on the Serial Ports tab.

Property

Action

Port Selection

Protocol
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Property Action

Modbus Slave Address Enter the slave address of the serial port on the MP
Baseplate.

Baud Rate Select the rate used in the installation.

Data Bits Set at 8 bits; cannot be changed.

Stop Bits Select 1 Bit or 2 Bits.

Parity Select a parity option.

Transceiver Mode

Handshake
Wire Type

Modbus (Minimum and
Maximum) Range

Signal Delays

Copy Current Setup to Other
Serial Ports Command

Select RS-232 or R5-485, depending on the physical
connection.

Set to none; cannot be changed.
Set to 4 wire; cannot be changed.

Enter a minimum value (0 is default) and maximum
value (32,767 is maximum).

Set to 0; cannot be changed.

Click to have the settings for the selected port copied
to the other two serial ports on the MP.

4 Click OK to save your changes.
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Inserting a Trident or Tri-GP Module

This procedure explains how to insert a Trident or Tri-GP module in a configuration.

If a CM is added to a configuration after the application has been downloaded to the controller,
you must use the Download All command to download the change.

Note

If you already have a model 3301 or 330152 DI module installed, you can quickly change
it to a model 3311 or 331152 HRDI module (and vice-versa) by double-clicking on the
module in the configuration pane, selecting the model 3311 or 331152 HRDI module
from the Model list in the Item Properties dialog box, and then clicking Confirm. This
configuration shortcut can also be used when switching between the model
3481/34815S2 and 3482 /348252 AO modules.

Procedure

1

On the Controller tree, double-click
Configuration.

Insert Module ﬁ\

Cunently Configured Main Processor: 3101 - Main Processor
Currently Configured System Version:  Trident w2.1

On the Configuration tree, open the s i .
Hardware Allocation node, and then click | =5 T

the MP slot. Ee o g oo E:

3361 Analog Input - Digital Input Module 32Pts 7]

On the Tools menu, click Insert Module. o D Dt ot M 1500 b
The Insert Module dialog box appears. B i bt o e o

3481 Analog Dutput, 4Pts 0 - 20ma 4
3482 Analog Output, 2 Pts 0-20ma, 2 Pts 0-40ma 4

Select the type of module you want to add
to the configuration, and click OK.

The mouse pointer changes to look like

thiSZ 0K Cancel Help

Click on the configuration pane to add the
module to the configuration.

L TriStation Commurication
& Operating Parameters
+- [l Memam Allocation
=M Hardware Allocation
= [ MPADPT
[ coM: CM
[ 01.01: AID3361_01_01
[ 01.02AD3E1_01_02
[ 003 a03482_01_03
[ 01.04 DO3401_01_04
+-3 Status Atkibutes

——Configuration pane

Module being
added

If you added an SDO, HRDI, EP], PI, CM, or CIM module, configure the module using
the instructions specific to that module:

* Configuring a Trident or Tri-GP SDO Module on page 383
* Configuring a Trident or Tri-GP HRDI Module on page 384
* Configuring a Trident or Tri-GP PI or EPI Module on page 387

* Configuring Trident or Tri-GP Communication Modules on page 390
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Removing a Trident or Tri-GP Module

This procedure explains how to remove a module from a Trident or Tri-GP controller
configuration.

If a CM or CIM is removed from a configuration after the application has been downloaded to
the controller, you must use the Download All command to download the change.

Procedure
1 On the Controller tree, double-click Configuration.
2 On the Configuration tree, click Hardware Allocation.

3 On the configuration pane, click the icon that represents the module, and then press the
Delete key.

Configuring a Trident or Tri-GP SDO Module

This procedure explains how to configure a Trident (model 3411) or Tri-GP (model 341152)
Supervised Digital Output (SDO) module, which provides loop supervision to field devices in
fire and gas applications. 16 points are available; each point can be independently configured.

The model 3411 SDO module is compatible only with Trident 2.1 and later systems. See the
Planning and Installation Guide for Trident v2-v3 Systems for more information.

The model 341152 SDO module is compatible only with Tri-GP v2.1 and later systems. See the
Planning and Installation Guide for Tri-GP v2-v3 Systems for more information.

Procedure
1 On the Controller tree, double-click Configuration.

2 On the Configuration tree, expand the Hardware Allocation node, and then expand the
MP node the SDO module is installed in.

3 Double-click the SDO module, and then click Setup.

r S
SDO Setup X
Tagnare | Loeation | Fropertie: -

{nat yet named-1}  01.04.01 Supervized

{nat yet named-1}  01.04.02 Supervized

{nat yet named-1}  01.04.03 Supervizion- nhibited

{not yet named-1}  01.04.04 Supervized

{not yet named-1}  01.04.05 Supervized

{hot yet named-1}  01.04.06 Supervizion- nhibited

Tnot yet named-1} 01.04.07 Supervized

Tnot yet named-1} 01.04.08 Supervized -

< b
Faint Options

[+ Irhibit Superision

Ok, | Cancel Help
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4 Select the tagname (point) to be configured, and then select how you want the point to
be configured:

* If you want to inhibit supervision for the selected point, select the Inhibit
Supervision check box This will suppress reporting of supervisory alarms (i.e.
open-loads).

* If you want the selected point to be supervised, clear the Inhibit Supervision check
box. This will provide detection and alarming of supervisory (i.e. open-load)
conditions.

The default for each point is Supervised (the check box is cleared).

Using the SYS_OVD_INHIBIT function block to inhibit OVDs on a point
A WARNING| overrides the supervisory configuration and results in loss of supervision
of that point. See the TriStation Libraries Reference for more information
about the SYS_OVD_INHIBIT function block.

5 Continue to select tagnames and specify settings as needed.
* Press Shift and click to select multiple contiguous tagnames.
* Press Ctrl and click to select multiple non-contiguous tagnames.

6 Click OK to save your changes.

Configuring a Trident or Tri-GP HRDI Module

This procedure explains how to configure a Trident (model 3311) or Tri-GP (model 331152)
High-Resolution Digital Input (HRDI) module, which allows you to enable highly-accurate
sequence of events (SOE) recording for point transitions at a resolution of up to 1 msec.

A point transition (or event) is the state change of a Boolean variable from True to False or from
False to True. The HRDI has 32 points available; each point can be independently configured.

Note For more information about using sequence of events in your application, see SOE
Development on page 254.

The model 3311 HRDI module is compatible only with Trident v2.1 and later systems. See the
Planning and Installation Guide for Trident v2-v3 Systems for more information.

The model 331152 HRDI module is compatible only with Tri-GP v2.1 and later systems. See the
Planning and Installation Guide for Tri-GP v2-v3 Systems for more information.
Procedure

1 On the Controller tree, double-click Configuration.

2 On the Configuration tree, expand the Hardware Allocation node, and then expand the
MP node the HRDI module is installed in.

3 Double-click the HRDI module, and then click Setup.

TriStation 1131 Developer’s Guide, 4.10.1



Configuring Trident and Tri-GP Hardware 385

HRDI Setup

Fuaint Configuration

3

-

Tagnarne | Location | Froperties *
Tagname_1 TriggerState =Dz . MinTrggerTime =0; SOEDeadTime
Taghame_2 01.05.02 TriggerState =Dizabled; MinTrgaerTime =0; SOEDeadTime =
friot wet named-1} 01.05.03 TriggerState =Digabled; MinTriggerTime =0; SCOEDeadTime =
{riot pet named-1} 01.05.04 TriggerState =Dizabled; MinTrggerTime =0; SOEDeadTime =
{nat yet named-1}  01.05.05 TriggerState =Dizabled; MinTriggerTime =0; S0EDeadTime =
{rot vet named-1}  01.05.06 TriggerState =Dizabled; MinTrggerTime =0; SOEDeadTime =
{nat yet named-1}  01.05.07 TriggerState =Dizabled: MinTriggerTime =0; S0EDeadTime =
| R npnpp I | | 1 NE N TrimmerC b abn —Min-klad bdnTrmanrTiran =M COCF A AT rnm = —
< | >

Fuaint O ptions
S0E Trigger State

* Disabled SOE Trigger Time (0- 250 msec): [T meec
" Rising
" Falling SOE Dead Time (0 - 250 sec); IEC

" Rising/Falling

o]

Cancel | Help ‘

4 Select the tagname to be configured, and then specify these properties in the HRDI Setup
dialog box.

Property Action

SOE Trigger State  Determines if SOE is enabled for the selected point. When SOE is
enabled, the HRDI module will time stamp and record point

transitions for the selected point.
Select the option to be used for the selected point.

* Disabled: SOE is not enabled for the point. Point transitions
will not be reported.

* Rising: SOE is enabled for the point. Point transitions will be
reported when the Boolean value changes from False to True
(0to 1).

* Falling: SOE is enabled for the point. Point transitions will be
reported when the Boolean value changes from True to False
(1 to 0).

* Rising/Falling: SOE is enabled for the point. Point transitions

will be reported for both Rising and Falling changes (False to
True, or True to False).

The default is Disabled.
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Property Action

SOE Trigger Time  Defines the number of milliseconds (with an accuracy of 1 msec or
less) a signal must be stable before its change in state (transition)
causes the reporting of an event. Also known as the debounce
period.

A longer trigger time results in a longer debounce period, so that
pulse widths that fall within the debounce period will not be
reported as an event.

Enter the trigger time in milliseconds. The available range is 0 to
250 msec.

* If any trigger with a pulse width larger than x msec needs to
be reported as an event, then enter x-1 msec. For example, to
report a pulse width larger than 75, enter 74 as the trigger time
(because 75-1=74).

* If any trigger with a pulse width smaller than x msec needs to
be filtered out (not reported as an event), then enter x+1 msec.
For example, to filter out a pulse width smaller than 30, enter
31 as the trigger time (because 30+1=31).

The default is 0, meaning there is no debounce period, and:

* A trigger with a pulse width larger than 1 msec will always
generate an event.

* A trigger with a pulse width smaller than 1 msec may or may
not generate an event.

Only available if SOE has been enabled for the point.

SOE Dead Time Defines the length of time after a transition before a subsequent
transition will be reported. Once a transition on the selected point
has occurred, any subsequent transitions will be reported only
after the dead time interval has elapsed.

A longer dead time interval is better able to prevent the higher-
level SOE application from being flooded with events, but it also
means there is a higher chance of losing subsequent transition
events.

Enter the amount of dead time in seconds. The available range is 0
to 250 sec, with an accuracy of 10 msec or less.

The default is 0, meaning any subsequent transition will generate
an event as long as the previous transition on the same point has
been collected and cleared. It does not mean that every transition
on the same point will generate an event, as a transition on the
same point that occurs too soon —before the previous event is
cleared —may be missed.

Only available if SOE has been enabled for the point.

5 Continue to select tagnames and specify settings as needed.
* Press Shift and click to select multiple contiguous tagnames.
* Press Ctrl and click to select multiple non-contiguous tagnames.

6 Click OK to save your changes.
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Configuring a Trident or Tri-GP Pl or EPI Module

This procedure explains how to configure the following Trident or Tri-GP modules:

Model 3381 Trident Pulse Input (PI) module (compatible only with Trident 2.0 and
earlier systems)

Model 3382 Trident Enhanced Pulse Input (EPI) module (compatible only with Trident
2.1.x and later systems)

Model 338252 Tri-GP Enhanced Pulse Input (EPI) module (compatible only with Tri-GP
2.1.x and later systems)

These modules are used for speed and RPM inputs. Six points are available; each point can be
independently configured. Acceleration and jerk measurements for each point are available on
the EPI module only.

Note The number of points for the EPI (model 3382 or 338252) module displays as 24 in the

Insert Module dialog box (see Inserting a Trident or Tri-GP Module on page 382). This
is because each of the six available points provides speed, acceleration, and jerk
measurements as separate logical points (for a total of 18 logical points); six additional
points are also included in the total, but are reserved for future use.

A maximum of five EPI modules can be configured in a Trident 2.1 or later, or Tri-GP, project.
For information about system configuration restrictions and validated I/O module
configurations in earlier Trident system versions, please see the Product Release Notice for your
Trident system version.

If you have a PI module installed in a Trident 2.0 or earlier project, please note the following;:

Upgrading the target system version for your project to Trident 2.1 or later will
automatically upgrade the PI module to an EPI module.

The existing PI module point configuration is retained for the EPI module during a
target system version upgrade to Trident 2.1 or later.

TriStation 1131 will not allow you to upgrade the project’s target system version to
Trident 2.1 or later if more than five PI modules are installed in the project. You must
remove the excess PI modules from your project prior to starting a target system
version change. See Configuring the Trident or Tri-GP Target System Version on
page 365 for more information about changing the target system version.

If you have more than five PI modules installed in your Trident 2.0 or earlier system,
you will need to physically remove the excess modules from the Trident chassis, rewire
the PI points that were connected to those modules, and reprogram your application
accordingly. All of these tasks should be completed prior to upgrading to Trident 2.1.

Because the EPI module requires a greater memory allocation than the PI module, the
automatic upgrade from a PI module to an EPI module may not be successful in cases
where not enough memory is available to be allocated to the EPI module(s).

Procedure

1

On the Controller tree, double-click Configuration.

2 On the Configuration tree, expand the Hardware Allocation node, and then expand the

MP node the PI or EPI module is installed in.
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3 Double-click the PI or EPI module, and then click Setup.

"

EP| Setup

Figld Power
" Field Pawer Absent
{* Figld Pawer Present

tir Field i Walt[s)
Max Field 33 Yalt[s)

Point Configuration

T agniame | Location

Froperties -~

0n.03.0
01.03.09
01.03.17
M.03.02
n.oz10
0n.03.18
m n=n

{nat et named-1}
{nat yet named-1}
Taghame_1

{nat yet named-1}
{nat vet named-1}
{nat et named-1}

Irnt nat named-14

!
Faint Options

Fate Tupe
" Speed
* RPM

Fuaint 1: RPM; Triggering M ode=Rising Edae; MumGearT e

Foint 1; ACCELERATION

Faint 1: JERE

Foint 2. SPEED; Truggering Mode=Rizing Edge; MumiGear]

Foint 2 ACCELERATION

Fuaint 2: JERE

Print 4 SPFFN- Trnnennn b nde=Rizinn F dae- MomlGearl b’
>

Triggering Mode
{* Rising Edge
" Falling Edge

Mumber of Gear Teeth: |60
Scale Factor, |1

o]

Cancel ‘ Help |

4 Select the tagname (point) to be configured, and then specify these properties in the PI

Setup dialog box.

Property

Action

Field Power

Min Field

Max Field

Rate Type
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Select Field Power Present if the installed system has field
power connected to the Pulse Input Baseplate. The default is
Field Power Absent.

Enter the minimum range for field power in volts. The
default is 0 volts.

Available only when Field Power Present is selected.
Enter the maximum range for field power in volts. The
default is 33 volts.

Available only when Field Power Present is selected.
Select Speed or RPM to specify the type of rate applied to
pulse input signals.

* Speed: Used for pulses measured in seconds, minutes, or
hours.

* RPM: Used for pulses measured in the number of
revolutions per minute of the shaft that connects a gear
to the rotating equipment.

Not available if an Acceleration or Jerk point is selected (EPI
module only).
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Property Action
Triggering Mode Select Rising Edge or Falling Edge depending on the
installation.

Not available if an Acceleration or Jerk point is selected (EPI
module only).

Number of Gear Teeth ~ Enter the number of gear teeth that are counted in each
revolution.

The Rate Type property must be specified as RPM to enable
this property.
Not available if an Acceleration or Jerk point is selected (EPI
module only).
Scale Factor Specifies how to convert pulse input signals into engineering

units. For:

¢ Pulses per second, set to 0.016667.

* Pulses per minute, set to 1.0 (default).

* Pulses per hour, set to 60.0

Not available if an Acceleration or Jerk point is selected (EPI
module only).

5 Continue to select tagnames and specify settings as needed.
* Press Shift and click to select multiple contiguous tagnames.
* Press Ctrl and click to select multiple non-contiguous tagnames.

6 Click OK to save your changes.
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Configuring Trident or Tri-GP Communication Modules

This section explains how to configure Trident or Tri-GP communication modules (CM or CIM)
for communication with external devices.

Note In addition to configuring ports on the communication module(s), you also need to
configure the Trident or Tri-GP controller’s network and/ or serial connection to the
TriStation PC, in order connect to the controller and download your application. For
more information, see Chapter 6, Trident and Tri-GI> Communication with TriStation
1131.

Topics include:
* Configuring the Trident 1.x Communication Module on page 390

* Configuring the Trident or Tri-GP 2.x/3.x Communication Module on page 394

* Configuring the Trident or Tri-GP 3.x Communications Integration Module on
page 410

See Configuring Trident or Tri-GP Controller Printing on page 514 for instructions on
configuring a Trident or Tri-GP communication module for use with a printer.

Configuring the Trident 1.x Communication Module

These procedures explain how to configure the network and serial ports on a CM installed in a
Trident 1.x system. Topics include:

* Configuring Trident 1.x CM Network Ports on page 390
* Configuring Trident 1.x CM Serial Ports on page 392
* Configuring Trident 1.x CM Routing on page 393

Configuring Trident 1.x CM Network Ports

This procedure explains how to configure network ports on a Trident 1.x CM, which supports
these connections:

e To a TriStation PC
¢ To a Peer-to-Peer network of Triconex controllers

¢ To an external device or network

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, click Setup, and then click the Network tab.
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CM Setup

Slot Selection

(+ Left Slat
" Right Slot

Netwark l Serial Ports ] Frinter ] Fiouting ]

Metl/Met2 Configuration Options

Metl
Mode:

Frivilege
" Read * Readfwrite

Transceiver Part
+ RJ45 7 Mal

Transceiver Mode:

)

Met2
Mode:

PEER-TO-PEER h

Transceiver Part
+ RJ45 0 MAU

Transceiver Mode:

[10 Mbps Half Duplex

IP Address:
g. 0. 0.0

IP Subnet Mask:
o. 0. 0.0

Default Gateway IP Address:

o.o ., 0.0

" On Met1 enable time synchranization with Trident Master Naode
" On Met2 enable time synchronization with Trident Master Mode

* MNone

[~ |

[~ |

|Aut0-N eqgotiate

o1

Cancel | Help

3 Specify these properties on the Network tab.

Property

Action

Slot Selection

Mode

Privilege

Transceiver Port

Transceiver Mode

IP Address

IP Subnet Mask

Default Gateway IP

Address

Time Synchronization

Select the slot to be configured.

Select Open Network or Peer-to-Peer for either NET 1 or NET
2.

You cannot use the same mode on both ports.

Select Read to restrict access from external devices. Not
available with Peer-to-Peer. The default is Read /Write.

Select the type of port used.
Select the mode used. Not available with Peer-to-Peer.

Enter the IP address of the controller. Not available with Peer-
to-Peer.

Enter the subnet mask, if needed. Not available with Peer-to-
Peer.

Enter the default gateway, if needed. Not available with Peer-
to-Peer.

Select to enable time synchronization on NET 1 or NET 2.

4 C(Click OK to save your changes.
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Configuring Trident 1.x CM Serial Ports

This procedure explains how to configure serial ports on a Trident 1.x CM, which supports
connections using Modbus slave, master, and master/slave protocols.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the CM slot, click Setup, and then click the Serial Ports tab.

Ch Setup g|
Hetwork  Senial Poits ]Pﬂnlerl Fiouting |
Part Selection Part Configuration Optiohs
Protocaol
Lefelsh SLAVE ASCI =] Modbus Station [
o Fat Baud Rate
© Port2 115200 " 57600 33400 19200
" Port 3 + 5800 " 4800 2400 1200
Data Bits Stop Bits
* 8Bits " 7Bits « 1Bt " 2Bis
Parity
" More f* Ddd " Even " Mark " Space
Right Slot
Transceiver Mode Handshake Wire Type
~
Fott& © RS485 & MNone ©
© Fot7 * RS232 " Hardware =
" Pot8 Modbus Range Signal Delaps
win: [0 RTS Post-Delay [ms): |0
Max | 32767 CTS Pre-Delay (ms): [0
akK I Cancel | Help ‘

3 Specify these properties on the Serial Ports tab.

Property Action

Port Selection Select the port to be configured.

Protocol Select the protocol to use.

Modbus Station Enter the slave address of the serial port on the MP
Baseplate. Not used with Master protocol. See Modbus Slave
Address on page 655.

Baud Rate Select the rate used in the installation.

Data Bits Select 7 or 8 bits; only available with slave ASCII protocol.
Set to 8 bits for all other protocols.

Stop Bits Select 1 Bit or 2 Bits.

Parity Select the parity option.

Transceiver Mode Select RS-232 or R5-485, depending on the physical

connection.

Handshake Select Hardware to use signal delays to determine if the
connection is valid.

Wire Type Select 2 or 4 wire, depending on the installation.
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Property

Action

Modbus (Minimum

and Maximum) Range

Signal Delays

Enter a minimum value (0 is default) and maximum value
(32,767 is maximum). Only available with Modbus.

Enter the number of milliseconds to adjust timing of the data

transmission.

4 C(Click OK to save your changes.

Configuring Trident 1.x CM Routing

This procedure explains how to configure routing information for network communication on
a Trident 1.x CM. This procedure is optional, depending on your network configuration. For

more information, see your network administrator.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the CM slot, click Setup, and then click the Routing tab.

CM Setup

Slot Selection

(¢ Left Slot
" Right Slat

Netwulk} Senal Purlsl Printer  Routing I

TCP/P Route Configuration

Foute 1
Destination [P Address:

Foute 2
Destination IP Address:

o .0.0.0
Diestination [P Subnet Mask:

[o.0.0.0
Destination IP Subnet Mask:

[0 .0 .0 .0
Destination Gateway IP Address:

[o.0.0.0

Destination Gateway IP Addiess,

o .0.0.0

Foute 3
Destination P Address:

[o.0.0.0

Foute 4
Destination IP Address:

o .0.0.0
Destination |P Subnet Mask.

[o.0.0.0
Destination IP Subnet Mask:

o.o0 .0 .0
Destination Gateway IP Address;

[o.0.0.0

Destination Gateway IP Addiess,

[0 .0.0.0

o .o .0.0

3

|

Cancel | Help

3 Specify these properties on the Routing tab.

Property

Action

Slot Selection

Destination Gateway IP Address

Destination IP Subnet Mask

Default Gateway IP Address

Select the slot to configure.
Enter the destination address.
Enter the address for the subnet mask.

Enter the address for the gateway.

4 Repeat for each route required on your network.

5 Click OK to save your changes.
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Configuring the Trident or Tri-GP 2.x/3.x Communication Module

These procedures explain how to configure an enhanced CM installed in the following systems:

Note

Trident 2.x or 3.x

Tri-GP 2.x or 3.x

To configure a CM installed in a Trident 1.x system, see Configuring the Trident 1.x
Communication Module on page 390. To configure a CIM installed in a Trident/ Tri-GP
3.x system, see Configuring the Trident or Tri-GP 3.x Communications Integration
Module on page 410.

A single Trident or Tri-GP 2.x/3.x controller supports a maximum of two CMs on one CM
baseplate. For detailed CM installation guidelines, see the Planning and Installation Guide for
your controller.

The following table lists the protocols supported by both the enhanced Trident CM (model 3201)
and Tri-GP CM (model 320152) on network and serial ports.

Protocol or Standard Network Ports Serial Ports
TriStation NET 1, NET 2 Port 3 only
TSAA (UDP/IP) NET 1, NET 2 —a
TSAA with IP Multicast (UDP/IP) NET 1, NET 2 —
Peer-to-Peer (UDP/IP) NET 1, NET 2 -
Peer-to-Peer (DLC) NET 1, NET 2 —
Modbus Slave (ASCII or RTU) - Any port
Modbus Master (RTU) — Any port
Modbus Master or Slave (TCP) NET 1, NET 2 —
Triconex Time Synchronization via DLC NET 1 -
Triconex Time Synchronization via UDP/IP NET 1, NET 2 —
SNTP Triconex Time Synchronization NET 1, NET 2 —_
Network Printing using Jet Direct NET 1, NET 2 -

a. — means the protocol is not available on this port.

Note While the preferred means for connecting the TriStation PC to the Trident or Tri-GP

controller is via a network connection, Invensys recommends configuring a serial
connection to the CM first, because it is less complex and easier to successfully connect
to the CM through the serial port.

Once you have successfully connected to the CM and downloaded the initial
configuration to the Trident, you can go back and configure the more complex network
connection, without worrying about losing the ability to communicate with the
controller altogether. See Connecting to the Trident or Tri-GP 2.x/3.x Controller for the
First Time on page 483 for more information.

TriStation 1131 Developer’s Guide, 4.10.1



Configuring Trident or Tri-GP Communication Modules 395

To configure specific types of CM ports, see these topics:

e Configuring Trident or Tri-GP 2.x/3.x CM Serial Ports on page 396

¢ Configuring Trident or Tri-GP 2.x/3.x CM Network Ports on page 398

* Configuring Trident or Tri-GP 2.x/3.x CM Peer-To-Peer Ports on page 400
* Configuring Trident or Tri-GP 2.x/3.x CM Modbus TCP Ports on page 403
¢ Configuring Trident or Tri-GP 2.x/3.x CM Routing on page 404

e Configuring Trident or Tri-GP 2.x/3.x CM Protocols on page 406

For additional information on configuring the CM, see these topics:

* Using a Trident or Tri-GP 2.x/3.x CM to Synchronize Time on page 432 for instructions
on configuring the CM to synchronize time.

* Controlling Access to the CM or CIM on page 507 for instructions on controlling access
to the CM on a per-client level.

* Configuring Trident or Tri-GP Controller Printing on page 514 for instructions on
configuring the CM for use with a printer.

Exporting and Importing a Trident or Tri-GP 2.x/3.x CM Configuration

Once you have configured a Trident or Tri-GP 2.x/3.x CM, you can export its configuration to
an XML file. This file can then be used to quickly configure other Trident or Tri-GP 2.x/3.x CMs
by importing the saved configuration settings. For detailed instructions, see Exporting the
Trident or Tri-GP 2.x/3.x CM Configuration to a File on page 408 and Importing the Trident or
Tri-GP 2.x/3.x CM Configuration From a File on page 409.
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Configuring Trident or Tri-GP 2.x/3.x CM Serial Ports

This procedure explains how to configure serial ports on a Trident or Tri-GP 2.x/3.x CM.

Procedure
1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.
2 Double-click the CM, and then click Setup. The CM Setup dialog box appears.
3 Click the Serial Ports tab.
CM Setup 3]
Metwark ] Time Sync  Senal Ports l Peer—to-Peer] Madbus TCP ] Prirrter] Routing ] Protocols ] Access List ]
Port Selection Port Corfiguration Options
Protocol: Port Write Enabled [
pLE ] MODBUS SLAVE ASCIl » Modbus Slave Address: |1
Baud Rate
1 1200 2400 " 4800 i+ 9600
e " 15200 " 38400 " 57600 " 115200
- Data Bits Stop Bits
{+ 8 Bits " 7 Bits « 1Bt  2Bis
Parity
" MNone % Odd " Even " Mark (" Space
- Transceiver Mode Handshake
" RS435 * MNone
* RS232 " Hardware
~
e ' I - =
~
FP Ordering Modbus Range
" High 16 Bits First f* Low 16 Bits First Min: [o
Master Logical Port Max:|32767
Import... | Export... | QK Cancel Help
4 Specity these properties.
Property Action

Port Selection

Protocol

Port Write Enabled

Modbus Slave Address
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Click the port to be configured. Ports can be configured
only for a slot with an installed module.

Select the communication protocol for the port:

* All ports can use Modbus Master, Modbus Slave
ASCII, or Modbus Slave RTU.

* Only port 3 can use TriStation.

Available only if Modbus Slave (ASCII or RTU) is
selected as the communication protocol. Select this
check box if you want to allow Modbus writes to this
slave port. The default is cleared (the port is read-only).

If you selected Modbus Slave RTU or ASCII, enter the
number of the Modbus slave device (1-247). The default
is 1.
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Property Action

Baud Rate Enter the communication rate for the port. The default is
9600.
For a TriStation connection, the default is 115200 and
cannot be changed.

Data Bits Select 8 or 7 bits. The default is 8. Available only with
Modbus Slave ASCII.

Stop Bits Select 1 or 2 bits. The default is 1 bit.

Parity Select the type of parity for the port. The default is Odd.

Transceiver Mode

Handshake

Termination Options

FP Ordering

Modbus (Minimum and
Maximum) Range

Master Logical Port

Select RS-485 or RS-232. The default is RS-232. On port 3
when TriStation is selected as the protocol, RS-485 is not
available.

Select None or Hardware; the default is None.

Select the type of termination used with cables. Only
available with RS-485 Transceiver Mode. The default is
None.

Select the order to be used with floating point numbers.
Determines whether the most significant bits in a 32-bit
address are the first 16 (high) or the last 16 (low). The
default is Low 16 Bits First.

Note: If you select Modbus Master as the
communication protocol, this property is
automatically set to High 16 Bits First and
cannot be changed.

Enter the minimum and maximum values to be used for
the Modbus data range. The default minimum is 0. The
default maximum is 32,767.

Enter the port number that the CM will use in Modbus
Master functions to access the port (1-15). Only available
for Modbus Master.

5 Click OK to save your changes.
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Configuring Trident or Tri-GP 2.x/3.x CM Network Ports

This procedure explains how to configure network ports on a Trident or Tri-GP 2.x/3.x CM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.

CM Setup R‘
Network 1 Time Sync ‘ Serial Ponsl Peer-to-Peerl Madbus TCPI Printerl Routing I Protocols I Access List‘
Slot Selection
(e LeftSlot " MotInstalled (e Installed
" Right Slot
~ NET1 ~ NET2
Transceiver Mode: Transceiver Mode:
|WD Mbps Half Duplex ﬂ |Auto-Negcl\ate ﬂ
IP Address IP Address
0 0 0 = 0.0 [
IP Subnet Mask: IP Subnet Mask:
255 . 285 . 255 . O 255 . 285 . 255 . O
Default Gateway IP Address: Default Gateway IP Address:
0 0 ) 0 0 0 0 0
Show Advanced Options... ‘ Show Advanced Options... |
Import... ‘ Export.. | 0K Cancel Help

3 Specify these properties on the Network tab.
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Property

Action

Slot Selection

Not Installed,
Installed

Transceiver Mode

IP Address

IP Subnet Mask

Default Gateway IP
Address

Select the physical slot where the CM module you want to
configure is installed, Left or Right.

The CM baseplate can hold two CMs—one in the Left
physical slot, and one in the Right physical slot. A CM can be
configured in the Right slot only if a CM in the Left slot has
already been configured.

For more information about slot locations, see the Planning
and Installation Guide for your controller.

Note: If you have configured CMs in both the left and right
slots, and you then uninstall the CM in the left slot,
you will no longer be able to change the
configuration of the CM installed in the right slot.
You must re-install a CM in the left slot before you
can modify the configuration of the CM in the right
slot.

Click Installed to enable configuration of the module.
Clicking Not Installed resets all options to their default state
and makes them unavailable for configuration. The default is
Not Installed.

Select the communication mode.
For NET 1, the default is 10 Mbps Half Duplex.
For NET 2, the default is Auto-Negotiate.

Enter the IP Address for the port. The addresses for NET 1
and NET 2 do not need to be unique.

The default values are 0.0.0.0.

Note: Your own IP addresses cannot be used for connecting
to the controller until your application — with the IP
address configuration —has been downloaded to the
controller at least once, using the Download All
command. See Connecting to the Trident or Tri-GP
2.x/3.x Controller for the First Time on page 483 for
more information.

The highest and lowest IP addresses in a subnet (addresses
where the last number is 0 or 255, such as 192.168.55) are
reserved for broadcast messaging and cannot be used as a
valid IP address.

If needed, enter the IP address for the subnet. The default is
255.255.255.0.

If needed, enter the IP address for the default gateway. The
default is 0.0.0.0. Typically, this is the IP address of the
network router.

The default gateway address must be part of the subnet.

4 To configure the CM for operation behind a firewall, click Show Advanced Options and
then specify the properties in the following table for NET 1 and NET 2.
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Setting these properties restricts the ports that the CM can use for TCP connections to
the specified range. This allows the CM to operate behind a firewall that has
implemented port restrictions.

For most networks, the default settings should be sufficient. Invensys recommends that
only advanced users change these settings.

Note If these settings are misconfigured, Modbus TCP will be unable to connect. If this
occurs, reset the values to the default settings to fix the problem and re-enable
Modbus TCP. If you need to use this feature, please contact Invensys Global
Customer Support for assistance with configuring these settings.

Property Action

Lowest TCP Port  Enter the lowest TCP port number to use for an outgoing

Number connection from the CM. Can be from 1024 to 65535. The default
value is 49152.

Applicable to Modbus/TCP ports.

Highest TCP Port  Enter the highest TCP port number to use for an outgoing
Number connection from the CM. Can be from 1024 to 65535. The default
value is 65535.

Applicable to Modbus/TCP ports.

5 Click OK to save your changes.

Note Changes to CM IP addresses are not in effect until the existing connection is closed and
a new connection is opened. Once a connection is opened, it remains open until you
close it, even if the IP address is changed via a download changes operation.

Configuring Trident or Tri-GP 2.x/3.x CM Peer-To-Peer Ports

This procedure explains how to configure the IP” addresses for controllers communicating on a
Peer-to-Peer network through a CM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.
3 Click the Peer-to-Peer tab.
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r

CM Setup X
Network ] Time Sync ] Serial Ports  Peerto-Peer ] Maodbus TCP I Printer] Routing ] Protocols ] Access List ]

Slot Selection Peerto-Peer Configuration

% Left Slot Node 02: 0.0.0.0 _Pori#=1503 =~ '

£ Right Slot Node 03:0.0.0.0 Pori#=1503 Netv— sl
Node 04: 0.0.0.0 Port#=1503 Nety o
Node 05: 0.0.0.0 Port#=1503 Netv Destination UDF Port: 1503
Node 06: 0.0.0.0 Port#=1503 Nety—
Node 07: 0.0.0.0 Port#=1503 Netv S .
Node 08:0.00.0 Port#=1503 Netv MBS GLET L EE
Node 09: 0.0.0.0 Port#=1503 Netw IP Address:
Node 10: 0.0.0.0  Port#=1503 Netv 70 0 o
Node 11: 0.0.0.0  Port#=1503 Netv ; 3 :
Node 12: 0.0.0.0 Port#=1503 Nety
MNode 13: 0.0.0.0 Port#=1503 Netv
Mode 14: 0.0.0.0 Port#=1503 Metv m
Node 15: 0.0.0.0 Port#=1503 Netv
Node 16: 0.0.0.0 Port#=1503 Netv
Mad~ 17-AANQN Dan=_1EN7 Rl
< | » Reset All
UDP Base Port Mumber Configuration

NET 1:  |1503 NET 2-  |1503
Enable Communication with Tricon V8, Tricon VS, and Tridert W1 Peerto-Peer Systems
{* None " NET 1 " NET2
Import... | Expart... | QK | Cancel | Help |

4 Under Slot Selection, select the module (slot) you want to configure Peer-to-Peer ports

for.

5 Select a node (controller), and specify these properties.

Property Action

Destination UDP Port

Network

IP Address

Enter the UDP port number for each controller to be

communicated with on the Peer-to-Peer network. This must

be the same num
Port Number.

ber that the controller uses as its UDP Base

The default is 1503. You should not need to change this
setting unless the CM is located behind a firewall.

with the selected

Click the network port that the CM uses to communicate

Peer-to-Peer node. The default is NET 1.

Enter the IP address for the controller.

6 Click Update to save the new settings for the selected node.

If you forget to click Update before selecting another node, your settings will be lost.

7 Repeat steps 4 through 6 for each node to be included in the network.

Note If necessary, click Reset All to reset all node settings for the selected slot to their
default, unconfigured state.

8 Onceall nodes have been configured, specify these properties (applicable to all nodes on
the Peer-to-Peer network).
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Property

Action

UDP Base Port Number

Enable Communication
with Tricon V8, Tricon
V9, and Trident v1
Peer-to-Peer Systems

For each network port, enter the UDP base port number for
the controller. Enter 0 to disable Peer-to-Peer over UDP/IP on
the network.

The default is 1503 on both NET 1 and NET 2 (meaning Peer-
to-Peer is enabled on both ports). UDP port numbers do not
need to be unique, as long as the IP address for each port is
unique. See UDP Base Port Number on page 730 for reserved
values.

Select the port—NET 1 or NET 2 —on which you want to
enable Peer-to-Peer communication with Tricon version 8 and
9 systems, and/ or Trident version 1 systems. The default is
None.

Available only for a module installed in the left slot.

9 C(lick OK to save your changes.
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Configuring Trident or Tri-GP 2.x/3.x CM Modbus TCP Ports

This procedure explains how to configure Modbus TCP ports on a CM, which enables Modbus
communication through network ports.

Four ports are available for Modbus TCP communication.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.
3 Click the Modbus TCP tab.

CM Setup

Slot Selection

Modbus TCP Corfiguration Options

Network ] Time Sync ] Serial Ports ] Pesrto-Pesr  Modbus TCP ] Printer] Routing ] Protocols ] Access List ]

X

— Port Settings
Port Selection
(% Left Slot Protocal:
o Port Number 1
Right Slot Port Number 2 MODBUS TCP SLAVE NET j

Port Number 3
Port Number 4

Port Write Enabled [

Master Logical Port:
TCP Port Number: 502

Metwork: (~ NET1 % NET2
IP Address:
0 =0 20 D

FP Ordering
(™ High 16 Bits First
{+ Low 16 Bits First

Modbus Range
Min: |0
Max: | 32767

Import... | Export... |

o]

Cancel | Help |

4 Under Slot Selection, select the module (slot) you want to configure Modbus TCP ports

for.

5 Select a port and specify these properties.

Property Action

Protocol Select the communication protocol for the port. Options
include Modbus TCP Master and Modbus TCP Slave Net.

Port Write Enabled Available only if Modbus TCP Slave is selected as the

communication protocol. Select this check box if you want
to allow Modbus writes to this slave port. The default is
cleared (the port is read-only).
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Property Action

Master Logical Port Enter the number of the Modbus Master node (1-15).
Available only with Modbus TCP Master protocol. Must
be unique for each CM installed in a system.

TCP Port Number Enter the number for the TCP port. The default is 502.

Network Click the network that the selected port is connected to.
The default is NET 2.

IP Address If the port uses Modbus Master protocol, enter the IP

address of the slave node.

If the port uses Modbus Slave protocol, enter either of
these:

* To accept communication from any Modbus Master,
leave the IP address as 0.0.0.0.

* To accept communication only from a defined
Modbus Master, enter the specific master IP address.
FP Ordering Select the order to be used with floating point numbers.

Determines whether the most significant bits in a 32-bit

address are the first 16 (high) or the last 16 (low).

The default is Low 16 Bits First.

Note: If you select Modbus TCP Master as the
communication protocol, this property is

automatically set to High 16 Bits First and cannot
be changed.

Modbus (Minimum Enter the minimum and maximum values to be used for
and Maximum) Range the Modbus data range.

The default minimum is 0. The default maximum is
32,767.

Available only with Modbus TCP Slave Net.

6 Click OK to save your changes.

Configuring Trident or Tri-GP 2.x/3.x CM Routing

This procedure explains how to configure routing on a CM. Up to 10 different routes can be
configured for each network; each slot (module) has two networks (NET 1 and NET 2).

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.
3 Click the Routing tab.
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CM Setup

Slot Selection Network Selection

&+ Left Siot
" Right Slat

* NET1
" NET 2

Network ] Time Sync ] Serial Ports ] Peer—to-Peer] Maodbus TCP I Printer Routing 1 Protocols ] Access List ]

X

Routing Configuration

Destination #01 - IP = 0.0.0.0 - Subnet: 255.255.255.0 - Gate
Destination #02 - |P = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination #03 - IP = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination £#04 - |P = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination #05 - IP = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination #06 - IP = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination #07 - |P = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination #08 - IP = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination #09 - IP = 0.0.0.0 - Subnet: 255.255.255.0 -
Destination #10 - IP = 0.0.0.0 - Subnet: 255.255.255.0 -

< |

Destination P Address:
] s s

- Destination #01 Settings -

Destination [P Subnet Mask:

255 265 . 255 . 0

Destination Gateway |P Address:
0 L

Update Destination

Reset All |

Import... | Expart... |

o]

Cancel | Help |

4 Select the module (slot) you want to configure routing for.

5 Select the network (NET 1 or NET 2) you want to configure routing for.

6 Select a destination route and then specify these properties.

Property Action

Destination Enter the IP address which is used if the controller is not on the

Gateway [P same subnet as other devices.

Address

Destination IP Enter the IP address of the subnet mask.

Subnet Mask If the gateway address is on NET 2, then the subnet mask must
be the same as the NET 2 subnet mask defined on the Network
tab. If the gateway address is on NET 1, then the subnet mask
must be the same as the NET 1 subnet mask defined on the
Network tab. See Configuring Trident or Tri-GP 2.x/3.x CM
Network Ports on page 398.

Default Gateway  Enter the IP address of the gateway to which the controller is

IP Address connected. The gateway address must always be on NET 1 or

NET 2.

7 Click Update Destination to apply the settings.

Note

to their default, unconfigured state.

8 C(lick OK to save your changes.

If necessary, click Reset All to change all destination settings for the selected slot
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Configuring Trident or Tri-GP 2.x/3.x CM Protocols

This procedure explains how to configure the TSAA and TriStation protocols used for CM

communication.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the CM, and then click Setup.

The CM Setup dialog box appears.

3 Click the Protocols tab.

=

CM Setup

Slot Selection TS

MNetwork ] Time Sync ] Serial Ports ] Peer—to-F‘eer] Modbus TCP ] F‘rirrter] Routing Protocols IAccess List ]

X

@ Left Slot MET 1 Port Number:  |1502

MNET 2 Port Number: 1502 |

" Right Slot "Management

MET 1Port Number:  |1510

NET 2 Port Number: 1510 |

TSAA

NET 1
Paort Number:

IP Address:
o .0 .

Update Rate:

1500

Multicast Corfiguration

0 . 0

1000 ms

NET 2

Port Number: 1500
Mutticast Configuration
IP Address:

o .0 .0 .0

Update Rate: 1000 ms

Import... | Export... |

QK Cancel | Help |

4 Select the module (slot) you want to configure protocols for.

5 Specify these properties for the protocol(s) you will be using with the CM.

Action

Protocol Property
TriStation TriStation
Port Number
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Protocol Property Action

Management Management  Enter the UDP port to use for the Enhanced Diagnostic
Port Number  Monitor’s connection to CM communication status
information on NET 1 and NET 2. The default for both
ports is 1510.

This must be the same value as the Management UDP
Port Number property in the Enhanced Diagnostic
Monitor’s Network Configuration dialog box.

Cannot be the same as the TriStation or TSAA port
numbers.

For more information, see the Enhanced Diagnostic
Monitor User’s Guide.

TSAA TSAA Port Enter the UDP port to use for TSAA connections,
Number including DDE Server and SOE Recorder, on NET 1
and NET 2. The default for both ports is 1500.

Cannot be the same as the TriStation or Management

port numbers.

A value of 0 indicates that TSAA communication is
disabled on that port. See UDP Base Port Number on
page 730 for additional information.

TSAA Enter the IP address that TSAA multicasts should be
Multicast IP sent to. The default is 0.0.0.0 (IP multicasting is
Address disabled).

Bin data and/or SOE data available messages will be
sent to the specified address, so that all members of the
group will receive the data.

Note: To use TSAA multicasting, your network
hardware (such as routers) must also support
multicasting. See your Network Administrator
or IT department for more information.

Multicast Enter the update rate, in milliseconds, for TSAA IP
Update Rate multicasting. Can be from 250 to 2,000. The default
value is 1,000.

Bin data and/or SOE data available messages will be
sent to the multicast IP address at the specified update
rate (for example, by default, bin data will be multicast
every 1,000ms).

6 Click OK to save your changes.

By default, TSAA clients have write access to the NET 1 and NET 2 ports
CAUTION on the Trident or Tri-GP 2.x/3.x CM. Depending on your configuration,

this may create a security issue.

To disable write access by TSAA clients, you must enable and configure
the CM access control list. See Controlling Access to the CM or CIM on
page 507.
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Exporting the Trident or Tri-GP 2.x/3.x CM Configuration to a File

Once CM configuration is complete, you may want to export it to an XML file. Not only does
this provide a backup of your configuration settings, it also allows you to import the settings to
other Trident or Tri-GP 2.x/3.x CMs, saving time and effort, and ensuring that all CMs in a
system have the same configuration. Invensys technical support may also ask for an exported
configuration file to assist in troubleshooting CM problem:s.

Note An exported CM configuration file cannot be modified outside of TriStation 1131. If the
XML file is changed after export, you will be unable to import it into TriStation 1131.
Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.

CM Setup R‘
Network 1 Time Sync ‘ Serial Ponsl Peer-tn-Peerl Modbus TCPI Printerl Routing I Protocols I Access List‘
Slot Selection
& LeftSlot " MotInstalled (@ Installed
(" Right Slot
— NET1 — NET2
Transceiver Mode: Transceiver Mode:
|WD Mbps Half Duplex j |Auto-Negonate ﬂ
IP Address: IP Address:
0 0 0 .0 0 .0 o .0
IP Subnet Mask: IP Subnet Mask:
255 . 255 . 255 0 255 . 285 . 255 0
Default Gateway IP Address: Default Gateway IP Address:
0 0 0.0 0.0 0.0
Show Advanced Options. ‘ Show Advanced Options |
Export
} Button
Import. ‘ Export | 0K Cancel Help ‘

3 Click Export.

If the CM configuration has been changed, but not saved, you are asked if you want to
include the unsaved changes in the exported file.

4 Navigate to the folder you want to save the exported configuration file in, enter a file
name, and click Save.

Note A CM configuration file exported from a CM installed in a Trident or Tri-GP 2.x/3.x
system cannot be imported to a CM installed in a Trident 1.x system.

TriStation 1131 Developer’s Guide, 4.10.1



Configuring Trident or Tri-GP Communication Modules 409

Importing the Trident or Tri-GP 2.x/3.x CM Configuration From a File

If you have already configured a Trident or Tri-GP 2.x/3.x CM, and exported the configuration
to a file, you can import the saved configuration to another Trident or Tri-GP 2.x/3.x CM.

Once the import is complete, you should review the CM configuration to ensure that all settings
have been correctly configured for your implementation.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.
3 Click Import.

If the CM configuration has been changed, but not yet saved, you are asked if you want
to overwrite the existing configuration, including the unsaved changes, with the
imported settings.

Look ir: |_} Projects j & =5 ED-

|[JExkuy . TMP
|[CIMNewsSys\VersionConfig, EXP
testTCMconfigExport

File: namne: |
Files aof type: |><ML Files{™ xrnl] ﬂ Cancel

4 Navigate to the folder where the exported configuration file is located, and click Open.

CM configuration settings are imported from the selected file.

5 Click each tab of the CM Setup dialog box to review and verify that all settings have been
correctly configured.

6 Click OK to save your changes.
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Configuring the Trident or Tri-GP 3.x Communications Integration Module

These procedures explain how to configure a CIM installed in a Trident or Tri-GP 3.x system.

A single Trident or Tri-GP 3.x controller supports a maximum of two CIMs on one CIM
baseplate. For detailed CIM installation guidelines, see the Planning and Installation Guide for
your controller.

The following table lists the protocols supported by both the Trident CIM (model 3211) and
Tri-GP CIM (model 3211S2) on network and serial ports.

Protocol or Standard Network Ports Serial Ports
TriStation NET 1, NET 2 Port 3 only
TSAA (UDP/IP) NET 1, NET 2 —a
TSAA with IP Multicast (UDP/IP) NET 1, NET 2 —
Peer-to-Peer (UDP/IP) NET 1, NET 2 -
Embedded OPC UA Server NET 1, NET 2 —
Modbus Slave (ASCII or RTU) - Any port
Modbus Master (RTU) — Any port
Modbus Master or Slave (TCP) NET 1, NET 2 —
Triconex Time Synchronization via UDP/IP NET 1, NET 2 —
SNTP Triconex Time Synchronization NET 1, NET 2 —_
Network Printing using Jet Direct NET 1, NET 2 -

a. — means the protocol is not available on this port.

Note While the preferred means for connecting the TriStation PC to the Trident or Tri-GP
controller is via a network connection, Invensys recommends configuring a serial
connection to the CIM first, because it is less complex and easier to successfully connect
to the CIM through the serial port.

Once you have successfully connected to the CIM and downloaded the initial
configuration to the controller, you can go back and configure the more complex
network connection, without worrying about losing the ability to communicate with the
controller altogether. See Connecting to the Trident or Tri-GP 2.x/3.x Controller for the
First Time on page 483 for more information.
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To configure specific types of CIM ports, see these topics:

e Configuring Trident or Tri-GP 3.x CIM Serial Ports on page 412

¢ Configuring Trident or Tri-GP 3.x CIM Network Ports on page 414

* Configuring Trident or Tri-GP 3.x CIM Peer-To-Peer Ports on page 417

* Configuring Trident or Tri-GP 3.x CIM Modbus TCP Ports on page 419
¢ Configuring Trident or Tri-GP 3.x CIM Routing on page 421

¢ Configuring Trident or Tri-GP 3.x CIM Protocols on page 423

e Configuring the Trident or Tri-GP 3.x CIM OPC UA Server on page 425

For additional information on configuring the CIM, see these topics:

* Using a Trident or Tri-GP 3.x CIM to Synchronize Time on page 437 for instructions on
configuring the CIM to synchronize time.

* Controlling Access to the CM or CIM on page 507 for instructions on controlling access
to the CIM on a per-client level.

* Configuring Trident or Tri-GP Controller Printing on page 514 for instructions on
configuring the CM for use with a printer.

Exporting and Importing a Trident or Tri-GP 3.x CIM Configuration

Once you have configured a Trident or Tri-GP 3.x CIM, you can export its configuration to an
XML file. This file can then be used to quickly configure other CIMs by importing the saved
configuration settings. For detailed instructions, see Exporting the Trident or Tri-GP 3.x CIM
Configuration to a File on page 428 and Importing the Trident or Tri-GP 3.x CIM Configuration
From a File on page 429.
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Configuring Trident or Tri-GP 3.x CIM Serial Ports

This procedure explains how to configure serial ports on a Trident or Tri-GP 3.x CIM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup. The CIM Setup dialog box appears.
Click the Serial Ports tab.

CIM Setup x|
Network | Time Sync  Serial Ports | Peerto-Peer | Modbus TCP | Printer | Routing | Protocols | OPC | Access List |
Port Selection Port Configuration Options
Protacal: Port Wiite Enabled [
r Left Slot —
|MODBUS SLAVEASCIl | Modbus Slave Address: [T
Baud Rate
Ol 1200 " 2400 " 4800 + 9600
2 " 19200 " 33400 " 57600 " 115200
(" 3 Data Bits Stop Bits
{* 3 Bits " 7 Bits f* 1Bt  2Bis
Parity
" MNone © Odd " Even " Mark "~ Space
r 7 Transceiver Mode Handshake
" RS485 + Maone
v RS232 ™ Hardware
~
o = - - -
~
FP Ordering Modbus Range
(% High 16 Bits First ©~ Low 16 Bits First Min: |p
Master Logical Port: Max: {32767
mpot.. | Expor.. | ok | Cancel Help

4 Specify these properties.

Property Action
Port Selection Click the port to be configured. Ports can be configured only
for a slot with an installed module.
Protocol Select the communication protocol for the port:
* All ports can use Modbus Master, Modbus Slave ASCII, or
Modbus Slave RTU.

* Only port 3 can use TriStation.
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Property

Action

Port Write Enabled

Modbus Slave Address

Baud Rate

Data Bits

Stop Bits
Parity

Transceiver Mode

Handshake

Termination Options

FP Ordering

Modbus (Minimum and
Maximum) Range

Master Logical Port

Available only if Modbus Slave (ASCII or RTU) is selected as
the communication protocol. Select this check box if you want
to allow Modbus writes to this slave port. The default is
cleared (the port is read-only).

If you selected Modbus Slave RTU or ASCII, enter the number
of the Modbus slave device (1-247). The default is 1.

Enter the communication rate for the port. The default is 9600.

For a TriStation connection, the default is 115200 and cannot
be changed.

Select 8 or 7 bits. The default is 8. Available only with Modbus
Slave ASCIIL.

Select 1 or 2 bits. The default is 1 bit.
Select the type of parity for the port. The default is Odd.

Select RS-485 or RS-232. The default is RS-232. On port 3 when
TriStation is selected as the protocol, RS-485 is not available.

Select None or Hardware; the default is None.

Select the type of termination used with cables. Only available
with RS-485 Transceiver Mode. The default is None.

Select the order to be used with floating point numbers.
Determines whether the most significant bits in a 32-bit
address are the first 16 (high) or the last 16 (low). The default
is Low 16 Bits First.

Note: If you select Modbus Master as the communication
protocol, this property is automatically set to High 16
Bits First and cannot be changed.

Enter the minimum and maximum values to be used for the
Modbus data range. The default minimum is 0. The default
maximum is 32,767.

Enter the port number that the CIM will use in Modbus
Master functions to access the port (1-15). Only available for
Modbus Master.

5 Click OK to save your changes.
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Configuring Trident or Tri-GP 3.x CIM Network Ports

This procedure explains how to configure network ports on a Trident or Tri-GP 3.x CIM.

Changing any of the following properties, and then performing a
CAUTION download operation, will cause the CIM’s OPC UA server to temporarily
cease communication and restart::

* The CIM’s IP address (CIM Setup > Network tab)
* The CIM’s subnet mask (CIM Setup > Network tab)

* The network port the OPC UA server is configured to use
(CIM Setup > OPC tab)

* The OPC UA server’s TCP Port Number (CIM Setup > OPC tab)

¢ The OPC UA server’s Alarms SOE Block Number
(CIM Setup > OPC tab)

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.

CIM Setup x|
MNetwork | Time Sync | Serial Ports | Peerto-Peer | Madbus TCP | Prirter | Routing | Protocols | OPC | Access List |
Slot Selection
% Left Slot i {+ Installed
" Right Slot
. - NET 1 - NET2
Transceiver Mode: Transceiver Mode:
|P.|.rto—Negotiate ﬂ |M0—Negotiate ﬂ
IP Address: IP Address:
| o .0 . 0 . 0 | o 0o . 0 . 0
IP Subnet Mask: IP Subnet Mask:
| 255 . 255 . 255 . O | 255 . 255 . 255 . O
Default Gateway IP Address: Default Gateway IP Address:
| o .0 . 0 .0 | o .0 . 0 . 0
TCP Port Restriction TCP Port Restriction
Lowest TCP Port Number:  [49152 Lowest TCP Port Number:  [49152
Highest TCP Port Number: 65535 Highest TCP Port Number: |65535
Import. .. Export ... QK | Cancel Help
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3 Specify these properties on the Network tab.

Property Action

Slot Selection Select the physical slot where the CIM module you want to
configure is installed, Left or Right.

The CIM baseplate can hold two CIMs — one in the Left physical
slot, and one in the Right physical slot. A CIM can be configured
in the Right slot only if a CIM in the Left slot has already been
configured.

For more information about slot locations, see the Planning and
Installation Guide for your controller.

Note: If you have configured CIMs in both the left and right
slots, and you then uninstall the CIM in the left slot, you
will no longer be able to change the configuration of the
CIM installed in the right slot. You must re-install a CIM
in the left slot before you can modify the configuration of

the CIM in the right slot.
Not Installed, Click Installed to enable configuration of the module. Clicking
Installed Not Installed resets all options to their default state and makes
them unavailable for configuration. The default is Not Installed.
Transceiver Mode Select the communication mode.
For NET 1 and NET 2, the default is Auto-Negotiate.
IP Address Enter the IP Address for the port. The addresses for NET 1 and

NET 2 do not need to be unique.
The default values are 0.0.0.0.

Note: Your own IP addresses cannot be used for connecting to
the controller until your application —with the IP address
configuration —has been downloaded to the controller at
least once, using the Download All command. See
Connecting to the Trident or Tri-GP 2.x/3.x Controller for
the First Time on page 483 for more information.

The highest and lowest IP addresses in a subnet (addresses where
the last number is 0 or 255, such as 192.168.55) are reserved for
broadcast messaging and cannot be used as a valid IP address.

IP Subnet Mask If needed, enter the IP address for the subnet. The default is
255.255.255.0.

Default Gateway IP  If needed, enter the IP address for the default gateway. The

Address default is 0.0.0.0. Typically, this is the IP address of the network
router.

The default gateway address must be part of the subnet.

4 To configure the CIM for operation behind a firewall, specify the properties in the
following table for NET 1 and NET 2.
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Note

Property Action

Lowest TCP Port  Enter the lowest TCP port number to use for an outgoing connection
Number from the CIM. Can be from 1024 to 65535. The default value is 49152.

Applicable to Modbus/TCP ports.
Highest TCP Port  Enter the highest TCP port number to use for an outgoing

Number connection from the CIM. Can be from 1024 to 65535. The default
value is 65535.

Applicable to Modbus/TCP ports.

Setting these properties restricts the ports that the CIM can use for TCP connections to
the specified range. This allows the CIM to operate behind a firewall that has
implemented port restrictions.

For most networks, the default settings should be sufficient. Invensys recommends that
only advanced users change these settings.

Note If these settings are misconfigured, Modbus TCP will be unable to connect. If this
occurs, reset the values to the default settings to fix the problem and re-enable
Modbus TCP. If you need to use this feature, please contact Invensys Global
Customer Support for assistance with configuring these settings.

Click OK to save your changes.

Changes to CIM IP addresses are not in effect until the existing connection is closed and
a new connection is opened. Once a connection is opened, it remains open until you
close it, even if the IP address is changed via a download changes operation.
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Configuring Trident or Tri-GP 3.x CIM Peer-To-Peer Ports

This procedure explains how to configure the IP addresses for controllers communicating on a
Peer-to-Peer network through a CIM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.
3 Click the Peer-to-Peer tab.

N

[ i Setup X

Network] Time Sync] Serial Porits  Peerto-Peer lModbus TEF'] F'rinter] Houting] F'rotoc:ols] OFC ]Access List]

Slot Selection Peer-to-Peer Configuration

: : Mode 01: 0.0.0.0  Port#i=1503 ;
¢ Right Slot | || Node 02 0.0.0.0 Port#=1503 Nety Meela 01 Slings
MNode 03 0.0.0.0  Port=1502 ety .
Mode 04: 0.0.0.0  Porth=1503 ety Destination UDP Port: — |1503
Mode 05: 0.0.0.0  Portf=1503 Mety
Mode 0B: 0.0.0.0  Portf=1503 Mety . .
Node 07: 0.0.0.0  Porth=1503 Nety Metwork: & NET1 (" NET2
Mode 08: 0.0.0.0  Portd=1503 Mety .
Node 09 0.0.0.0  Forth=1503 Mety IPddiess: [ 0.0 0.0
Mode 10: 0.0.0.0  Portf=1503 Mety
Mode 11; 0.0.0.0  Portd=1503 Mety
Mode 12: 0.0.0.0  Port#t=1503 Mety Update
Mode 13 0.0.0.0  Portf=1503 Mety
Mode 14: 0.0.0.0  Portf=1503 Mety
Mode 15: 0.0.0.0  Portd=1503 Mety
h(lHAA 1ic.nnnn DAt _ARND hl;l. BESEt A"

UDP Baze Part Murnber Configuration

NET 1:  |1503 MWET 2;  [1503

Impart. .. | Expart... | ] | Cancel | Help |

4 Under Slot Selection, select the module (slot) you want to configure Peer-to-Peer ports
for.

5 Select a node (controller), and specify these properties.

Property Action

Destination UDP Port Enter the UDP port number for each controller to be
communicated with on the Peer-to-Peer network. This must
be the same number that the controller uses as its UDP Base
Port Number.

The default is 1503. You should not need to change this
setting unless the CIM is located behind a firewall.
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Property Action

Network Click the network port that the CIM uses to communicate
with the selected Peer-to-Peer node. The default is NET 1.

IP Address Enter the IP address for the controller.

6 Click Update to save the new settings for the selected node.
If you forget to click Update before selecting another node, your settings will be lost.
7 Repeat steps 4 through 6 for each node to be included in the network.

Note If necessary, click Reset All to reset all node settings for the selected slot to their
default, unconfigured state.

8 Once all nodes have been configured, specify this property (applicable to all nodes on
the
Peer-to-Peer network).

Property Action

UDP Base Port Number  For each network port, enter the UDP base port number for
the controller. Enter 0 to disable Peer-to-Peer over UDP/IP on
the network.

The default is 1503 on both NET 1 and NET 2 (meaning Peer-
to-Peer is enabled on both ports). UDP port numbers do not
need to be unique, as long as the IP address for each port is
unique. See UDP Base Port Number on page 730 for reserved
values.

9 C(lick OK to save your changes.
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Configuring Trident or Tri-GP 3.x CIM Modbus TCP Ports

This procedure explains how to configure Modbus TCP ports on a CIM, which enables Modbus
communication through network ports. Sixteen ports are available for Modbus TCP
communication.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CIM Setup dialog box appears.
3 Click the Modbus TCP tab.

CIM Setup x|

MNetwork | Time Sync | Serial Ports | Peerio-Peer Modbus TCP | Prirter | Routing | Protocols | OPC | Access List |

Slot Selection Modbus TCP Corfiguration Options

& Left Slot Part Selection: e
= Protocal:
e Port Number 1
Flight Slot Port Number 2 MODBUS TCP SLAVENET =]
Port Number 3
Port Mumber 4 Port Write Enabled [
Port Number & )
Port Number & Master Logical Port:
Port Number 7 .
Part Number & TCP Port Mumber: h02
Port Number 9
Port Number 10 Network: % NET1 { NET2
Port Number 11 IP Address:
Port Number 12
Port Number 13 0.0 .0 .0
Port Number 14 FP Ordering
Port Number 15 & High 16 Bits First
Port Number 16 ' s
o e " Low 16 Bits First
Modbus Range
Min: |0
Mae: |32767

impot... | Export... | ok | Cancel | Help |

4 Under Slot Selection, select the module (slot) you want to configure Modbus TCP ports
for.

5 Select a port and specify these properties.

Property Action

Protocol Select the communication protocol for the port. Options
include Modbus TCP Master and Modbus TCP Slave Net.
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Property

Action

Port Write Enabled

Master Logical Port

TCP Port Number

Network

IP Address

FP Ordering

Modbus (Minimum
and Maximum) Range

Available only if Modbus TCP Slave is selected as the
communication protocol. Select this check box if you want to
allow Modbus writes to this slave port. The default is cleared
(the port is read-only).

Enter the number of the Modbus Master node (1-15). Available
only with Modbus TCP Master protocol. Must be unique for
each CIM installed in a system.

Enter the number for the TCP port. The default is 502.

Click the network that the selected port is connected to. The
default is NET 2.

If the port uses Modbus Master protocol, enter the IP address
of the slave node.
If the port uses Modbus Slave protocol, enter either of these:

* To accept communication from any Modbus Master, leave
the IP address as 0.0.0.0.

* To accept communication only from a defined Modbus
Master, enter the specific master IP address.
Select the order to be used with floating point numbers.

Determines whether the most significant bits in a 32-bit
address are the first 16 (high) or the last 16 (low).

The default is Low 16 Bits First.

Note: If you select Modbus TCP Master as the
communication protocol, this property is
automatically set to High 16 Bits First and cannot be
changed.

Enter the minimum and maximum values to be used for the
Modbus data range.
The default minimum is 0. The default maximum is 32,767.

Available only with Modbus TCP Slave Net.

6 Click OK to save your changes.
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Configuring Trident or Tri-GP 3.x CIM Routing

This procedure explains how to configure routing on a CIM. Up to 10 different routes can be
configured for each network; each slot (module) has two networks (NET 1 and NET 2).

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.
3 Click the Routing tab.

=

[ it Setup 9

Network] Tirne Sync] Serial F'orts] Peer-tn-F’eer] Modbus TCF'] Printer  Fouting ] Prc-tnc-:-ls] OPC ] Access List]

Slat Selection Metwark Selection Fiouting Configuration

; " NET1 [ ation #01 - IP = 0.0.0.0 - Subne 55.0 - Gateway: 0.0.0.0
- g Destination #02 - 1P = 0.0.0.0 - Subret: 265,285 256.0 - Gateway: 0.0.0.0

" Right Slat " METZ Diestination #03 - 1P = 0.0.0.0- Subret: 255.255.255.0 - Gateway: 0.0.0.0
Destination #04 - 1P = 0.0.0.0 - Subret: 255,255 255.0 - Gateway: 0.0.0.0
Destination #05 - 1P = 0.0.0.0 - Subrnet: 265,285 2585.0 - Gateway: 0.0.0.0
Destination #0E - 1P = 0.0.0.0 - Subnet: 285,285, 255.0 - Gateway: 0.0.0.0
Destination #07 - IP = 0.0.0.0 - Subnet: 285,255, 255.0 - Gateway: 0.0.0.0
no.aoa

no.oan

0.0.0.0

Destination #08 - IP = 0.0.0.0 - Subnet: 255,255 285.0 - Gateway: 0.0.0.
Destination #09 - 1P = 0.0.0.0 - Subrnet: 265,285 256.0 - Gateway: 0.0.0.
Destination #10 - IP = 0.0.0.0 - Subnet; 265.255,285.0 - Gateway: 0.0.0.

< ¥

Destination IP Address: - Destination #01 Settings -
[ o .0 .0 .0

Destination IP Subnet Mazk:
| 255 . 255 . 2% . 0

Destination Gateway 1P Address:
| o . o0 . 0 .0 Update Destination |

Beset Al |

Impart.. | Ewxpart... | 0K | Cancel | Help

4 Select the module (slot) you want to configure routing for.
5 Select the network (NET 1 or NET 2) you want to configure routing for.

6 Select a destination route and then specify these properties.

Property Action

Destination Enter the IP address which is used if the controller is not on the
Gateway I[P same subnet as other devices.

Address
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Property Action
Destination IP Enter the IP address of the subnet mask.
Subnet Mask

If the gateway address is on NET 2, then the subnet mask must be
the same as the NET 2 subnet mask defined on the Network tab. If
the gateway address is on NET 1, then the subnet mask must be the
same as the NET 1 subnet mask defined on the Network tab. See
Configuring Trident or Tri-GP 3.x CIM Network Ports on page 414.

Default Gateway  Enter the IP address of the gateway to which the controller is
IP Address connected. The gateway address must always be on NET 1 or NET
2.

7 Click Update Destination to apply the settings.

Note If necessary, click Reset All to change all destination settings for the selected slot
to their default, unconfigured state.

8 C(lick OK to save your changes.
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Configuring Trident or Tri-GP 3.x CIM Protocols

This procedure explains how to configure the TSAA and TriStation protocols used for CIM

communication.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the CIM, and then click Setup.

The CIM Setup dialog box appears.
3 Click the Protocols tab.

| CIM Setup

-

Network] Time Sync] Serial Ports] F'eer-to-F'eer] t odbus TEF'] Printer] Routing Protocols ] apPC ] Access List]
Slot Selection —
r TriStation
f MET 1 Port Mumber, 1502 MET 2 Port Mumber: 1502
" Right Slat
r TS84
MET 1 NET 2
Part Mumber: 1500 Part Mumber: 1500
Multizast Configuration Multicast Configuration
IP &ddress: IP &ddress:
[ o 0o .0 0 [ o .0 .0 . 0
Update Fate: 1000 ms Update Fate: 1000 ms
Irnpairt.... | Expart... | ak | Cancel | Help

4 Select the module (slot) you want to configure protocols for.

5 Specify these properties for the protocol(s) you will be using with the CIM.

Protocol

Property

Action

TriStation

TriStation
Port Number

Enter the UDP port to use for TriStation connections

on NET 1 and NET 2. The default for both ports is
1502.

Cannot be the same as the Management or TSAA port

numbers.

See UDP Base Port Number on page 730 for additional
information.
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Protocol

Property Action

TSAA

TSAA Port Enter the UDP port to use for TSAA connections,
Number including DDE Server and SOE Recorder, on NET 1
and NET 2. The default for both ports is 1500.

Cannot be the same as the TriStation or Management

port numbers.

A value of 0 indicates that TSAA communication is
disabled on that port. See UDP Base Port Number on
page 730 for additional information.

TSAA Enter the IP address that TSAA multicasts should be
Multicast IP sent to. The default is 0.0.0.0 (IP multicasting is
Address disabled).

Bin data and/or SOE data available messages will be
sent to the specified address, so that all members of the
group will receive the data.

Note: To use TSAA multicasting, your network
hardware (such as routers) must also support
multicasting. See your Network Administrator
or IT department for more information.

Multicast Enter the update rate, in milliseconds, for TSAA IP
Update Rate multicasting. Can be from 250 to 2,000. The default
value is 1,000.

Bin data and/or SOE data available messages will be
sent to the multicast IP address at the specified update
rate (for example, by default, bin data will be multicast
every 1,000ms).

6 Click OK to save your changes.

CAUTION

By default, TSAA clients have write access to the NET 1 and NET 2 ports
on the CIM. Depending on your configuration, this may create a security
issue.

To disable write access by TSAA clients, you must enable and configure
the CIM access control list. See Controlling Access to the CM or CIM on
page 507.
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Configuring the Trident or Tri-GP 3.x CIM OPC UA Server

This procedure explains how to configure the CIM’s OPC UA server.

Changing any of the following properties, and then performing a
CAUTION download operation, will cause the CIM’s OPC UA server to temporaril

P P Yy
cease communication and restart:

* The CIM’s IP address (CIM Setup > Network tab)
* The CIM’s subnet mask (CIM Setup > Network tab)

* The network port the OPC UA server is configured to use
(CIM Setup > OPC tab)

* The OPC UA server’s TCP Port Number (CIM Setup > OPC tab)

e The OPC UA server’s Alarms SOE Block Number
(CIM Setup > OPC tab)

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.
3 Click the OPC tab.

Metwork | Time Sync | Serial Ports | Peerto-Peer | Madbus TCP | Printer | Routing | Protocols OPC | Access List |

Slot Selection rOPC

[ Allow Unsecured Session

(% Left Slot Enable Communication with CIM
™ Right Slot Networkc:  {* Nome " NET 1 " MET2
TCP Port Number: 4840
S0E

SOE Block Number: 0

AMlarms SOE Block Number: |0

SOE Severity: |500

System Events
Info Severty: |100 T9 disa!ble system ewvents for all severity levels,
e W click Disable All.
Major Seventy:  |500 I:vgifﬁa)(ﬁfvsely:zﬂm::?g: Iﬁ:,sr:r:;rt:j ?:lusgl?dﬁtl
Fatal Severty: | 700
Output Voter Severity:  |300 Disable Al Reset All

mport... Export.. ok | cancel | Help |
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4 Select the module (slot) you want to configure the OPC UA server for.

5 Specify these properties.

Section Property

Action

OPC Allow
Unsecured
Session

Enable Network
Communication
with CIM

TCP Port
Number

SOE SOE Block
Number

Alarms SOE
Block Number

SOE Severity

TriStation 1131 Developer’s Guide, 4.10.1

Select this check box if you want to allow OPC UA
clients to connect to the CIM OPC UA server
without a certificate (an unsecured session). If this
check box is not selected, OPC UA clients will be
allowed to connect only with a certificate (a secured
session).

The default is cleared (only secured sessions are
allowed).

Click the network port that the CIM uses to
communicate with OPC UA clients.

The default is None (OPC UA communication is
disabled).

Enter the TCP port to use for OPC UA connections
on NET 1 or NET 2. The default for both ports is
4840.

Enter the SOE block number used when events are
retrieved by an OPC UA client. Can be from 0 to 14.

The default value is 0 (not configured). Must be
unique for each CIM installed in a system.

The SOE block number entered here must have a
block type of EXTERNAL (see A Note About Using
OPC to Collect SOE Events on page 256).

Enter the SOE block number used when alarm
events are retrieved by an OPC UA client. Can be
from 0 to 14.

The default value is 0 (alarms are not configured).
Must be unique for each CIM installed in a system.

The SOE block number entered here must have a
block type of OPC (see A Note About Using OPC to
Collect SOE Events on page 256).

Note: If you have alarms configured in your
application (see Alarms on page 200) you
must enter an SOE block number. You
cannot use the default value of 0.

Enter the severity (priority) level for SOE events
(state changes obtained from the SOE block). Can be
from 1 to 1,000. The default value is 500.
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Section

Property Action

System Events Info Severity Severity levels identify the urgency of an event.

Severity

Enter a number to represent the severity level for
informational system events. Can be from 1 (lowest)
to 1,000 (highest). Enter 0 if you do not want the
CIM to send notifications of informational system

events to OPC UA clients.

The default value is 100.
Minor Enter a number to represent the severity level for
Severity minor system events. Can be from 1 (lowest) to

1,000 (highest). Enter 0 if you do not want the CIM
to send notifications of minor system events to OPC
UA clients.

The default value is 300.

Major Severity Enter a number to represent the severity level for
major system events. Can be from 1 (lowest) to 1000
(highest). Enter 0 if you do not want the CIM to
send notifications of major system events to OPC
UA clients.

The default value is 500.

Fatal Severity =~ Enter a number to represent the severity level for
fatal system events. Can be from 1 (lowest) to 1000
(highest). Enter 0 if you do not want the CIM to
send notifications of fatal system events to OPC UA
clients.

The default value is 700.

Output Voter  Enter a number to represent the severity level for

Severity output voter events. Can be from 1 (lowest) to 1000
(highest). Enter 0 if you do not want the CIM to
send notifications of output voter events to OPC UA
clients.

The default value is 900.
Disable All Click to prevent the CIM from sending system event

notifications to OPC UA clients. Sets the severity
levels for all system event types to 0.

Reset All Click to reset all OPC UA severity levels to their
default values.

6 Click OK to save your changes.

CAUTION

By default, OPC UA clients have write access to the NET 1 and NET 2
ports on the CIM. Depending on your configuration, this may create a
security issue.

To disable write access by OPC UA clients, you must enable and
configure the CIM access control list. See Controlling Access to the CM or
CIM on page 507.
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Exporting the Trident or Tri-GP 3.x CIM Configuration to a File

Once CIM configuration is complete, you may want to export it to an XML file. Not only does
this provide a backup of your configuration settings, it also allows you to import the settings to
other CIMs, saving time and effort, and ensuring that all CIMs in a system have the same

configuration. Invensys technical support may also ask for an exported configuration file to
assist in troubleshooting CIM problems.

Note An exported CIM configuration file cannot be modified outside of TriStation 1131. If the
XML file is changed after export, you will be unable to import it into TriStation 1131.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.

CIM Setup x|
Network | Time Sync | Serial Ports | F‘eer-to-Peer.\ Modbus TCP | Printer | Routing | Protocols | OFC \ Access List |

Slot Selection

{+ Left Slot e + Installed

R

Right St || | NeT 1 - NET2
Transceiver Mode: Transceiver Mode:
|Aulo-Nego1iate j |M0-Negotiate j
IP Address: IP Address:
[ o . 0 ] [ o .0 .0 0
IP Subnet Mask: IP Subnet Mask:
| 255 . 255 .~ 255 . 0 | 285 _ 255 . 265 . 0
Default Gateway IP Address: Default Gateway P Address:
[ o .0 o .0 [ o . 0o .0 0
TCP Port Restriction TCP Port Restriction
Lowest TCP Port Number:  |49152 Lowest TCP Port Number:  |49152
Highest TCP Port Number: |65535 Highest TCP Port Number: |65535%
Export
! Button
Import Bxport OK | Cancel Help |

3 Click Export.

If the CIM configuration has been changed, but not saved, you are asked if you want to
include the unsaved changes in the exported file.

4 Navigate to the folder you want to save the exported configuration file in, enter a file
name, and click Save.
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Importing the Trident or Tri-GP 3.x CIM Configuration From a File

If you have already configured a Trident or Tri-GP 3.x CIM, and exported the configuration to
a file, you can import the saved configuration to another CIM.

Once the import is complete, you should review the CIM configuration to ensure that all
settings have been correctly configured for your implementation.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.
3 Click Import.

If the CIM configuration has been changed, but not yet saved, you are asked if you want
to overwrite the existing configuration, including the unsaved changes, with the
imported settings.

Look ir: |_} Projects j & =5 ED-

|[JExkuy . TMP
|[CIMNewsSys\VersionConfig, EXP
testTCMconfigExport

File: namne: |
Files aof type: |><ML Files{™ xrnl] ﬂ Cancel

4 Navigate to the folder where the exported configuration file is located, and click Open.

CIM configuration settings are imported from the selected file.

5 Click each tab of the CIM Setup dialog box to review and verify that all settings have
been correctly configured.

6 Click OK to save your changes.
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Configuring Trident or Tri-GP Time Synchronization

This section explains how to use the Time Synchronization communication protocol with
Trident or Tri-GP controllers. Time synchronization enables a network of Triconex controllers
to synchronize time with each other or with external devices, such as a DCS.

Topics include:

* About Trident and Tri-GP Time Synchronization on page 430

* Using a Trident 1.x CM to Synchronize Time on page 431

* Using a Trident or Tri-GP 2.x/3.x CM to Synchronize Time on page 432
* Using a Trident or Tri-GP 3.x CIM to Synchronize Time on page 437

About Trident and Tri-GP Time Synchronization

This table summarizes the ways Trident or Tri-GP controller time can be synchronized to an
external device or to the master node in a Peer-to-Peer network.

Table 39  Trident and Tri-GP Time Synchronization

Module Time Synchronization Feature
CM (Trident 1.x) * To an OPC client. For more information, see the Communication Guide for
Trident Systems.

* By writing aliased data to the TIMESET or TIMEAD] function blocks in a
TriStation 1131 application. For assistance with the specialized
programming that is required, contact Technical Support.

¢ To the Trident master node in a Peer-to-Peer network.

CM (Tridentand  All of the 1.x CM capabilities, plus:
Tri-GP 2X/3X) e To SNTP.

¢ To the Tricon, Trident, or Tri-GP master node in a Peer-to-Peer network
(Triconex Time Synchronization).

CIM (Trident All of the 2.x/3.x CM capabilities.
and Tri-GP 3.x)

MP By writing aliased data to the TIMESET or TIMEAD] function blocks in a
TriStation 1131 application. For assistance with the specialized programming
that is required, contact Technical Support.
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Using a Trident 1.x CM to Synchronize Time

This procedure explains how to use a Trident 1.x CM to synchronize Trident controllers to the
master node in a Peer-to-Peer network.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM slot, click Setup, and then click the Network tab.

’ CM Setup K[

Hetwork. l Serial Ports] Printer] Houting]

Slot Selection| — Metl/Met2 Configuration Options

Metl Met2
% Left Slot Mode: Mode:
Rkt OPEN NETWORK ~| |PEER-TO-PEER ~|
Frivilege
" Read & Read/ite
Transceiver Part Transceiver Part
+ RIS O Mal + RIS O MaU
Transceiver Mode: Transceiver Mode:
|‘ID Mbpz Half Duplex j |Aut0-Negotiate j
IP Address:
o.o, 0.0

IP Subnet Mask:
o. 0. 0.0
Default Gateway |P Address:
o. 0. 0.0

+ OnMetl enable time spnchronization with Trident Master Mode

" On Met2 enable time spnchronization with Trident Master Mode
" Maone

QK | Cancel Help

3 Select one of the following:

*  On NET 1 Enable Time Synchronization with Trident Master Node

*  On NET 2 Enable Time Synchronization with Trident Master Node
4 C(Click OK to save your changes.
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Using a Trident or Tri-GP 2.x/3.x CM to Synchronize Time

The information in this section explains how to enable time synchronization on a Trident or
Tri-GP 2.x/3.x CM. Time synchronization can be enabled using the following protocols:

e SNTP

* Triconex Time Synchronization via DLC (NET 1 only) or UDP/IP (NET 1 or NET 2) on
a Peer-to-Peer network

In a redundant network of Trident or Tri-GP controllers that each have two CMs installed, you
can implement redundant time synchronization by configuring time synchronization for both
CM modules (both left and right slots). Time synchronization can be enabled only for a single
logical slot.

Note The information and procedures in this section apply only to Trident or Tri-GP 2.x/3.x
CMs. If you are configuring a Trident 1.x CM, please see Using a Trident 1.x CM to
Synchronize Time on page 431. If you are configuring a CIM, see Using a Trident or Tri-
GP 3.x CIM to Synchronize Time on page 437.

Topics include:

* Configuring SNTP Time Synchronization on the Trident or Tri-GP 2.x/3.x CM on
page 433

* Configuring Triconex Time Synchronization on the Trident or Tri-GP 2.x/3.x CM on
page 435
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Configuring SNTP Time Synchronization on the Trident or Tri-GP 2.x/3.x CM

This procedure explains how to configure Trident or Tri-GP 2.x/3.x CM time synchronization
to an SNTP server.

If the CM is in a Peer-to-Peer network, it can also be used as the master node for time
synchronization of other controllers on the network. In this configuration, the master node CM
synchronizes time with the SNTP server, and any slave nodes on the Peer-to-Peer network
synchronize their time with the master CM. In this way, all nodes on the Peer-to-Peer network
are synchronized with SNTP time.

If the CM is acting as a slave node on a Peer-to-Peer network, it cannot be configured for SNTP
time synchronization. Slave nodes synchronize their time only to the master node on the Peer-
to-Peer network, and reject all other time change requests.

Note Because the SNTP server resides on a PC, network load issues or PC performance can
result in delays in processing time update requests from the controller.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.
3 Click the Time Sync tab.

r 3
CM Setup X
Metwore  Time Sync ] Serial Ports ] Peerto-Peer ] Modbus TCP ] Printer] Routing ] Protacals ] Access List ]
Slot Selection
& Lot Slot r Time Synchronization Configuration
" Right Slot " None
+ SNTP
" Peerto-Peer
NET1/NET2
Master Network: & NET1 " NET 2
Master IP Address: ] 1 EE T 1P |
Impart... Export... 0K | Cancel | Help |

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.
5 Select these properties.
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Property Action

Time Synchronization Select SNTP. The default is None.
Configuration

SNTP Master Network Click the network the SNTP server is located on.

SNTP Master IP Address  Enter the IP address of the SNTP server to synchronize time
with.

6 (Optional) If you have a redundant CM installed in the right slot, under Slot Selection,
click Right Slot, and then select these properties.

Property Action

Time Synchronization Select SNTP Redundant.
Configuration

SNTP Master Network Click the network the SNTP server is located on. This can be
different than the master network selected for the left slot.

SNTP Master IP Address  Enter the IP address of the SNTP server to synchronize time
with.

Note The module in the right slot can be configured only if it has been installed (see
Configuring Trident or Tri-GP 2.x/3.x CM Network Ports on page 398) and if the
module in the left slot has already been configured for SNTP time
synchronization.

7 Click OK to save your changes.
Enabling the Trident or Tri-GP 2.x/3.x CM as a Master Node for Triconex Time
Synchronization (Optional)

The CM can also act as a master node for time synchronization of other controllers on a Peer-to-
Peer network (using Triconex Time Synchronization). Because the Enable Trident/Tri-GP Node
Time Synchronization check box is always enabled, no further configuration is needed.
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Configuring Triconex Time Synchronization on the Trident or Tri-GP 2.x/3.x
CM

In a Peer-to-Peer network, Triconex Time Synchronization can be used to synchronize time
across controllers on a network. The controller with the lowest node number serves as the
master node.

The master node can also synchronize its time with an SNTP server. In this configuration, the
master node synchronizes time with the SNTP server, and any slave nodes on the Peer-to-Peer
network synchronize their time with the master node. In this way, all nodes on the Peer-to-Peer
network are synchronized with SNTP time.

Configuring a Master Node

This procedure describes how to configure the CM as a master node on the Peer-to-Peer
network when SNTP time synchronization is not being used.

If you want the master node to synchronize to a SNTP server, use the procedures in Configuring
SNTP Time Synchronization on the Trident or Tri-GP 2.x/3.x CM on page 433.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.
Click the Time Sync tab.
4 Under Time Synchronization Configuration, select None.

5 Click OK to save your changes.

Configuring a Slave Node

This procedure describes how to configure the CM as a slave node on the Peer-to-Peer network.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM, and then click Setup.
The CM Setup dialog box appears.
3 Click the Time Sync tab.
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r -
CM Setup X
Network  Time Sync ] Serial Ports ] Peer—to-F‘eerl Modbus TCP 1 F'rirvter} Routing 1 Protocals 1 Access List ]
Slot Selection
& Lot Skt r Time Synchronization Configuration
" Right Slet " None
" SNTP
" Peerto-Peer
MNET1/NET2
Master Network: ¢ NET1 " NET2
Import.. Export... 0K | Cancel ‘ Help |

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.
5 Specify these properties.

Property Action

Time Synchronization Select Peer-to-Peer. The default is None.
Configuration

Peer-to-Peer Master Click the network you want to enable Triconex Time

Network Synchronization for. The default is NET 1.This property
applies to the modules installed in both the left and right
slots simultaneously.

Note If you have a redundant CM installed in the right slot, Time Synchronization
Configuration is automatically set to Peer-to-Peer and cannot be changed.

6 Click OK to save your changes.

TriStation 1131 Developer’s Guide, 4.10.1



Configuring Trident or Tri-GP Time Synchronization 437

Using a Trident or Tri-GP 3.x CIM to Synchronize Time

The information in this section explains how to enable time synchronization on a Trident or
Tri-GP 3.x CIM. Time synchronization can be enabled using the following protocols:

* SNTP
* Triconex Time Synchronization via UDP/IP (NET 1 or NET 2) on a Peer-to-Peer
network

In a redundant network of Trident or Tri-GP controllers that each have two CIMs installed, you
can implement redundant time synchronization by configuring time synchronization for both
CIM modules (both left and right slots). Time synchronization can be enabled only for a single
logical slot.

Topics include:

e Configuring SNTP Time Synchronization on the Trident or Tri-GP 3.x CIM on page 437

* Configuring Triconex Time Synchronization on the Trident or Tri-GP 3.x CIM on
page 440

Configuring SNTP Time Synchronization on the Trident or Tri-GP 3.x CIM

This procedure explains how to configure Trident or Tri-GP 3.x CIM time synchronization to an
SNTP server.

If the CIM is in a Peer-to-Peer network, it can also be used as the master node for time
synchronization of other controllers on the network. In this configuration, the master node CIM
synchronizes time with the SNTP server, and any slave nodes on the Peer-to-Peer network
synchronize their time with the master CIM. In this way, all nodes on the Peer-to-Peer network
are synchronized with SNTP time.

If the CIM is acting as a slave node on a Peer-to-Peer network, it cannot be configured for SNTP
time synchronization. Slave nodes synchronize their time only to the master node on the Peer-
to-Peer network, and reject all other time change requests.

Note Because the SNTP server resides on a PC, network load issues or PC performance can
result in delays in processing time update requests from the controller.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.
3 Click the Time Sync tab.
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CIM Setup x|
Metwore  Time Sync | Serial Ports | Peerto-Peer | Modbus TCP | Printer | Routing | Protocols | QPC | Access List |
Slot Selection
& Left Slot — Time Synchronization Corfiguration
" Right Slot £ None
f« SNTP
" Peerto-Pesr
MET1/MET2
Master Network: " NET1 v NET2
Master IP Address: 0.0 .0 .0
mpot.. | Expor.. | ok | cancel | o Hep |

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.

5 Select these properties.

Property

Action

Time Synchronization
Configuration

SNTP Master Network
SNTP Master IP Address

Select SNTP. The default is None.

Click the network the SNTP server is located on.

Enter the IP address of the SNTP server to synchronize
time with.

6 (Optional) If you have a redundant CIM installed in the right slot, under Slot Selection,
click Right Slot, and then select these properties.

Property Action

Time Synchronization Select SNTP Redundant.

Configuration

SNTP Master Network Click the network the SNTP server is located on. This can
be different than the master network selected for the left
slot.

SNTP Master IP Address  Enter the IP address of the SNTP server to synchronize

time with.
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Note The module in the right slot can be configured only if it has been installed (see
Configuring Trident or Tri-GP 3.x CIM Network Ports on page 414) and if the
module in the left slot has already been configured for SNTP time
synchronization.

7 Click OK to save your changes.
Enabling the Trident or Tri-GP 3.x CIM as a Master Node for Triconex Time
Synchronization (Optional)

The CIM can also act as a master node for time synchronization of other controllers on a Peer-
to-Peer network (using Triconex Time Synchronization). Because the Enable Trident/Tri-GP
Node Time Synchronization check box is always enabled, no further configuration is needed.
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Configuring Triconex Time Synchronization on the Trident or Tri-GP 3.x CIM

In a Peer-to-Peer network, Triconex Time Synchronization can be used to synchronize time
across controllers on a network. The controller with the lowest node number serves as the
master node.

The master node can also synchronize its time with an SNTP server. In this configuration, the
master node synchronizes time with the SNTP server, and any slave nodes on the Peer-to-Peer
network synchronize their time with the master node. In this way, all nodes on the Peer-to-Peer
network are synchronized with SNTP time.

Configuring a Master Node

This procedure describes how to configure the CIM as a master node on the Peer-to-Peer
network when SNTP time synchronization is not being used.

If you want the master node to synchronize to a SNTP server, use the procedures in Configuring
SNTP Time Synchronization on the Trident or Tri-GP 3.x CIM on page 437.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.
3 Click the Time Sync tab.
4 Under Time Synchronization Configuration, select None.

Click OK to save your changes.

Configuring a Slave Node

This procedure describes how to configure the CIM as a slave node on the Peer-to-Peer network.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CIM, and then click Setup.
The CIM Setup dialog box appears.
3 Click the Time Sync tab.
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CIM Setup x|
Network  Time Sync | Serial Ports | Peerto-Peer | Modbus TCP | Printer | Routing | Protocols | QPC | Access List |
Slot Selection
& Left Siot — Time Synchronization Corfiguration
" Right Slot " None
" SNTP
(+ Peerto-Peer
NET1/NET2
Master Network: " NET1 ¢ NET2
mpot... | Expot.. | ok | cancet | e |

Under Slot Selection, click Left Slot. You must configure the module in the left slot first.

Specify these properties.

Property

Action

Time Synchronization

Configuration

Peer-to-Peer Master

Network

Select Peer-to-Peer. The default is None.

Click the network you want to enable Triconex Time

Synchronization for. The default is NET 2.This property
applies to the modules installed in both the left and right slots
simultaneously.

Note If you have a redundant CIM installed in the right slot, Time Synchronization
Configuration is automatically set to Peer-to-Peer and cannot be changed.

Click OK to save your changes.

TriStation 1131 Developer’s Guide, 4.10.1



442 Chapter 4 Trident and Tri-GP Controller Configuration

Using Trident or Tri-GP System and Module Attributes

System and module attributes are variables that can be used to monitor status, and control

Trident or Tri-GP controller operations. You can add an alias number so the variable can be read
or written to.

Note The following MP system attributes are available for Trident/Tri-GP 3.x and later
systems only:

* Certificate_No_Warnings

¢ Certificate_None_Invalid

* Advanced_Security

* Access_All_Tagnames

* Certificate_Use_If Expired

These attributes show a value of 0 for Trident/ Tri-GP 1.x and 2.x systems.

Specifying an Alias Number for a Trident or Tri-GP Attribute

This procedure explains how to specify an alias number for a system or module attribute, which
allows you to read or write to the attribute.
Procedure

1 Expand the Controller tree and double-click Configuration.

2 Expand Status Attributes and double-click the attribute to be assigned an alias.

Item Properties
EP' E I Declaratiun\|
01.00: DI3301_M_01 - Paint 232
Location: [ER.0233 Aliaz Bange: 10007 - 19999
b odbuz Alias: |1 4353 et Default I Confirm Aliaz

T agniame: |DI33EI'I _M_01.PASS_LEFT

Deszcription: ||

3 Click Get Default, or enter a number for the Modbus Alias and click Confirm Alias.

The alias number is assigned to the attribute.
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Printing the Trident or Tri-GP Module Configuration

Once Trident or Tri-GP controller configuration is complete, you may want to print the module
configuration information. Not only does this provide a backup of your configuration settings,
it also can assist Invensys technical support when troubleshooting configuration problems.

Procedure

1 Open the Project Workspace (see The Project Workspace on page 19).

2 On the File menu, select Print All. The Print All Options dialog box appears.

Print All Options

Select the items pou want to print. You must select at least one item.

[~ Select All

Functions

Function Blocks

Hardware Module Configuration
Instance Yariable Connections
10 Utilization

Library Documents: Functions
Library Documents: Report
Module Configuration Settings
Operating Parameters

POU % ariables

POU Cross-Reference
Programs

Program Y ariable Listing
Project Histary by Element
Project Hiztary by Time
Project Implementation
Project Memory Allocation
Project Security Levels
Project Users

Shared Libraries

SOE Block Variables
Tagnames: Complete Listing
Tagnames: Modbus Aliases

ElIOOOORO0O0O

Ooooooooooooooooo

QK | Eancel| Help |

Disable Points A~

Tagnames: Where Used v

3 Select the check boxes for the following documents:

Hardware Module Configuration —Prints a report listing the controller hardware
(MPs, CMs, I/O modules) currently configured in the project.

Module Configuration Settings — Prints a report listing the current configuration
settings for each applicable module in the project’s hardware configuration. Only
modules that require configuration in TriStation 1131 are included in this report.
For example, CM configuration details are included, but the AI module is not, as it
does not require configuration in TriStation 1131.

Note To quickly clear the check boxes for all the documents in the list, and make it
easier to select only those documents you want to print, clear the Select All check

4 Click OK. The Print dialog box appears.

box.

5 Select the printer you want to use, and the desired settings (number of copies, page
orientation, etc), and then click OK.
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Overview

This figure shows the main steps for setting up TriStation 1131 communication and the typical
order in the project cycle. Communication setup can be done anytime before implementation.

Set Up the Project

Develop the
Application

Test with the

Emulator

Fix Errors
\—<0>

Configure the
Controller

- Establish the physical connection
Set Up Tr|_Sta_t|on - Configure the connection to the TriStation PC
Communication
- Set node and IP address of the controller
Implement on
the Controller

TriStation 1131 Communication Steps

This checklist includes the items that can be or should be performed to set up communication
between a TriStation PC and a Tricon controller.

Description See

Connect to a Tricon EICM Connecting to the Tricon Controller via a Serial
Connection on page 449

Connect to a Tricon ACM, NCM, or TCM * Connecting to the Tricon Controller via a
Network Connection on page 452, or

* Connecting to the Tricon Controller via a Serial
Connection on page 449

a

Configure user access to the Tricon TCM  Controlling Access to the TCM on page 459

a

Set up printing Configuring Tricon Controller Printing on page 465
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Configuring the TriStation PC

This section explains the setup required for a network connection from the TriStation PC.
Topics include:

e Installing a NIC Card in a TriStation PC on page 447
e Installing the TCP/IP Protocol on a TriStation PC on page 448

Note If you will only be connecting to the Tricon controller via a serial connection, you can
skip this section. Please note, however, that the preferred method of connecting the
TriStation PC to the Tricon controller is via a network connection.

Installing a NIC Card in a TriStation PC

This procedure explains how to install a network interface card (NIC) in a TriStation PC to be
connected to a Tricon ACM, NCM, or TCM.

Procedure - Tricon TCM

1 Install the network interface card by following the manufacturer’s instructions. Do not
change the factory default settings on the NIC card.

2 Do one of the following:

* If the network interface card has an RJ-45 connector, you can connect it to the NET 1
or NET 2 port on the TCM (model 4351/4351A /4351B/4353) via a router or hub
using a patch cable.

* If the network interface card has a MTR] (fiber) connector, you can connect it to the
NET 1 or NET 2 port on the TCM (model 4352/4352A /4352B/4354) via a router or
hub using a patch cable.

* If the network interface card does not have the appropriate connector for your TCM
model, connect the network interface card to a media converter that is connected to
the NET 1 or NET 2 port.

Note See the Communication Guide for Tricon v9-v10 Systems for more information
about the differences between the TCM model 4351/4351A /4351B/4353
(copper) and model 4352/4352A /4352B /4354 (fiber).

3 Run the diagnostics provided with the network interface card according to the
manufacturer’s instructions.

Procedure - Tricon ACM or NCM

1 Install the network interface card by following the manufacturer’s instructions. Do not
change the factory default settings on the NIC card.

2 Do one of the following;:

* If the network interface card has a BNC connector, connect it directly to the NET 2
port.
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¢ If the network interface card does not have a BNC connector, connect the network
interface card to a media converter that is connected to the NET 2 port.

3 Run the diagnostics provided with the network interface card according to the
manufacturer’s instructions.

Installing the TCP/IP Protocol on a TriStation PC

These procedures explain how to install the TCP/IP protocol on a TriStation PC. The TCP/IP
protocol is required for Tricon ACM, NCM, and TCM connection.

Installing TCP/IP on Windows XP or Windows Server 2003
1 On the Start menu, click Control Panel, and then double-click Network Connections.

2 Right-click the network connection where you want to install the protocol, then click
Properties.

3 Do one of the following;:

*  On the General tab, if the TCP/IP protocol is checked on the list of installed
components, it means the protocol is installed and you are finished with this
procedure.

* If the TCP/IP protocol is not checked, go to the next step to continue the
installation.

4 On the General tab, click Install.
In the Select Network Component Type dialog box, click Protocol, and then click Add.
6 Click the TCP/IP protocol, and then click OK.

Installing TCP/IP on Windows 7 or Windows Server 2008 R2

1 On the Start menu, click Control Panel, open Network and Internet, and then click
Network and Sharing Center.

In the Network and Sharing Center, click Manage Network Connections.
Right-click the network connection you want to change, and then click Properties.

If prompted, enter the administrator’s password or confirm the operation.

g A W N

On the Networking tab, under This connection uses the following items, click Internet
Protocol Version 4 (TCP/IPv4), and then click OK.

Note Internet Protocol Version 4 (TCP/IPv4) must be installed to allow a TriStation
1131 application to connect to a Tricon controller. Do not install Internet Protocol
Version 6 (TCP/IPvo6).
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Connecting to the Tricon Controller via a Serial
Connection

This section explains how to make a direct (point-to-point) serial connection between a Tricon
EICM or TCM and a TriStation PC. You cannot use both an EICM and TCM module in the same
Tricon system. Additionally, the TCM can be used only with a Tricon 10.x controller.

By default, both the EICM and the TCM use port 4 for the TriStation connection. Invensys
strongly recommends you use the default setting. If port 4 on the EICM fails, port 1, 2, or 3 can
be used by changing settings on the module switch block. If port 4 on the TCM fails, you can
connect to TriStation 1131 using the NET 1 or NET 2 port; see the Communication Guide for Tricon
v9-v10 Systems for more information.

Topics include:
*  When to Use the Tricon Serial Connection on page 449
¢ Connecting a Tricon Serial Port to a TriStation PC on page 450

¢ Configuring the TriStation 1131 Serial Connection on page 451

When to Use the Tricon Serial Connection

The preferred means for connecting the TriStation PC to the Tricon controller is via a network
connection. Invensys recommends connecting the TriStation PC to the EICM or TCM via a serial
connection only in the following scenarios.

Connecting to the Tricon Controller for the First Time

The first time you connect to the Tricon controller, Invensys recommends making a serial
connection to the EICM or TCM, because it is less complex to configure and thus easier to
successfully connect to the communication module through the serial port.

Once you have successfully connected to the EICM or TCM and downloaded the initial
configuration to the Tricon controller via the serial connection, you can go back and configure
the more complex network connection, without worrying about losing the ability to
communicate with the controller altogether.

Connecting to the Tricon Controller When the Network Is Down

When network communication has been interrupted due to hardware or other problems with
the network, the serial connection can be used as a backup means of communicating with the
Tricon controller. Once the network problems have been resolved, you should restore the
network connection to the Tricon controller.

Connecting to the Tricon Controller When the Access Control List Has Been
Misconfigured (Tricon 10.x Only)

If you misconfigure the Access Control List, you could accidentally lock yourself out of a
network connection to the Tricon controller. Once you enable TCM client access control by
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selecting the Enable Access List check box, you must configure at least one client with TriStation
Read/Write access before you save the configuration.

If this is not done, you will be unable to connect to the Tricon controller again after your next
download, preventing you from making further changes to the application running on the
controller, including changes to the TCM access control list. If this happens, you can use the
serial connection to connect to the Tricon controller and download changes to the access control
list.

See Controlling Access to the TCM on page 459 for more information.

Connecting a Tricon Serial Port to a TriStation PC

This procedure explains how to connect a Tricon EICM or TCM serial port to a TriStation PC.

Invensys provides a serial cable that has a 9-pin connector on each end. If the COM port on the
PC has a 25-pin connector, you can use a Triconex 25-pin to 9-pin adapter. If you need other
parts, you can purchase them from another manufacturer. For more information, see the
Communication Guide for Tricon v9-v10 Systems.

Procedure

1 Connect one end of the serial cable to a serial port on the EICM or TCM. This is typically
port 4.

2 Connect the other end of the serial cable to a COM port on the TriStation PC. The COM
port is typically numbered COM1, COM2, COM3, or COM4.

Tricon Controller

25-Pin Connector
with 9-Pin Adapter

To Modbus Devices | Ll :] |z]: COM Port

ANAN

Port4
2| 2| (25-Pin Connector)

T AR / Serial e —
AR Cable

TriStation PC

Figure 25 Connecting a Tricon Serial Port to the TriStation PC
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Configuring the TriStation 1131 Serial Connection

This procedure explains how to configure the serial connection from the TriStation PC to the
Tricon EICM or TCM.

Procedure L TriStation Communication

1 Expand the Controller tree, double- | | SeetEennestions
TriStation can communicate with the controller over a netwark. or senial part connection. &

CliCk Conﬁguration, and then CliCk network connection requires an MCM or TCM module. A serial connection requires an
. . . . EICH or TCH module. ‘which connections will you be using?
TriStation Communication.

™ Metwork Connection [+ Serial Connection
2 Specify these properties on the Network Connection Selup
TriStation Communication screen. NodeNumber [ .|  IPaddess |

Mode Name:  |[TRINODEOG

TriStation UDP Port Mumber: 1502

Mode Mumber:  The number specified by the switches on the communication module.
IP Address: The internet protocol address of the module [e.g. 192.168.1.1].
Mode Mame:  Any alphanumeric name up to 20 characters.

TriStation PC NS
. ) The part o the PC that will be
Serial Port: | COM1 :I' connhected ko the controller.
Baud Rate: 9500 -

Drefault Connection

When you connact to the contraller, which connection would you like ta uge as the
default?

r i+

Property Action

Serial Connection Select this check box.

Node Name Enter the name of the Tricon controller. You can use a default name,

or enter your own user-defined name. The default names are
TRINODEO1 through TRINODE3]1.

TriStation Port Enter the UDP port to use for the TriStation 1131 connection. The

Number default is 1502. Should be the same number specified on the TCM
Setup Network tab.

Serial Port Select the COM port on the TriStation PC to which the serial cable is
connected.

Baud Rate Specify the data transmission speed. The default is 9600. Available

only when a TCM is installed.

Note The data displayed on this screen is used by TriStation 1131 only to connect to a
Tricon communication port. The data that you enter will not be downloaded to
the Tricon controller.

3 To complete the connection, you must configure a Tricon EICM or TCM module. See
Configuring Tricon Communication Modules on page 317.
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Connecting to the Tricon Controller via a Network
Connection

This section explains how to make a network connection between an ACM, NCM, or TCM
communication module and a TriStation PC.

This can be a direct connection from the communication module to the PC; or a connection
through a router, hub, or media converter. A router or hub is not required if you do not need to
connect any additional devices besides the communication module and the PC.

You cannot use both an NCM and TCM module in the same Tricon system.
To set up the connection, you must:
* Install a network interface card and the TCP/IP protocol on the PC.
* Set the node number of the controller.
* Connect the TriStation PC to a network port on the communication module.

* Configure the connection in the TriStation 1131 project.

The node setting (on the ACM or NCM module or the 3008 MP Front
CAUTION Panel) must match the node number specified in the TriStation 1131
project. For instructions on changing the MP node setting, see the
Planning and Installation Guide for Tricon v9-v10 Systems.

For instructions on installing a network interface card and the TCP/IP protocol on the TriStation
PC, see Configuring the TriStation PC on page 447.

Topics include:
* Directly Connecting an ACM or NCM Network Port to a TriStation PC on page 453
* Connecting a TCM Network Port to a TriStation PC Using a Router or Hub on page 454
* Connecting a Tricon Network Port Using a Media Converter on page 455

* Configuring the TriStation 1131 Network Connection on page 457

Note If you are connecting the TCM or EICM to the TriStation PC via serial port, see
Connecting to the Tricon Controller via a Serial Connection on page 449.
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Directly Connecting an ACM or NCM Network Port to a TriStation PC

This procedure explains how to directly connect an ACM or NCM to a TriStation PC if the
network interface card in the PC has a BNC connector.

The connection requires a 10Base2 coaxial cable. Invensys provides an accessory kit that
includes a 10Base2 coaxial cable, BNC T-connectors, and 50-ohm terminators for unused
connectors (see the Communication Guide for Tricon v9-v10 Systems for more information).

Procedure
1 To each end of a 10Base?2 cable, attach a BNC T-connector and a terminator.

2 Attach one of the T-connectors to a BNC connector on NET 2 of the communication
module. An NCM is used as an example in the following figure.

3 Attach the other T-connector to the BNC connector on the network interface card in the
TriStation PC.

Tricon Controller

Network Adapter Card
with BNC Connector

10Base2
— \ Coaxial (ThinNet) Cable

BNC Connector — T
on NET 2 —

Kl
o

ov=

=0z

TriStation PC

Figure 26 Directly Connecting an ACM or NCM to a TriStation PC
4 Terminate the BNC connectors on all communication modules that are installed in the
Tricon controller.

To terminate an unused BNC connector, you can attach a T-connector with 50-ohm
terminators on each end to produce a 25-ohm parallel resistance. Ask your network
administrator for information about other termination methods.
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Connecting a TCM Network Port to a TriStation PC Using a Router or Hub

This procedure explains how to connect a TCM to a TriStation PC if the network interface card
in the PC has an RJ-45 connector or a MTR] fiber connector. You must use an Ethernet router or
hub between the Tricon and the TriStation PC.

The RJ-45 connection requires twisted-pair straight-through cables. The fiber connection
requires 62.5/125 um multimode fiber cables. See the Communication Guide for Tricon v9-v10
Systems for more information about the required cables and how some may be purchased from

Invensys.
Procedure
1 Attach one end of the first cable to the NET 2 port on the TCM.
2 Attach the other end of the first cable to the connector on the Ethernet router or hub.

3 Attach one end of the second cable to the connector on the network interface card in the
TriStation PC.

4 Attach the other end of the second cable to the connector on the router or hub.

To Ethernet
Tricon Controller Network
A
Network Adapter Card
with RJ-45 or MTRJ
Connector
i
mndddres 62.5/125 um Multimode Fiber Cable 62.5/125 um Multimode Fiber Cable
or 10BaseT / 100BaseT or 10BaseT/ 100BaseT
— RJ-45 or MTRJ
Connector Twisted-Pair Cable Twisted-Pair Cable
— on NET2
MMM [T S S
AN
A C M|
RJ-45 or MTRJ [ [ ] RJ-45 or MTRJ ;
Connector Connector . .
Ethernet TriStation PC
Router or Hub

Figure 27 Connecting a TCM (Copper or Fiber) to a TriStation PC Using a Router or Hub
If the correct cable is connected to the TCM and the TCM is installed in a powered Tricon

chassis, the green LED indicator turns on. If the LED indicator is not on, there is a problem with
the physical cable connection.
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Connecting a Tricon Network Port Using a Media Converter

This procedure explains how to connect an ACM, NCM, or TCM to a TriStation PC if the
network interface card in the PC requires a media converter because it does not have the
appropriate connector.

The connection to an ACM or NCM requires a 10Base2 cable, a media converter, and
another appropriate cable, such as a twisted-pair cable.

The connection to a TCM (model 4352/4352A /4352B/4354 - Fiber) requires a 62.5/125
um multimode fiber cable, a media converter, and another appropriate cable, such as a
twisted-pair cable.

Procedure for Connecting an ACM or NCM

1
2

To each end of a 10Base?2 cable, attach a BNC T-connector and a terminator.

Attach one of the T-connectors to a BNC connector on the NET 2 port on the
communication module.

Attach the other T-connector to a BNC connector on the media converter.

For the TriStation PC, you can use a 10BaseT or 100BaseTX twisted-pair cable for faster
communication.

Attach one end of the twisted-pair cable to an RJ-45 connector on the network interface
card in the TriStation 1131 PC.

Attach the other end of the twisted-pair cable to an R]-45 connector on the media
converter.

To Ethernet

Tricon Controller Network
A

Network Adapter Card
with RJ-45 Connector
|
— [ [¢
b BNC Connector 10BaseT or 100BaseT
on NET 2 Twisted-Pair Cable
10Base2

— Coaxial (ThinNet) Cable

MM [T (-
PlP| |C
M
BNC——= N RJ-45 ;l

Cohnector Connector . .
Media or Protocol TriStation PC
Converter

>0
o
o

Figure 28 Connecting an ACM or NCM to the TriStation PC Using a Media Converter

TriStation 1131 Developer’s Guide, 4.10.1



456 Chapter 5 Tricon Communication with TriStation 1131

Procedure for Connecting a TCM (Model 4352/4352A/4352B/4354 - Fiber)
1 Attach one end of the fiber cable to the NET 1 or NET 2 port on the TCM.

2 Connect one end of the twisted-pair cable to the RJ-45 connector on the network
interface card in the TriStation PC.

3 Attach the other end of the twisted-pair cable to an RJ-45 connector on the media
converter.

4 Attach the other end of the fiber cable to a MTR] fiber connector on the media converter.

To Ethernet
Network

A

Tricon Controller

Network Adapter Card
with RJ-45 Connector

T
L el e |
< FF T | et 62.5/125 um Multimode 10BaseT or 100BaseT
| e Fiber Cable Twisted-Pair Cable
Connector

— on NET 2

il g

plPP[ |cf —

AlB|c!

MTRJ [ [ ] RJ-45
Connector Connector

Media or Protocol TriStation PC

Converter

Figure 29 Connecting a TCM (Model 4352/4352A/4352B/4354) to the TriStation PC Using a Media
Converter

If the correct cable is connected to the TCM and the TCM is installed in a powered Tricon
chassis, the green LED indicator turns on. If the LED indicator is not on, there is a problem with
the physical cable connection.
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Configuring the TriStation 1131 Network Connection

This procedure explains how to configure the Tricon network connection to a TriStation PC.
Before beginning this procedure, you must determine which IP address to use for the

communication module. Typically, you can get an IP address from your network administrator

or Information Technology department. See Setting Tricon Controller I Addresses on

page 472.
Procedure 4 TriStation Communication
. . Select Conneclions
1 In Trlstatlon 1131, expand the Controller TriStation can communicate with the controller over a netwark ar serial port conhection. &
. . . nebwork connection Tequires an MCh or TEM_ module. A& serial connection requires an
tree/ and double-cllck Conflguratlon. EICH or TCM madule. Which connections will 5.Jn

¥ Netwaork Connection I Ser

2 On the Configuration tree, click TriStation etk Cormection Setis
Communication.

3 Specify these properties on the TriStation
Communication screen.

Node Nurnber: B J IP Address: 206 0 32 216 X6

Node Mame:  |[TRINODEOS

TriStation UDP Port Mumber: 1502

Node Mumber:  The number specified by the switches on the communication module.
IP Address: The intermet pratocal address of the module (e.g. 192.168.1.1]
Node Name: Any alphanumeric name wp to 20 characters.

TriStation PC
Serial Port: ’—_l The part an the PC that will be
connected to the controllsr.
Baud Rate: {9500 -

Default Cannection

“wheh you connect to the contraller, which connection waould you like to use as the
default?

= r

Property Action
Network Select the Network Connection check box.
Connection
Node Number * For ACM and NCM, enter the number represented on the rotary
switches.
* For TCM, enter the number represented by the Network Node
Address setting on the MP front panel.
Click the browse button to select a node from the list of default node
names and numbers.
Node Name Enter a name containing eight or fewer characters to identify the
Tricon controller.
IP Address Enter the physical address of the controller on the network.
UDP Base Port  Enter the UDP port to use for the TriStation 1131 connection. The
Number default is 1502. Should be the same number specified on the TCM

Setup Network tab. Available only when a TCM is installed.

Note The data displayed on this screen is used by TriStation 1131 only to connect to a
Tricon communication port. The data that you enter will not be downloaded to
the Tricon controller.

4 To complete the connection, you must configure a Tricon ACM, NCM, or TCM module.
See Configuring Tricon Communication Modules on page 317.
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Specifying the Tricon Default Connection Type

This procedure explains how to specify the default connection setting in the Connect To dialog
box, which appears when you establish communication between a TriStation PC and the Tricon
controller. The connection setting —Network or Serial Connection —is an initial setting and can

be changed when you use the Connect command.

Procedure

1 Expand the Configuration tree, double-click Configuration, and then click TriStation

Communication.

L TriStation Communication

Select Connections

TriStation can communicate with the controller over a network. or gerial port connection. A
network, connection requires an MC or TCM module. A serial connection requires an
EICHM or TCM module. which connections will be using?

¥ Metwark Connection v

Metwork Connection Setup

Mode Mumber: B J IP Address: 206 . 32 0216 . 26

Mode Mame:  |[TRINODEDS

TriStation UDP Port Murnber: 1802

Mode Mumber:  The number specified by the switches on the communication module.
IP Address: The internet protocol address of the module (e.g. 192.168.1.1).
Mode Mame:  Any alphanumeric name up to 20 characters.

TriStation PC
. . ’—_| The port on the PC that will be
Serial Port: | COM1 h connected to the controller.
Baud Rate: (9500 -

Default Connection

‘wihen you connect ta the contraller, which connection would you like to use as the
default?

* Metwark Cannection ™ Serial Cannection

2 Verify that the Network Connection Setup (for a network connection) or TriStation PC
(for a serial connection) properties are correctly configured. See the following for

additional information:

* Configuring the TriStation 1131 Serial Connection on page 451

* Configuring the TriStation 1131 Network Connection on page 457
3 Under Default Connection, select one of the following;:

* Network Connection

¢ Serial Connection

The next time you establish communication between the TriStation PC and the Tricon

controller, the default connection setting you selected will be used.

Note If only one connection type is selected under Selected Connections, the default
connection is automatically set based on it, and cannot be changed.
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Controlling Access to the TCM

The Tricon Communication Module (TCM) gives you the ability to control who can access TCM
resources through the module’s network ports, and each user’s level of access.

Note

Access control is supported on models 4351A /B, 4352A /B, 4353, and 4354 only. TCM
models 4351 and 4352 do not support access control.

Topics include:

What Are TCM Resources? on page 459

How Is Access Controlled? on page 460

What Are Access Levels? on page 460
Configuring the Access Control List on page 463

What Are TCM Resources?

A resource is any service or information provided by the TCM through the supported
communications protocols. Examples of these resources include:

Access to the controller via TriStation 1131 (ability to perform a Download Changes or
Download All).

Access to Tricon controller diagnostic information via the Enhanced Diagnostic
Monitor.

Access to Tricon tagnames and system variables via OPC Data Access (DA). The OPC
protocol is supported only by TCM models 4353 and 4354.

Access to OPC Alarms and Events (A&E) data (models 4353 and 4354 only). Write
access to OPC A&E is not currently supported; only read access is provided, to allow
the retrieval of events.

Access to information provided in applications such as SOE Recorder or DDE Server
that use the TSAA protocol.

Access to any other applications that use the TSAA protocol.

In Tricon 10.3 and later systems, TSAA clients using a TCM interface have

CAUTION write access to the NET 1 and NET 2 ports by default. Depending on your

configuration, this may create a security issue.

Please note that this default behavior is opposite of that on TCMs in Tricon
10.2 and earlier systems.

To disable write access by TSAA clients, you must enable and configure
the TCM access control list.
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How Is Access Controlled?

Access is controlled via client IP addresses. You can control access for a single IP address (one
client), or for a group of IP addresses (a group of clients).

If you want to group clients into a single access list entry, they must be physically separated in
a sub-network, and a network address mask must be used to group them in the access list. A
network address mask of 255.255.255.255 restricts an access list entry so that it applies only to
the specific IP address identified in the entry. A network address mask of 255.255.255.0 applies
an access list entry to any client on the same subnet as the I address identified in the entry.
Other network address masks may also be used, depending on your network structure.

For example, if you want two clients with IP addresses of 192.168.1.134 and 192.168.1.65 to share
the same access permissions, and there are no other clients on the same subnet, you can group
them in the access list by setting the IP address for a single entry as 192.168.1.x and the network
address mask to 255.255.255.0.

For each IP address or group of IP addresses, you can set the access level, the protocols the client
can use to access the TCM, and the network ports the client can use to access the TCM.

What Are Access Levels?

There are three levels of access:

* Deny Access: Prevents all access to resources provided by the TCM. Connections to the
Tricon controller are not allowed.

* Read Only: Allows client to connect to the Tricon controller and view information
provided via the TCM. Does not allow the client to change any settings or perform
certain commands. For TCM/OPC, allows an OPC DA client to read tagnames, and
allows an OPC A&E client to retrieve events.

* Read/Write: Full access. Allows client to view information provided by the TCM,
change settings, and perform all commands (including Download Changes or
Download All for TriStation 1131). For TCM/OPC, allows an OPC DA client to write to
tagnames. This access level should only be provided to trusted clients.

Access levels are configured by adding entries to the access control list. A maximum of 10
entries can be provided in the access control list.

The same access level is applied to all selected protocols in a single access control list entry. If
you want to provide different access levels for a selected client depending on which protocol
they are using, you will need to create two separate entries in the access control list, one for each
protocol.

Access levels apply to all users using the PC assigned the IP address entered in the access control
list. This means if multiple users are using the same PC, they will all have the same access rights.
For example, every user using TriStation 1131 on a PC with a particular IP address would have
the same access rights to the TCM. Individual user access should be controlled via workstation
security; TCM access is controlled only at the IP address level.
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CAUTION

Once you enable TCM client access control by selecting the Enable Access
List check box, you must configure at least one client with TriStation
Read/Write access before you can save the configuration.

This ensures you will be able to connect to the Tricon controller again
after your next download, and allows you to make further changes to the
application running on the controller, including changes to the TCM
access control list.

If necessary, you can also connect via a TriStation 1131 serial connection
to reconfigure the access control list. See Connecting to the Tricon
Controller via a Serial Connection on page 449.

Note If you are using the TSAA and/or TriStation protocols, you must enable and use access
list control to manage read/write access to specific ports. If you are using the serial
and/or Modbus TCP protocols, you can also use the Port Write Enabled property to
manage read/write access to specific ports. See Port Write Enabled on page 674.

Sample Access Control List and Resulting Access Control

The following table is a sample access control list, with the access control scenarios that would
result if enabled on a model 4353 or 4354 TCM.
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Table 40 Sample TCM (Model 4353/4354) Access Control List

Entry IP Address Subnet Mask Protocol Network Access Level | Resulting Access Control Scenario

1 206.216.1.12  255.255.255.0 TriStation =~ NET 2 Read/Write A client with an IP address of 206.216.1.12 (or any client on the
same subnet) attempting to access the TCM using the
TriStation protocol on NET 2 would be granted Read/Write
access.

2 206.216.1.12  255.255.255.0 TSAA NET 1 Read Only A client with an IP address of 206.216.1.12 (or any client on the
same subnet) attempting to access the TCM using the TSAA
protocol on NET 1 would be granted Read Only access.

3 192.168.1.05  255.255.255.255 TriStation = NET 1 Deny Access A client with an IP address of 192.168.1.05 attempting to access

and OPC ~ NET2 the TCM using the TriStation protocol on NET 1 or NET 2, or
OPC on NET 2, would be denied access.2
4 192.168.1.09  255.255.255.255 TSAA NET 1 Deny Access A client with an IP address of 192.168.1.09 attempting to access
NET 2 the TCM using TSAA on NET 1 or NET 2 would be denied
access.b

5 192.168.1.05  255.255.255.0 OPCand  NET2 Read Only A client with an IP address of 192.168.1.05 (or any client on the

TriStation same subnet) attempting to access the TCM using OPC or
TriStation 1131 on NET 2 would be granted Read Only access.

6 192.168.1.05  255.255.255.0 TriStation  NET 2 Read Only A client with an IP address of 192.168.1.05 (or any client on the
same subnet) attempting to access the TCM using the
TriStation protocol on NET 2 would be granted Read Only
access.c

7 192.168.1.09  255.255.255.0 OPC NET 2 Read/Write A client with an IP address of 192.168.1.09 (or any client on the
same subnet) attempting to access the TCM using OPC on
NET 2 would be granted Read/Write access.

8 0.0.0.0 0.0.0.0 All All Deny Access Access is denied for all IP addresses not included in entries
1-7, using any protocol on NET 1 or NET 2.

9 NULL NULL NULL NULL NULL None

a. OPCis supported only on NET 2. As a result, a client attempting to access the TCM using OPC on NET 1 will always be denied. An access control list entry configured
with only OPC and NET 1 is an invalid combination that will not have any effect on client access to the TCM via OPC.

b.

C.

On the model 4353 and 4354 TCM, TSAA is supported only on NET 1. As a result, a client attempting to access the TCM using TSAA on NET 2 will always be denied.
An access control list entry configured with only TSAA and NET 2 is an invalid combination that will not have any effect on client access to the TCM via TSAA.

If a client with the specific IP address of 192.168.1.05 attempts to access the TCM using the TriStation protocol on NET 2, the TCM will deny access. This is because the

TCM evaluates the access control list be

inning from the top, and continuing through the list until it encounters an entry that applies to the IP address requesting

access. In this case, entry 3 specifically dgenies access to a client with the IP address of 192.168.1.05, so the TCM will deny access and not evaluate the list any further.
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Configuring the Access Control List

This section describes how to enable access control on the TCM and configure the access control
list for your selected clients. This does not apply to model 4351 or 4352 TCMs.

When configuring the access control list, take care to organize your entries so that the most
specific are at the top, and the least specific are at the bottom. The last entry in the list should be
used to define the access level for unspecified clients.

The TCM evaluates the access control list from top (Entry 1) to bottom (Entry 10). The first match
that the TCM makes (between the client’s network parameters and those listed in an access
control list entry) determines which entry is used to authorize or deny access. If no match is
found, the TCM automatically denies all access.

Once you have enabled access control and configured the access control list, you must perform
a Download Changes for the access control to take effect.

Note After a Download Changes or Download All has been performed so that access control
on the TCM is enabled, all existing connections will remain connected, even if the client’s
access has been changed to Read Only or Deny Access. The new access levels will not
take effect until the client disconnects and attempts to reconnect.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click the Access List tab.

TCMIOPC Setup

X

Network] Time Sync] Serial Ports] Peer-to-Peer] todbus TEIF'] Printer] Houting] Pratocols  Access List l

Slot Selection

¥ Enable Access List
. WBRNING! If you select this option, you MUST configure a client with TriStation
" Right Slot access. Failure to do zo will prevent connection to the Tricon after your nexst
download. Click Help for maore information.

+ Left Slat

Client Access List:

Subnet =

Subnet = 255.255.256.0 Permission = Access Denied
Subnet = 255.255.256.0 Permission = Access Denied
Subnet = 255.255.256.0 Permission = Access Denied
Subnet = 255.255.256.0 Permission = Access Denied

Eylis Subnet=255255.2550  Permission = Access Denied
current Chant #17- 1P = N A0 Cithimat — PRF IRR 9RF 1 Parrmissire = horass Maniad
zetup to r 3
other slot
- Client #01 Settings -
Client IP Address: Permission Frotocols Metwark
p.o0.o0.10 # Derphcoess | | [ TSaA I MET1
Client IP Subnet Mask: " Read Only [~ OPC [~ MET 2
] " Read/write [~ TRISTATION
Update Client Entry Fieset Client Entry |
Reset Al |
Impat... Export... QK | Cancel Help
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4 Specify these properties.

Property Action

Slot Selection Select the slot where the TCM module you want to
configure an access control list for is installed.

In most cases, you should create identical access control
lists for the modules in both slots.

Enable Access List Click to enable access control for this TCM. If cleared,
Command access control will be disabled and all users can access
TCM resources. The default is cleared.

Client Access List Click on the entry for the client you want to configure or
change.
Client IP Address Specify the IP address of the client that you want to allow,

restrict, or deny access to the TCM.

Can be used in conjunction with the Client I[P Subnet Mask
property to create groups of IP addresses with the same
access levels.

Client IP Subnet Mask This property allows you to group IP addresses, so that
you can create a single entry in the access control list for all
IP addresses on the subnet.

If needed, enter the IP address for the subnet. The default
is 255.255.255.0.

Permission Click the level of access to the TCM you want to provide
for the selected client.

If the application includes safety-critical outputs, you
should not set this property to Read/Write.

Protocol Select the protocol(s) that the selected client can use to
access the TCM. The OPC protocol is supported on NET 2
only, and applies only for model 4353 or 4354 TCMs.

Network Select the network(s) on which the selected client can
access the TCM.

Click Update Client Entry to save the settings for the selected client.
6 Repeat steps 4 and 5 for each client to be included in the access control list.

Note If necessary, click Reset Client Entry to reset the settings for the selected client to
the default, unconfigured state. Click Reset All to reset all entries in the access list
to the default, unconfigured state.

7 If a TCM is installed in the right slot, do one of the following;

* Inmost cases, you should configure identical access control lists for the modules in
both slots. To do so, click Copy Current Setup to Other Slot.

* To configured different access control lists for the modules in the right and left
slots, repeat steps 4 through 6 for the module installed in the right slot.

8 Click OK to save your changes.
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Configuring Tricon Controller Printing

A Tricon controller can print brief ASCII text messages if a communication port is connected to
a printer and the TriStation 1131 application includes standard print function blocks.

Print messages are typically used for alarms, status, and maintenance. A sample alarm message
might include the name of an analog input point, its time stamp and value, and a statement that
the value is out of range. If the Tricon system includes numerous controllers or is connected to
a DCS, alarms are typically displayed on an operator workstation.

To print from a Tricon controller with an EICM, you must connect an EICM parallel port to a
Centronics-compatible printer, configure the port in the TriStation 1131 project, and use print
function blocks in the TriStation 1131 application.

To print from a Tricon controller with a TCM, you must connect a TCM Ethernet port to a print
server that is connected to a printer, configure these devices in the TriStation 1131 project, and
use print function blocks in the TriStation 1131 application.

Topics include:

* Effect of Printing on Scan Time on page 465

¢ Connecting a Tricon EICM Port to a Printer on page 466

¢ Configuring a Tricon EICM Port for Printing on page 467

¢ Connecting a TCM to Printing Devices on page 468

* Connecting a TCM to Printing Devices Using a Hub on page 469
e Configuring a Tricon TCM Port for Printing on page 470

e About Function Blocks for Printing on page 471

See the Communication Guide for Tricon v9-v10 Systems for more information about the types of
devices that can be used for printing from the Tricon controller.

Effect of Printing on Scan Time

Each time a message is printed, the print function blocks in the TriStation 1131 application are
executed and the scan time increases. Typically, the print function blocks are subject to
conditional execution, which means they are not executed every scan. When you set the scan
time in TriStation 1131, make sure it includes the execution time for all conditional statements
in the application.

If the scan time is not long enough, the execution of all conditional statements (when the
conditions are True) could result in scan-time overruns. You can minimize this problem by
limiting the amount of printer output. An alternative is to use a PC event logger such as the
Triconex SOE Recorder. For more information, see the SOE Recorder User’s Guide.
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Connecting a Tricon EICM Port to a Printer

This procedure explains how to set up a Centronics-compatible printer and connect it directly
to a Tricon EICM parallel port.

You can use a standard PC printer cable with a maximum cable length of 5 to 6 meters (15 to 20
feet), depending on the quality of the cable

Procedure

1 If the printer package has an installation program, copy the program to the TriStation
PC.

2 Follow the instructions, and run the diagnostic routine, if available.
You do not need the printer driver that may have come with the package.

3 Connect one end of the cable to the printer, and connect the other end to port 5 or 10 on
the EICM. (Other EICM ports cannot be used for printing.)

4 Go to the next section to configure the EICM port for printing.

Tricon Controller

L Centronics-Compatible
Printer

Standard
Printer Cable

o
o
o v<

Parallel Port 5
on EICM

Figure 30 Connecting an EICM to a Centronics-Compatible Printer
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Configuring a Tricon EICM Port for Printing

This procedure explains how to configure a Tricon EICM port that is connected to a Centronics-
compatible printer.

Procedure

1 In TriStation 1131, open your project, expand the Controller tree, and double-click
Configuration.

2 On the Configuration tree under Hardware Allocation, double-click EICM, and then
click Setup.

r N

EICM Setup X

Part 5 election Fort Configuration O ptions

Part 1 Protocal: | EETR{EG -

Part 2

Part 2 Faws: Ir Calurmns: ’T
Part 4

Port &

Part &

Port 7

Port &

Part 9

Port 10

Get Defaults Ok, | Cancel Help

"j

OIS T B

YR Y

3 Specify these properties on the EICM Setup screen.

Property Action
Port Selection Select Port 5 or Port 10. Other ports cannot be used for
printing.
Protocol Select Printer from the Protocol list.
Rows Enter the number of lines (rows) to be displayed on a page.
Columns Enter the number of characters per line.
4 Click OK.
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Connecting a TCM to Printing Devices

This procedure explains how to directly connect a TCM to an HP JetDirect-compatible print

server and printer.

You can use standard communication cables for these connections.

Procedure

1 If the print server and printer packages have installation programs, install them on the

TriStation PC.

2 Follow the instructions, and run the diagnostic routines if available.

You do not need the printer drivers that came with the packages.

3 Record the IP address of the print server. You will need the IP address when configuring

the TCM printer.

Connect the printer to the print server, and connect the print server to a TCM Ethernet

port (NET 1 or NET 21).

Centronics-Compatible
Printer

HP JetDirect-Compatible
Print Server

Standard

Ethernet

Tricon Controller

]

Printer Cable

Cross-Over Cable

>TV=Z

Figure 31 Connecting a Tricon TCM to a Printer and Print Server

1. TCM models 4351/4351A/4351B and 4352/4352A/4352B only. NET 2 is reserved for OPC
communication on model 4353 and 4354 TCMs.
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Connecting a TCM to Printing Devices Using a Hub

This procedure explains how to connect a TCM to an HP JetDirect-compatible print server and
printer by using a hub. You can use standard communication cables for these connections.

You do not need to install the printer drivers that may have come with the print server and
printer packages.

Procedure

1 If the print server and printer packages have installation programs, install them on the
TriStation PC.

2 Follow the instructions that came with the packages, and run the diagnostic routines, if
available.

3 Record the IP address of the print server. You will need the IP address when configuring
the TCM printer.

4 Connect the printer to the print server, and connect the print server to a hub. Connect

the hub to a TCM Ethernet port (NET 1 or NET 22).

HP JetDirect-Compatible
Print Server

Centronics-Compatible Tricon Controller
Printer
Ethernet
Standard
Printer Cable T
Ethernet Cable | =1
Ethernet Cable :

>T=Z
o

S

20+

Other Network
Connections

Figure 32 Connecting the Tricon TCM to a Printer Server and Printer Using a Hub

2. TCM models 4351/4351A/4351B and 4352/4352A /4352B only. NET 2 is reserved for OPC
communication on model 4353 and 4354 TCMs.
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Configuring a Tricon TCM Port for Printing

This procedure explains how to configure a Tricon TCM port that is connected to a Centronics-
compatible printer. You do not need the printer driver that may have come with the printer
package.

Note Because NET 2 is reserved for OPC communication, you cannot configure this port for
printing with model 4353 and 4354 TCMs. The printer port can be configured on NET 1
only for these TCMs.The information and procedures in this section do not apply to
model 4351 and 4352 TCMs. If you have one of these TCMs installed in your system,
please see Appendix C, TCM Model 4351 /4352 Configuration.

Procedure

1 In TriStation 1131, open your project, expand the Controller tree, double-click
Configuration, and expand Hardware Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.

3 (lick the Printer tab.

.|

.
TCMIOPC Setup X

Network | Time Sync | Serisl Pots | Pesr-toPeer | Modbus TCP Printer | Routing | Protocols | Access List|

r Left Slat

Printer Phink Server
Mumber 0 TCP Port [3100
Netwoke ¢ MET1 & NET2

Line widthe |80 1P Address 0.0 0.1
(characters]

r Right 51

Printer Print Server

Murnber. 0 TCP Part 9700

Network: " NETT @& METZ

Line widthe |80 1P Address 0.0 0.1
(characters]

Impott Export oK. Cancel ‘ Help ‘

4 Specify these properties for the module installed in the Left Slot.

Property Action

Printer Number  Enter the number for the printer; can only be 5 or 10. Both slots
cannot have the same printer number. The default is 0, meaning a
printer is not configured.

Line Width Enter the number of characters to be printed on a line. The valid
range is 80-132 characters. The default is 80 characters.

TCP Port Enter the number of the TCP port for the print server. The default
Number is 9100 for an HP printer.
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Property Action

Network Click the network that the print server is connected to. For model
4351A/4352A and 4351B/4352B TCMs, the default is NET 2.

For model 4353 and 4354 TCMs, the defaultis NET 1 (NET 2 is not
available for printing on these TCMs).

IP Address Enter the IP address of the print server.

5 If amodule is also installed in the Right Slot, repeat step 4 for that module.
6 Click OK.

About Function Blocks for Printing

A TriStation 1131 application must use print function blocks to send messages to a printer.

Each print function block has a PRINTER parameter which specifies the port number where the
printer cable is connected.

* For a Tricon EICM or TCM port, the PRINTER parameter must be 5 for a left EICM or
TCM port, or 10 for a right EICM or TCM port. (Other EICM or TCM ports cannot be
used for printing.)

* The PRINTER parameter must be the same number as is defined in TriStation 1131.

Each time a message is printed, the print function blocks in the TriStation 1131 application are
executed and the scan time increases.

This table lists the print function blocks in the Tricon libraries.

Print Function Block Purpose

PRINT _BOOL Prints a three-character field containing either Off or On.
PRINT _CDT Prints the current date and time.

PRINT_CRLF Prints a new line (carriage return and line feed).
PRINT_CTOD Prints the current time of day.

PRINT_DINT Prints a DINT value.

PRINT_REAL Prints a REAL value.

PRINT_STRING Prints a string of text.

PRINTR_FLUSH Clears the print buffer.

See the TriStation 1131 Libraries Reference for more detailed information about the print function
blocks.
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Setting Tricon Controller IP Addresses

When communication between a TriStation PC and a Tricon controller occurs over a network,
the IP address of the controller must be specified on the communication module.

If the controller is not part of a larger network, it may be possible to use the default IP address
set when the TriStation 1131 project is downloaded (assuming the correct node number and
default IP address are specified in the project).

If you cannot use a default address, there are other ways to set an IP address on a network. All
begin with asking the network administrator for the intended IP addresses. The easiest way is
to use a Reverse ARP (RARP) server that has been programmed in advance with the intended
addresses. Other ways include temporary connection of the TriStation PC to a non-Ethernet
module during downloading.

All the procedures for setting the IP address are based on the assumption that the Tricon
controller includes at least one communication module with an Ethernet port connected to a
network.

To use the procedures, you should know how to:
* Connect the Tricon controller to a network

¢ Connect the TriStation PC to the controller

* Configure the TriStation 1131 project with the node number of the controller and the IP
address

For more information, see the Communication Guide for Tricon v9-v10 Systems.

Note Typically, Triconex controllers are located on their own subnet which is connected to a
larger network such as a DCS. Your network administrator can set up the subnet for
compatibility with the Triconex default IP addresses and can program any routers that
lie between the DCS and the Triconex subnet with addressing information about the
Triconex controllers.

Topics include:

* Using the Default IP Address for TriStation Communication on page 473
* Setting a Tricon Controller IP Address Using a RARP Server on page 474
* Setting a Tricon Controller IP Address Using an EICM or TCM on page 475

* Testing a Network Connection on page 476
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Using the Default IP Address for TriStation Communication

This procedure explains how to use the default IP address for network communication between
a Tricon controller and a TriStation PC.

Procedure

1

10

11

12

13
14

Connect the Tricon controller to the network using the NET 2 port on the ACM, NCM,
or TCM.

Power up the controller.

Connect the TriStation PC to the network, or directly to a NET 2 port on the ACM, NCM,
or TCM.

In the TriStation 1131 project, expand the Controller tree, double-click Configuration,
and then click TriStation Communication.

On the TriStation Communication screen, verify the IP Address is:
* 192.168.1.1 (Tricon ACM, NCM, or TCM)

If the controller includes two communication modules, the default address applies to
both modules.

Note The left and right modules in ACM or NCM slots use the same 48-bit physical
MAC address and cannot be connected to the same network.

On the Controller tree, click Configuration.

Expand Hardware Allocation, click the slot where the communication module is
installed, and then click Setup.

If a communication module is not installed, insert a communication module, and then
click Setup.

In the Setup dialog box, enter the same IP address specified on the TriStation
Communication screen.

If the Tricon controller includes a redundant communication module, enter the same IP
address for the other slot.

On the Controller tree, click the Controller Panel. From the Commands menu, click
Connect.

Wait about 40 seconds for the module to reset and become active.
When the module is active, the Active indicator is green.

On the Commands menu, click Download All to download the TriStation 1131 project
to the Tricon controller.

On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.
Type the command ping followed by the IP address to be tested.
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For example, for an IP address of 206.32.216.43, enter this:
ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.

Note If youreceive a Request timed out reply, check your network cable and port connections
to verify they are securely connected, verify your configuration settings are correct, and
then retry the ping command.

Setting a Tricon Controller IP Address Using a RARP Server

This procedure explains how to set the IP address of a communication module using a RARP
server on the local network. To use this procedure, the network administrator must program the
RARP server with the intended IP address for the controller. If this is not possible, use another
method to set the IP address.

Procedure
1 Give the network administrator the MAC address, which is:
40-00-00-00-00-00 (Tricon)

2 Ask the network administrator for the IP address that is to be used for the Tricon
controller.

3 Connect the Tricon controller to the network through a network port on the
communication module.

4 Power up the controller.

During initialization, the communication module sends a request to the RARP server for
an IP address that has been mapped to its own 48-bit MAC address.

Note The left and right modules in ACM or NCM slots use the same 48-bit physical
MAC address and cannot be connected to the same network.

On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.

6 Enter the command ping followed by the IP address to be tested. For example, for an IP
address of 206.32.216.43, enter this:

ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.

Note If you receive a Request timed out reply, check your network cable and port
connections to verify they are securely connected, verify your configuration
settings are correct, and then retry the ping command.

7 Connect the TriStation PC to the network, or directly to a network port on the
communication module.
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10
11

In the TriStation 1131 project, expand the Controller tree, click Configuration, and then
click TriStation Communication.

On the TriStation Communication screen, specify the Node Number of the controller
and the intended IP address.

On the Commands menu, click Connect. Wait until the connection is made.

On the Commands menu, click Download All to download the TriStation 1131 project
to the controller.

Setting a Tricon Controller IP Address Using an EICM or TCM

This procedure explains how to set the IP address of the Tricon controller by initially connecting
the TriStation PC to an EICM or TCM serial port, and downloading the TriStation 1131 project.
After the address is set, you can disconnect the TriStation PC from the EICM or TCM serial port,
and reconnect it to a NET 2 port on the ACM, NCM, or TCM.

Procedure

1

0 N o uv

10
11

Ask the network administrator for the IP address to be used for the ACM, NCM, or
TCM.

Connect the TriStation PC to a serial port on the EICM or TCM.

Connect the controller to the network using the NET 1 or NET 2 port on the TCM. On
the ACM or NCM, use the NET 2 port.

In the TriStation 1131 project, configure the following;:

* The EICM or TCM serial port and NET 2 Ethernet ports
* The node number and node name of the controller

* The intended IP address

Power up the controller.

On the Controller tree, click Controller Panel.

On the Command menu, click Connect To.

On the Connect To screen, select the Serial Port option and the COM port to which the
TriStation cable is connected.

Connect to the Tricon controller and download the TriStation 1131 project.

The ACM, NCM, or TCM initializes (resets) and accepts the IP address that you specify
in the TriStation 1131 project.

On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.

Enter the command ping followed by the IP address to be tested. For example, for an IP
address of 206.32.216.43, enter this:

ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.
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Note If you receive a Request timed out reply, check your network cable and port
connections to verify they are securely connected, verify your configuration
settings are correct, and then retry the ping command.

12 If the IP address is set, you can disconnect the TriStation PC from the EICM or TCM
serial port, and connect it to a NET 2 port or to the network.

Testing a Network Connection

This procedure explains how to test a connection from a Tricon communication module to a
network by using the ping command from an MS-DOS command prompt.

The test is performed on the TriStation PC. Before doing the test, you must have set the IP
address of the communication module on the network.

Procedure
1 On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.

2 Type the command ping followed by the IP address to be tested. For example, for an IP
address of 206.32.216.43, enter this:

ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.

TriStation 1131 Developer’s Guide, 4.10.1



Trident and Tri-GP Communication with
TriStation 1131

Overview

Configuring the TriStation PC

Connecting to the Trident or Tri-GP 2.x/3.x Controller for the First Time
Connecting to the Trident or Tri-GP Controller via a Serial Connection
Connecting to the Trident or Tri-GP Controllervia a Network Connection
Specifying the Trident or Tri-GP Default Connection Type

Controlling Access to the CM or CIM

Configuring Trident or Tri-GP Controller Printing

Setting Trident or Tri-GP Controller IP Addresses

478
480
483
484
489
506
507
514
521

TriStation 1131 Developer’s Guide, 4.10.1



478 Chapter 6 Trident and Tri-GP Communication with TriStation 1131

Overview

This figure shows the main steps for setting up TriStation 1131 communication and the typical
order in the project cycle. Communication setup can be done anytime before implementation.

Set Up the Project

Develop the
Application

Test with the
Emulator

Fix Errors

Errors?

Configure the
Controller

- Establish the physical connection

Set Up TriStation

B - Configure the connection to the TriStation PC
Communication

- Set node and IP address of the controller

Implement on
the Controller
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TriStation 1131 Communication Steps

This checklist includes the items that can be or should be performed to set up communication
between a TriStation PC and a Trident or Tri-GP controller.

Description See

Connect to a Trident 1.x MP * Connecting the Trident 1.x MP to a TriStation
PC on page 490

Connect to a Trident 1.x CM ¢ Connecting the Trident 1.x CM to the TriStation
PC on page 494

Connect to a Trident/Tri-GP 2.x CM or ¢ Connecting to the Trident or Tri-GP 2.x/3.x

MP Controller for the First Time on page 483

* Connecting the Trident or Tri-GP 2.x/3.x
Controller to a TriStation PC on page 499

[J Connecttoa Trident/Tri-GP 3.x CM, * Connecting to the Trident or Tri-GP 2.x/3.x
CIM, or MP Controller for the First Time on page 483

* Connecting the Trident or Tri-GP 2.x/3.x
Controller to a TriStation PC on page 499

Configure user access to the Trident 2.x * Controlling Access to the CM or CIM on

or Tri-GP CM page 507

Configure user access to the Trident or * Controlling Access to the CM or CIM on

Tri-GP 3.x CIM page 507

Set up printing ¢ Configuring Trident or Tri-GP Controller
Printing on page 514
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Configuring the TriStation PC

This section explains the setup required for a network connection from the TriStation PC.
Topics include:

* Installing a NIC Card in a TriStation PC on page 480
* Installing DLC or TCP/IP Protocol on a TriStation PC on page 480

Note If you will only be connecting to the Trident or Tri-GP controller via a serial connection,
you can skip this section. Please note, however, that the preferred method of connecting
the TriStation PC to the Trident or Tri-GP controller is via a network connection.

Installing a NIC Card in a TriStation PC

This procedure explains how to install a network interface card (NIC) in a TriStation PC to be
connected to a Trident or Tri-GP MP or CM.

Procedure

1 Install the network interface card by following the manufacturer’s instructions. Do not
change the factory default settings on the NIC card.

2 Connect the network interface card directly to a CM or MP network port on the Trident
or Tri-GP controller, or to an Ethernet hub.

3 Run the diagnostics provided with the network interface card according to the
manufacturer’s instructions.

Installing DLC or TCP/IP Protocol on a TriStation PC

These procedures explain how to install DLC or TCP/IP protocol on a TriStation PC.

* The DLC protocol is required only for connecting to a Trident 1.x MP.
* The TCP/IP protocol is required for Trident or Tri-GP CM connection.

Installing TCP/IP on Windows XP or Windows Server 2003
1 On the Start menu, click Control Panel, and then double-click Network Connections.

2 Right-click the network connection where you want to install the protocol, then click
Properties.

3 Do one of the following;:

* On the General tab, if the TCP/IP protocol is checked on the list of installed
components, it means the protocol is installed and you are finished with this
procedure.

» If the TCP/IP protocol is not checked, go to the next step to continue the
installation.

4 On the General tab, click Install.
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5
6

In the Select Network Component Type dialog box, click Protocol, and then click Add.
Click the TCP/IP protocol, and then click OK.

Installing TCP/IP on Windows 7 or Windows Server 2008 R2

1

g A w N

On the Start menu, click Control Panel, open Network and Internet, and then click
Network and Sharing Center.

In the Network and Sharing Center, click Manage Network Connections.
Right-click the network connection you want to change, and then click Properties.
If prompted, enter the administrator’s password or confirm the operation.

On the Networking tab, under This connection uses the following items, click Internet
Protocol Version 4 (TCP/IPv4), and then click OK.

Note Internet Protocol Version 4 (TCP/IPv4) must be installed to allow a TriStation
1131 application to connect to a Trident or Tri-GP controller. Do not install
Internet Protocol Version 6 (TCP/IPv6).

Installing DLC on Windows XP, Windows Server 2003/2008 or Windows 7

Installing the DLC protocol on a Windows XP, Windows Server 2003, Windows Server 2008 R2
(32-bit only), or Windows 7 (32-bit only) workstation is a 3-step process. The DLC protocol
cannot be installed on Windows 64-bit systems. As a result, you cannot connect to a Trident 1.x
MP on a Windows 64-bit system.

Note

If you have already installed the DLC protocol on your workstation, you can configure
it to start automatically each time you start your workstation by changing a registry
value. Go to HKEY_LOCAL_MACHINE\SYSTEM\ ControlSet001\ Services\ DIc, and
then change the Start value to 1.

Step 1: Download the DLC Protocol Installation Program

1

Open your Internet browser, and enter the following URL in the address field:
http:/ /www.microsoft.com/downloads/

In the Search for a Download section, perform a search for “DLC Protocol” and then go
to the download page for the DLC protocol for Windows XP.

Follow the instructions on the download page to start the download process.
When prompted, save the dlc.exe file to your local drive.

When the download is complete, double-click the self-extracting dlc.exe file to unzip the
five DLC protocol files.

Save the files to alocation on your local drive that will be easy to remember (for example,
C:\DLCQ).
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Step 2: Modify the .INF File

1

5

Go to the location where you saved the DLC protocol files in step 4 of the previous
section.

Right-click on NetDLC.inf, and select Open with from the shortcut menu that appears.
Then select Notepad from the Open with dialog box and click OK. The .inf file opens in
Notepad.

Scroll down until you see the following section:

H
[DLC_sService_Inst]
Displayhame
serviceType
StartType
Errorcontral

*¥DLC_Descik

1 ;SERVICE_KERNEL_DRIVER
3 ; SERVICE_MAMUAL_START
1 ;SERVICE_ERROR_MORMAL

serviceBinary ¥L2%ndlc. sys
Addre Addreg_Service_Inst
Description ¥DLC_Desck

[Addreg_Service_Inst]
HER, "Parameters", , ¥FLG_ADDREG_KEYOMLYY,

Change the value for StartType from 3 to 1. This ensures that the DLC protocol will start
automatically each time you start your workstation.

Save the file and then exit Notepad.

Step 3: Configure the DLC Protocol Network Connection

1

A W N

0 N o U

Go to the location where you saved the DLC protocol files in Step 1.
Double-click install.cmd to start the installation script.
On the Start menu, click Control Panel, and then double-click Network Connections.

Right-click the network connection where you want to install the protocol, then click
Properties.

On the General tab, click Install.
In the Select Network Component Type dialog box, click Protocol, and then click Add.
Click the DLC Protocol, and then click OK.

Once installation is complete, you can close the Network Connections dialog box.
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Connecting to the Trident or Tri-GP 2.x/3.x Controller
for the First Time

The first time you connect to the Trident or Tri-GP 2.x/3.x controller, you are limited to the
following two connection options:

* Serial connection to the communication module (CM or CIM), or

* Network connection to the Left MP, using the default IP address only

You cannot connect to the controller via a network connection to the CM/CIM or the Right or
Middle network ports on the MP until you have completed all of the following tasks:

* Configure the CM/CIM and/or MP (Right and Middle ports) network connection in
TriStation 1131, including configuring your own IP addresses for the desired network

port(s).
*  Successfully connect to the controller via the first-time connection options described
above.

*  Download your application to the controller using the Download All command.

Once your application — with the IP addresses for the other MP and / or CM/ CIM network ports
correctly configured —has been downloaded to the controller, you can disconnect from the
Trident or Tri-GP controller and reconnect using your desired network connection.

Note After you have successfully configured your network configuration for the CM/CIM
and/or the Right and Middle MP, you can change the default IP address for the Left MP
to your desired IP address for future network connections.

Connecting Via the Serial Connection (Recommended)

Invensys recommends using the serial connection for the initial connection to the Trident
2.x/3.x or Tri-GP controller because it is less complex to configure and thus easier to
successfully connect to the CM/CIM through the serial port.

Once you have successfully connected to the CM/CIM and downloaded the initial
configuration to the Trident or Tri-GP controller via the serial connection, you can go back and
configure the more complex network connection, without worrying about losing the ability to
communicate with the controller altogether. See Connecting to the Trident or Tri-GP Controller
via a Serial Connection on page 484 for more information.

Connecting via the Left MP Network Port

If you need to use a network connection for the initial connection to the controller, you must
connect using the default IP address (192.168.255.n) with the Left MP.

Your own IP addresses for other MP and CM/CIM modules cannot be used for connecting to
the controller until your application — with the IP addresses for the other MP and/or CM/CIM
network ports correctly configured —has been downloaded to the controller at least once, using
the Download All command. See Connecting to the Trident or Tri-GI’ Controllervia a Network
Connection on page 489 for more information.
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Connecting to the Trident or Tri-GP Controller via a
Serial Connection

This section explains how to make a direct (point-to-point) serial connection between a Trident
or Tri-GP 2.x/3.x communication module and a TriStation PC.

Note You cannotconnect the TriStation PC to the Trident 1.x controller via a serial connection.
See Connecting to the Trident or Tri-GP Controllervia a Network Connection on
page 489 for instructions on connecting the TriStation PC to a Trident 1.x.

Port 3 on the CM and CIM is the only serial port that supports TriStation communication. If port
3 on the CM or CIM fails, you can connect to TriStation 1131 using the NET 1 or NET 2 port; see
the Communication Guide for Trident v2-v3 Systems for more information.

Topics include:
*  When to Use the Trident or Tri-GP Serial Connection on page 484
* Connecting a Trident or Tri-GP 2.x/3.x Serial Port to a TriStation PC on page 486
* Configuring the TriStation 1131 Serial Connection on page 487

When to Use the Trident or Tri-GP Serial Connection

The preferred means for connecting the TriStation PC to the Trident or Tri-GP controller is via
a network connection. Invensys recommends connecting the TriStation PC to the Trident or
Tri-GP controller via a serial connection only in the following scenarios.

Connecting to the Trident or Tri-GP Controller for the First Time

The first time you connect to the Trident or Tri-GP controller, Invensys recommends making a
serial connection to the communication module, because it is less complex to configure and thus
easier to successfully connect to the communication module through the serial port.

Once you have successfully connected to the communication module and downloaded the
initial configuration to the Trident or Tri-GP controller via the serial connection, you can go back
and configure the more complex network connection without worrying about losing the ability
to communicate with the controller altogether.

See Connecting to the Trident or Tri-GP 2.x/3.x Controller for the First Time on page 483 for
more information.

Connecting to the Trident or Tri-GP Controller When the Network Is Down

When network communication has been interrupted due to hardware or other problems with
the network, the serial connection can be used as a backup means of communicating with the
Trident or Tri-GP controller. Once the network problems have been resolved, you should
restore the network connection to the Trident or Tri-GP controller.
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Connecting to the Trident or Tri-GP Controller When the Access Control List
has Been Misconfigured

If you misconfigure the access control list, you could accidentally lock yourself out of a network
connection to the Trident or Tri-GP controller. Once you enable client access control by selecting
the Enable Access List check box, you must configure at least one client with TriStation
Read/Write access before you save the configuration.

If this is not done, you will be unable to connect to the Trident or Tri-GP controller again after
your next download, preventing you from making further changes to the application running
on the controller, including changes to the access control list. If this happens, you can use the
serial connection to connect to the Trident or Tri-GP controller and download changes to the

access control list.

See Controlling Access to the CM or CIM on page 507 for more information.
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Connecting a Trident or Tri-GP 2.x/3.x Serial Port to a TriStation PC

This procedure explains how to connect serial port 3 on the Trident or Tri-GP 2.x/3.x
communication module to a TriStation PC.

Invensys provides a serial cable that has a 9-pin connector on each end. If the COM port on the
PC has a 25-pin connector, you can use a Triconex 25-pin to 9-pin adapter. If you need other
parts, you can purchase them from another manufacturer. For more information, see the
Communication Guide for Trident v2-v3 Systems.
Procedure

1 Connect one end of the serial cable to serial port 3 on the CM or CIM.

2 Connect the other end of the serial cable to a COM port on the TriStation PC. The COM
port is typically numbered COM1, COM2, COM3, or COM4.

TriStation PC, Rear View
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Figure 33 Connecting a Trident or Tri-GP 2.x/3.x CM Serial Port to the TriStation PC
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Configuring the TriStation 1131 Serial Connection

This procedure explains how to configure a Trident or Tri-GP 2.x/3.x communication module
serial port that is connected to a TriStation PC.

Procedure 4 TriStation Communication
Selent C ti
1 EXpand the COI‘[tI‘OHeI' tree/ double_ T:::atin:n::::n':mumcate with the controller over a nebaork, serial, or main processor park

click Configuration, and then click
TriStation Communication.

2 Specify these properties on the

TriStation Communication screen. NodeNunber [ [E]  IPadiess [T T BT
Note The data displayed on this Node Nane: [TRINGDED3
screen iS used by Tristation TriStation UDF Port Mumber. Only Available with Trident/Tri-GP v2x and later
1131 Only to Connect to a Node Number.  The number specified by the addiess plug on the MP baseplate
|P Address: The internet protocal address of the module [e.g. 192.168.1.1]
Trident or Tri_GP Mode Name:  Any alphanumeric name up to 20 characters.

communication port. The data

that you enter will not be co et
downloaded to the Trident or
Tri-GP controller. -
Trigtation PC
Serial Port [ £om1 I |

connection, depending on your system version.

See Help for specific information about the types of connections available for each
Trident/Tri-GP wersion, and then select the connection(s] you'll be using,

[ Metwork Connection [ ¥ Serial Connection [Trident/Tri-GP
v2.# and later only]

Metwork, Connection Setup

Baud R ate:

Default Connection
‘when you connect to the controller, which connection would you like to use as

the default?

e o # Serial Connection
Property Action
Serial Connection Select this check box.

(Trident/ Tri-GP
2.x and later only)

Node Name

Serial Port

Enter the name of the Trident or Tri-GP controller. You can use a
default name, or enter your own user-defined name. The default
names are TRINODEQ1 through TRINODE®63.

Select the COM port on the TriStation PC to which the serial cable
is connected.

You cannot change the default baud rate of 115200.

3 On the Configuration tree, expand Hardware Allocation, double-click CM or CIM, and

then click Setup.

4 Specify these properties on the Serial Ports tab of the CM or CIM Setup dialog box.

Property Action

Port Select the port that the TriStation PC is attached to. You must select port 3,
as this is the only serial port supported for TriStation 1131 connection.

Protocol Select TriStation.
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5 Click OK.
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Connecting to the Trident or Tri-GP Controllervia a
Network Connection

This section explains how to make a network connection between a Trident or Tri-GP
communication module (CM or CIM) or main processor (MP), and a TriStation PC. This can be
a direct connection from the Trident or Tri-GP controller to the PC, or a connection through a
router, hub, or media converter. A router or hub is not required if you do not need to connect
any additional devices besides the Trident or Tri-GP controller and the PC.

To set up the connection, you must:
* Install a network interface card and the TCP/IP protocol on the PC.
* Set the node number of the controller.
* Connect the PC to a network port on the communication module or MP.

* Configure the connection in the TriStation 1131 project.

The node setting (on the MP Baseplate) must match the node number
CAUTION specified in the TriStation 1131 project. For instructions on changing the
MP node setting, see the Planning and Installation Guide for Trident v2-v3
Systems.

For instructions on installing a network interface card and the TCP/IP protocol on the TriStation
PC, see Configuring the TriStation PC on page 480.

Topics include:
¢ Connecting the Trident 1.x MP to a TriStation PC on page 490
¢ Connecting the Trident 1.x CM to the TriStation PC on page 494
e Connecting the Trident or Tri-GP 2.x/3.x Controller to a TriStation PC on page 499

Note If you are connecting the Trident or Tri-GP 2.x/3.x controller to the TriStation PC via
serial port, see Connecting to the Trident or Tri-GP Controller via a Serial Connection on
page 484.
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Connecting the Trident 1.x MP to a TriStation PC

This section explains how a Trident 1.x MP can be used for a network connection to a TriStation

PC using the DLC protocol. This can be a direct connection from the MP to the PC, or a
connection through a hub on a network.

Communication between the Trident 1.x MP and the TriStation PC requires the DLC protocol
to be installed on the PC. For more information, see Configuring the TriStation PC on page 480.

Topics include:

* Directly Connecting a Trident 1.x MP to a TriStation PC on page 490
* Connecting a Trident 1.x MP to a TriStation PC Using a Hub on page 491
* Configuring the TriStation 1131 Connection on page 492

Note If you are connecting the Trident 1.x controller to the TriStation PC via the CM, see
Connecting the Trident 1.x CM to the TriStation PC on page 494.

Directly Connecting a Trident 1.x MP to a TriStation PC

This procedure explains how to directly connect a TriStation PC to a network port on a Trident
1.x MP Baseplate using a 10BaseT cross-over cable.

Procedure

1 Attach one end of the cross-over cable to one of the RJ-45 connectors on the MP
Baseplate. This is typically MP A, as shown in the figure.

2 Attach the other end of the cross-over cable to the network interface card in the PC.

TriStation PC, Rear View

fﬁo\%

MP Baseplate with Modules
A

-]

©0

|

Connector

Cross-Over (Channel A)
: Network Adapter Card

Figure 34  Connecting the TriStation PC to a Trident 1.x Main Processor
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Connecting a Trident 1.x MP to a TriStation PC Using a Hub

This procedure explains how to connect a Trident 1.x MP to a TriStation PC using a 10BaseT
straight-through cable and a hub.

Procedure

1 Attach at least one 10BaseT straight-through cable from an R]-45 connector on an MP
Baseplate to the hub.

Note Using more than one cable provides redundancy for the TriStation connection. If

you use only one cable during live operation, you have to unplug it and move it
to another RJ-45 connector if the original connection fails.

2 Attach the network interface card in the TriStation PC to the hub using another 10BaseT
straight-through cable.

Trident MP Baseplate with Modules
A

® &
@

]
g
z

TROOER

TriStation PC, Rear View

Tl
&2 vl |

Connecton

? Ll

> External Ethernet Network

|: Network Adapter Card

Figure 35 Connecting the TriStation PC to the Trident 1.x Main Processor Using a Hub
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Configuring the TriStation 1131 Connection

This procedure explains how to configure a Trident 1.x MP connection to a TriStation PC.

Procedure

A TriStation Communication

Select Connections

1 Expand the Controller tree, and double- = o o
TriStation can communicate with the contraller aver a network, serial, or main processor part
Cth Conflguratlon connection, depending on your spstem version,

See Help far specific information about the types of connections available for each Trident
version, and then select the connection(s] woull be using.

2 On the Configuration tree, click
TriStation Communication.

I Network Connection

Metwork Connection Setup
3 Specify these properties on the TriStation | tatenmeer 5| Pagsess [0 0 0
Communication screen. Node Name: [TAINODEZS

TriStation UDP Port Mumber:

Mode Mumber.  The number specified by the address plug on the MP baseplate.
IP Addiess: The internet protocol address of the madule [2.g. 192.168.1.1).
Mode Mame:  Any alphanumeric name up ta 20 characters.

tain Processor Connection Setup

. 8 Select the Main Processor module that is connected
 Left € Middle ¢ Right to your PC netwark, adapter.

TriStation PC

The number of the PC network adapter connected to the contraller.  |f
NIC Index. |0 wou are not sure, ty zero.

Tristation PC
Serial Port: ] The port on the PC that will be
connected to the contraller,
Baud Rate: ’—_l

Default Connection
‘when vou connect to the contraller, which connection would you like to use as

the: default?
i ¥ Main Processor >
Property Action
Select Connection Select the Main Processor Connection (Trident 1.x only)
check box.
Node Number Enter the number specified on the address plug on the MP
Baseplate.
Node Name Enter a name with eight or fewer characters to identify the
Trident controller.
Main Processor Select Left, Middle, or Right to specify which MP port is
Setup connected to the TriStation PC.
NIC Index Enter the index position of the network interface card in the

TriStation PC.

Note The data displayed on this screen is used by TriStation 1131 only to connect to a
Trident communication port. The data that you enter will not be downloaded to
the Trident controller.

4 Onthe Configuration tree, expand Hardware Allocation, and then double-click the Main
Processors (MP/IOP1).

In the Properties dialog box, click Setup.
6 In the MP Setup dialog box, click the Network Ports tab.
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MP Setup X

Operating Parameters  Network Ports l Serial Ports]

Left TriStation Port
Tranzceiver Part
Made: f* RJ45 r
TriStation J

Transceiver Mode:
|10 Mbps Half Duplex ~|

tiddle TriStation Port
Tranzceiver Part
tode: * Rl45 )

TriStation J

Trangceiver Mode:
|10 Mbps Half Duplex -

Right TriStation Fort
Tranzceiver Part
Made: v RJ45 .

TriStation J

Trangceiver Mode:
|10 Mbps Half Duplex -]

0k | Cancel | Help |

7 For the port that is physically connected to the TriStation PC (Left, Middle, or Right)
specify the Transceiver Mode to match the installed hardware.

8 C(lick OK to save your changes.
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Connecting the Trident 1.x CM to the TriStation PC

This section explains how to configure a Trident 1.x CM connection to the TriStation PC. Topics

include:

* Directly Connecting a Trident 1.x CM to a TriStation PC on page 494
* Connecting a Trident 1.x CM to a TriStation PC Using a Hub on page 495

* Configuring the TriStation 1131 Connection on page 496

Note If you are connecting the Trident 1.x controller to the TriStation PC via the MP, see

Connecting the Trident 1.x MP to a TriStation PC on page 490.

Directly Connecting a Trident 1.x CM to a TriStation PC

This procedure explains how to directly connect a Trident 1.x CM to a TriStation PC using a

cross-over cable.

For a NET 1 port, you must use a 10BaseT cable. For a NET 2 port, you can use either a 10BaseT
or 100BaseTX cable. On the CM baseplate, you can attach the cable to an RJ-45 connector or to a
MAU. For information about MAUs, see the Communication Guide for Trident v1 Systems.

Procedure

1 Attach one end of a cross-over cable to a NET 1 or NET 2 connector on the CM baseplate,

as shown in this example.

2 Attach the other end of the cross-over cable to the network interface card in the

TriStation PC.

TriStation PC, Rear View

T
&

A
J®

CM Baseplate with Modules

RJ-45
Connector
(NET2o0n
Right CM)

|

Cross-Over Cable

Network Adapter Card

Figure 36 Connecting the TriStation PC Directly to a Trident 1.x CM
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Connecting a Trident 1.x CM to a TriStation PC Using a Hub

This procedure explains how to connect a Trident 1.x CM to a TriStation PC using a straight-
through cable and a hub.

For a NET 1 port, you must use a 10BaseT cable. For a NET 2 port, you can use either a 10BaseT
or 100BaseTX cable. On the CM baseplate, you can attach the cable to an RJ-45 connector or to a
MAU. For information about MAUs, see the Communication Guide for Trident v1 Systems.

Procedure

1 Attach one end of a straight-through cable to a NET 1 or NET 2 connector on the CM
baseplate.

2 Attach the other end of the straight-through cable to a network hub, as shown in the
example below.

3 Connect the TriStation PC to the hub using another straight-through cable.

CM Baseplate with Modules

&/ O

TriStation PC, Rear View

RJ-45
Connector

L

G5 @5
CaY

Straight-Through Cables
N
f Hub

i FTT TN
© O:s0 (PP PEpEy
Cill © TOBASET x

Network Adapter Card k
To External Ethernet Network

[

Figure 37 Connecting the TriStation PC to a Trident 1.x CM Using a Hub
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Configuring the TriStation 1131 Connection

This procedure explains how to configure a Trident 1.x CM connection to a TriStation PC.

Before you begin this procedure, you must determine the IP address to use for the CM. If the
connection goes through a gateway or a router, you also need IP addresses for those devices.
Typically, you can get the necessary IP addresses from your network administrator or
Information Technology department. See Setting Trident or Tri-GP Controller IP Addresses on

page 521.

Procedure

1 Expand the Controller tree, and
double-click Configuration.

2 On the Configuration tree, click
TriStation Communication.

3 Specify these properties on the

TriStation Communication screen.

L TriStation Communication

Select Connections

TriStation can communicate with the controller over a netwark, serial, or main processor port
connection, depending on wour system version.

See Help for zpecific information about the twpes of connections available for each Trident
wergion, and then select the connection(s] vou'll be wsing.

¥ Metwork Connection [ Main Processor Connection [
[Trident +1.% only)

Metwork Connection Setup

Mode Mumber: |28 IP Address: | 192 . 168 . 255 . 28

MNode Mame: |TRINODE2E

TriStation UDP Port Mumnber:

Mode Mumber:  The number specified by the address plug on the MP bazeplate.
IP Address: The intemet protocol address of the module [e.g. 192.168.1.1).
Mode Mame:  Any alphanumeric name up to 20 characters.

M ain Processor Connection Setup

= i i

—

Trigtation PC
Serial Part: ] The part o the PC that will be
conhnected to the contraller.
Baud R ate: ,—_|

Default Connection
When you connect ta the controller, which connection would you like to uze as

the: default?
& MNetwork Connection - -
Property Action
Select Connection Select the Network Connection check box.
Node Number Enter the number specified on the address plug on the MP
baseplate.
Node Name Enter a name that contains eight or fewer characters to

identify the Trident controller.

IP Address Enter the IP address.

Note The data displayed on this screen is used by TriStation 1131 only to connect to a
Trident communication port. The data that you enter will not be downloaded to

the Trident controller.

4 On the Configuration tree, double-click the CM (COM: CM).
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5 In the Properties dialog box, click Setup.

CM Setup

X

Metworl: lSeriaI F'arts] F'rinter] Hauting]

Slot Selection| — Metl/Met2 Configuration Options

MHetl Met2
& Left Slot tode: tode:
¢ Right Slol PEER-TO-PEER | |DPEN NETwORK =]
Frivilege
" Read f Readfrite
Tranzceiver Port Tranzceiver Port
+ RJ45 O Mal + RJ45 O Mal
Transceiver Mode: Transceiver Mode:
10 Mbps Half Duplex j Auto-Megohiate

IP Address:

/0. 0. 0.0
IP Subriet b ask:

/0. 0. 0.0
Default Gateway IP Address:
/0. 0. 0.0

" On Metl enable time synchronization with Trident Mazter Mode

" On Met2 enable time synchronization with Trident Master Mode
* Mone

oK | Cahcel | Help |

6 Specify these properties for the NET 1 or NET 2 port, depending on which is connected
to the TriStation PC.

Property Action

Slot Selection Select Left Slot or Right Slot, depending on which slot contains
the module that is connected to the TriStation PC.

Mode For the TriStation connection, select Open Network.

For each CM on a baseplate, you can select Open Network for
either NET 1 or NET 2, but not for both ports.

Privilege Select Read or Read/Write to specify access privileges for
external devices on the network.

A TriStation 1131 application must use the Privilege option in
conjunction with the MP.REMOTE_WRT_ENBL control
attribute (and possibly other write controls) to enable writes by
external devices.

Transceiver Port  Select RJ-45 or MAU depending on the type of CM baseplate
port to which you have physically attached the TriStation cable.
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Property

Action

Transceiver
Mode

IP Address

IP Subnet Mask

Default Gateway
IP Address

Time
Synchronization

Select the Auto mode if the TriStation cable can auto-negotiate
to either 10 or 100 megabits per second.

If your cable operates at only one speed, select the appropriate
speed from the list.

If using the default node number, do not change this property
(leave blank).

If using a different node number, enter the IP address that
identifies the controller on the network. This must be the same
address you entered in step 2.

Get the subnet mask from your network administrator.

If the CM connection to the TriStation PC goes through a
default gateway, enter the IP address of the gateway.

Select None. This property does not apply to TriStation
communication.

7 Click OK to save your changes.
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Connecting the Trident or Tri-GP 2.x/3.x Controller to a TriStation PC

This section explains how to connect the Trident or Tri-GP 2.x/3.x controller to the TriStation
PC via a network port on the communication module (CM or CIM) or MP.

If you will be using the default IP address for the Trident or Tri-GP controller
(192.168.255.<node>), you must connect the controller to the TriStation PC via a network port on
the Left MP. The network ports on the Middle MP, Right MP, and CM/CIM do not have default
IP addresses; you must configure the IP addresses for these ports based on your network
configuration.

If you want to be able to retrieve communication status information from the CM/CIM, you
must connect the controller to the TriStation PC via a network port on the CM/CIM.

Note If the TriStation PC is connected only to the MP, you will not be able to view
communication status information in the Enhanced Diagnostic Monitor. See the
Enhanced Diagnostic Monitor User’s Guide for more information.

If you will be connecting to the Trident or Tri-GP 2.x/3.x controller for the
CAUTION very first time via a network connection, you must use the default IP
address (192.168.255.<node>), and connect to the controller via the Left
MP.

See Connecting to the Trident or Tri-GP” 2.x/3.x Controller for the First
Time on page 483 for more information.

Topics include:

* Directly Connecting a Trident or Tri-GP 2.x/3.x Network Port to a TriStation PC on
page 500

* Connecting a Trident or Tri-GP 2.x/3.x Network Port to a TriStation PC Using a Hub
on page 501

e Configuring the TriStation 1131 Network Connection on page 502
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Directly Connecting a Trident or Tri-GP 2.x/3.x Network Port to a TriStation
PC

This procedure explains how to directly connect a Trident or Tri-GP 2.x/3.x communication
module or MP network port to a TriStation PC using a cross-over cable.

On the CM, for a NET 1 port, you must use a 10BaseT cable. For a NET 2 port, you can
use either a 10BaseT or 100BaseTX cable.

*  On the CIM, for a NET 1 or NET 2 port, you must use a 100BaseTX cable.

On the MP baseplate, for a TriStation port, you must use a 10BaseT cable.

Procedure

1 Attach one end of a cross-over cable toa NET 1 or NET 2 connector on the CM baseplate,
as shown in this example, or to a TriStation port on the MP baseplate.

2 Attach the other end of the cross-over cable to the network interface card in the

TriStation PC.
=D DED
o &2
00 7 Y

\
B %

)

"Wy
@ RJ-45

¢

Connector
(NET20n
RightCM) | |

Cross-Over (Channel A) : 1 Cross-Over Cable
Network Adapter Card ' | Network Adapter Card

I

Figure 38 Connecting the TriStation PC Directly to a Trident or Tri-GP 2.x/3.x MP (left) or CM
(right) Using a Hub
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Connecting a Trident or Tri-GP 2.x/3.x Network Port to a TriStation PC Using
a Hub

This procedure explains how to connect a Trident or Tri-GP 2.x/3.x communication module or
MP network port to a TriStation PC using a straight-through cable and a hub.

* Onthe CM, for a NET 1 port, you must use a 10BaseT cable. For a NET 2 port, you can
use either a 10BaseT or 100BaseTX cable.

*  Onthe CIM, for a NET 1 or NET 2 port, you must use a 100BaseTX cable.
*  On the MP baseplate, for a TriStation port, you must use a 10BaseT cable.

Procedure

1 Attach one end of a straight-through cable to a NET 1 or NET 2 connector on the CM
baseplate, or to a TriStation port on the MP baseplate.

2 Attach the other end of the straight-through cable to a network hub, as shown in the
example below.

3 Connect the TriStation PC to the hub using another straight-through cable.

Trident MP Baseplate with Modules . CM Baseplate with Modules
A

|

Tristation PC, Rear View
TriStation PC, Rear View

g

75 @
e
5

%

RJ-45
Connector

| e LILIU

©
©
(=]
(=]

@}f%

:
.

Bt

GG

a
8

Straight-Through Cables

B Oszuol . w

/ N\

Straight-Through Cables

K=¥L_ b
LTTITITT T T N
” 8 Qo @

N> External Ethernet Network

Network Adapter Card

Network Adapter Card &' To External Ethernet Network

Figure 39 Connecting the TriStation PC to a Trident or Tri-GP 2.x/3.x MP (left) or CM (right)
Using a Hub
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Configuring the TriStation 1131 Network Connection

This procedure explains how to configure a Trident or Tri-GP 2.x/3.x network connection to a

TriStation PC.

Before you begin this procedure, you must determine the IP address to use for the

communication module or MP. If the connection goes through a gateway or a router, you also
need IP addresses for those devices. Typically, you can get the necessary IP addresses from your
network administrator or Information Technology department. See Setting Trident or Tri-GP

Controller IP Addresses on page 521.

Procedure

1 Expand the Controller tree, and double-click Configuration.

2 On the Configuration tree, click TriStation Communication.

AL TriStation Communication

Select Connections

TriStation can communicate with the controller over a network, zerial, or main processor port
connection, depending on pour systemn wersion.

See Help for specific information about the types of connections available for each
Trident/Tri-GP wersion, and then select the connection(s] voull be using.

v Metwork Connection [ v Sernial Connection (Trdent/Tri-GP
w2« and later anly)

Metwork Connection Setup

Mode Mumber: |3 IP &ddress: | 192 . 1688 . 255 . 3

MNode Mame: |TRINODED3

TriStation UDP Port Mumber: {1502 Orily Awvailable with Trident/Tri-GP +2.% and later

Made Mumber:  The number specified by the addrazs plug on the MP bazeplate.
IP Address: The intemet protocol address of the module (e.g. 192.168.1.1).
Mode Mame: Any alphanumernic name up to 20 characters.

{+ i ]
Trigtation PC
. . ’—_I The port on the PLC that will be
Serial Part | COM1 T 1 connected ta the cantraller.
Baud Rate:

Drefault Connection

‘when vou connect to the controller, which connection would vou like to use az
the default?

0 " Serial Connection

3 Specify these properties on the TriStation Communication screen.

Property

Action

Select Connection

Node Number

Node Name
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Property

Action

IP Address

TriStation UDP Port
Number

Enter the IP address for the CM/CIM or MP network port
you will be connecting to. Each node has seven connection
options:

o Left MP

* Middle MP

« Right MP

* Left CM/CIM - NET 1

¢ Left CM/CIM - NET 2
* Right CM/CIM - NET 1
« Right CM/CIM - NET 2

The default IP address is 192.168.255.1, where 7 is the node
number of the controller. The default IP address is for
connection to the Left MP only.

To use the default IP address, click the browse D button,
and in the dialog box that appears, select the IP address for
the node you are configuring.

Note: Your own IP addresses for other MP and CM/CIM
modules cannot be used for connecting to the
controller until the control program — with the IP
address configuration —has been downloaded to
the controller at least once, using the Download All
Command. See Connecting to the Trident or Tri-GP
2.x/3.x Controller for the First Time on page 483
for more information.

Specify the UDP port to use for the connection to a Trident
or Tri-GP 2.x/3.x controller with a CM/CIM installed. The
default is 1502.

This must be the same value as the TriStation UDP Port
Number property in the CM/CIM Setup dialog box.

Required only for a connection to a Trident or Tri-GP
2.x/3.x node with a CM/CIM installed.

Note The data displayed on this screen is used by TriStation 1131 only to connect to a
Trident or Tri-GP communication port. The data that you enter will not be
downloaded to the Trident or Tri-GP controller.

Do one of the following:

* If the TriStation PC is connected to the CM/CIM, go to step 5.

* If the TriStation PC is connected to the MP, go to step 8.

On the Configuration tree, expand Hardware Allocation, double-click CM or CIM, and

then click Setup.
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CM Setup

X

Network \ Time Sync I Serial Ports I Peerrlc'Peer] Modbus TCP ] Prmterl Routing I Protocols ] Access Llsll

Slot Selection

(® Left Slot (" Mot Installed (@ Installed
(" Right Slot _NET1 _NET2
Transceiver Mode: Transceiver Mode:
‘ 10 Mbps Half Duplex ﬂ ‘Auto—Negcnate ﬂ
IP Address: IP Address
[ o 0 0 0 e 0 0 0
IP Subnet Mask: IP Subnet Mask:
[ 255 . 285 285 . 0 [ 255 285 255 . 0
Default Gateway IP Address: Default Gateway IP Address:
[0 .0 0 . 0 [0 .0 0 . 0

Show Advanced Options

Show Advanced Options

Import.. ‘ Export.. | oK | Cancel | Help |

6 On the Network tab of the CM/CIM Setup dialog box, specify these properties for the
NET 1 or NET 2 port, depending on which is connected to the TriStation PC.

Property Action

Slot Selection Select Left Slot or Right Slot, depending on which slot
contains the module that is connected to the TriStation
PC.

Installed Select this property for all installed modules.

IP Address If using a default IP address, leave blank.

If not, enter the IP address that identifies the controller
on the network. This must be the same IP address
entered on the TriStation Communication screen.

IP Subnet Mask If using a default IP Subnet Mask, leave blank.
Otherwise, get the subnet mask from your network
administrator.

Default Gateway IP If the CM connection to the TriStation PC goes through

Address a default gateway, enter the IP address of the gateway.

Go to step 13.

On the Configuration tree, expand Hardware Allocation, and then double-click the Main
Processors (MP/IOP1).

In the Properties dialog box, click Setup.
10 In the MP Setup dialog box, click the Network Ports tab.
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11

12

13

MP Setup

Left TriStation Port
b ade:

Dperating Parameters  Network Ports ] Serial Ports ]

TriStation

Transceiver Paort
e 5 i

Tranzceiver Mode:

I~

[10 Mbps Half Duples

riddle TriStation Port
taode:

|

|Tri5tati0n

Transceiver Part
+ RJ45 .

Transceiver Mode:

|10 Mbps Halt Duplex

Right TnStation Port
Mode:

|Tri8tati0n

Transceiver Part
f+ RJ45 .

Trahsceiver Maode:

10 Mbps Half Duplzs

IP Address:

192 .1

IP Addreszs:

63 . 285 . 28

a

IP Addreszs:

o. 0.0

a

oo .0

(%)

o=

Cancel |

Help

B

For the port that is physically connected to the TriStation PC (Left, Middle, or Right)

specify the Transceiver Mode to match the installed hardware.

Specify the IP address for the port. This must be the same IP address entered on the

TriStation Communication screen in step 3.

Click OK to save your changes.
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Specifying the Trident or Tri-GP Default Connection

Type

This procedure explains how to specify the default connection setting in the Connect To dialog
box, which appears when you establish communication between a TriStation PC and a
controller. The connection setting — Network, Serial, or Main Processor Connection —is an
initial setting and can be changed when you use the Connect command.

Procedure L TriStation Communication

Note

Select Connections

TriStation can communicate with the controller over a network, serial, or main processor port
connection, depending on pour system version.

. . See Help for zpecific information about the tppes of connections available for each
Expand the Conflguratlon tree/ Trident/Tri-GF version, and then select the connection(s] vou’l be using.
dOUble_Cth Conflguratlon’ and W Metwark Cannection [ ¥ Serial Connection [Trident/Tri-GP
then click TriStation winerEE el
Communication. Metwark Connection Setup
. Mode Number: |3 IP Address: | 192 0168 0 255 . 3
Verify that the Network —
. Mode Mame: |TRINODEO3
Connection Setup (for a network ode e |
connection), Main Processor TriStation UDP Port Mumber: |1502 Dnly Available with Trident/Tri-GP w2 and later

COHI’IeC’FIOI’I Setup‘ (fOI' ‘a MP Mode Humber:  The number specified by the address plug on the MP baseplate.

COﬂneCtlon), or TriStation PC (for |P &ddress: The internet protocol address of the module (2.0, 192.168.1.1).
. . . MNode Mame:  Any alphanumernic name up to 20 characters.

aserial Connectlon) propertles are

correctly configured.

i i i
See the following for additional
information: —
* Connecting to the Trident or —
. . . Trigtation PC
Tri-GP Controller via a Serial SerlPott [capT <] The potton the PC thauil e
) Tl connected to the contraller.

Connection on page 484

Blaud Fate:

Default Connection

* Connecting to the Trident or

TI'I-GP Controllerwa a ‘when pou connect to the controller, which connection would you like to use as
. the default?
Network Connection on
lﬁ " Serial Connection
page 489

Under Default Connection, select one of the following;:

* Network Connection

* Main Processor (for Trident 1.x only)

* Serial Connection (for Trident or Tri-GP 2.x/3.x only)

The next time you establish communication between the TriStation PC and the Trident
or Tri-GP controller, the default connection setting you selected will be used.

If only one connection type is selected under Select Connections, the default connection
is automatically set based on it, and cannot be changed.
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Controlling Access to the CM or CIM

The CM and CIM both feature an access control list that gives you the ability to control who can
access communication module resources through the module’s network ports, and each user’s
level of access. The access control list is available only with the following controllers:

e Trident and Tri-GP 2.x

e Trident and Tri-GP 3.x
Note The information in this section does not apply to Trident 1.x systems.
Topics include:

*  What Are Communication Module Resources? on page 507

e How Is Access Controlled? on page 508

*  What Are Access Levels? on page 508

e Configuring the Access Control List on page 511

What Are Communication Module Resources?

A resource is any service or information provided by the communication module through the
supported communications protocols. Examples of these resources include:

* Access to the controller via TriStation 1131 (ability to perform a Download Changes or
Download All).

* Access to Trident or Tri-GP diagnostic information via the Enhanced Diagnostic
Monitor.

* Access to information provided in applications such as SOE Recorder or DDE Server
that use the TSAA protocol.

* Access to any other applications that use the TSAA protocol.
* Access to the Trident or Tri-GP 3.x controller via OPC UA.

By default, TSAA clients have write access to the NET 1 and NET 2 ports
CAUTION on Trident or Tri-GP 2.x/3.x communication modules. Depending on
your configuration, this may create a security issue. To disable write
access by TSAA clients, you must enable and configure the access control
list.
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How Is Access Controlled?

Access is controlled via client IP addresses. You can control access for a single IP address (one
client), or for a group of IP addresses (a group of clients).

If you want to group clients into a single access list entry, they must be physically separated in
a sub-network, and a network address mask must be used to group them in the access list. A
network address mask of 255.255.255.255 restricts an access list entry so that it applies only to
the specific IP address identified in the entry. A network address mask of 255.255.255.0 applies
an access list entry to any client on the same subnet as the I address identified in the entry.
Other network address masks may also be used, depending on your network structure.

For example, if you want two clients with IP addresses of 192.168.1.134 and 192.168.1.65 to share
the same access permissions, and there are no other clients on the same subnet, you can group
them in the access list by setting the IP address for a single entry as 192.168.1.x and the network
address mask to 255.255.255.0.

For each IP address or group of IP addresses, you can set the access level, the protocols the client
can use to access the communication module, and the network ports the client can use to access
the communication module.

What Are Access Levels?

There are three levels of access:

* Deny Access: Prevents all access to resources provided by the communication module.
Connections to the Trident are not allowed.

* Read Only: Allows client to connect to the Trident or Tri-GP, and view information
provided via the communication module. Does not allow the client to change any
settings or perform certain commands.

* Read/Write: Full access. Allows client to view information provided by the
communication module, change settings, and perform all commands (including
Download Changes or Download All for TriStation 1131).

Access levels are configured by adding entries to the access control list. A maximum of 10
entries can be provided in the access list.

The same access level is applied to all selected protocols in a single access control list entry. If
you want to provide different access levels for a selected client depending on which protocol
they are using, you will need to create two separate entries in the access control list, one for each
protocol.

Access levels apply to all users using the PC assigned the IP address entered in the access control
list. This means if multiple users are using the same PC, they will all have the same access rights.
For example, every user using TriStation 1131 on a PC with a particular IP address would have
the same access rights to the communication module. Individual user access should be
controlled via workstation security; communication module access is controlled only at the IP
address level.
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Once you enable client access control by selecting the Enable Access List
CAUTION check box, yvou must configure at least one client with TriStation

y g
Read/Write access before you can save the configuration.

This ensures you will be able to connect to the Trident or Tri-GP again
after your next download, and allows you to make further changes to the
application running on the controller, including changes to the access
control list.

If necessary, you can also connect via a TriStation serial connection to
reconfigure the access control list. See Connecting to the Trident or Tri-GP
Controller via a Serial Connection on page 484.

Note If you are using the TSAA and/or TriStation protocols, you must enable and use access list control to
manage read/write access to specific ports. If you are using the serial and/or Modbus TCP protocols, you

can also use the Port Write Enabled property to manage read/write access to specific ports. See Port Write
Enabled on page 674.

Sample Access Control List and Resulting Access Control

The following table is a sample access control list, with the access control scenarios that would result if enabled
on a Trident or Tri-GP 3.x CIM.
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Table 41 Sample Trident or Tri-GP CIM Access Control List
Entry  IP Address Subnet Mask Protocol Network Access Level Resulting Access Control Sc
1 206.216.1.12 255.255.255.0 TriStation NET 2 Read/Write A client with an IP address of 2(
client on the same subnet) atterr
CIM using the TriStation protoc
granted Read/Write access.
2 206.216.1.12 255.255.255.0 TSAA NET 1 Read Only A client with an IP address of 2(
client on the same subnet) atterr
CIM using the TSAA protocol o
granted Read Only access.
3 192.168.1.05 255.255.255.255 TriStation NET 1 Deny Access A client with an IP address of 1
NET 2 to access the CIM using the TriS
NET 1 or NET 2 would be denie
4 192.168.1.09 255.255.255.255 TSAA NET 1 Deny Access A client with an IP address of 1
OPC UA NET 2 to access the CIM using TSAA o
or NET 2 would be denied acces
5 192.168.1.05 255.255.255.0 TriStation NET 2 Read Only A client with an IP address of 1¢
client on the same subnet) atterr
CIM using TriStation on NET 2
Read Only access.2
6 192.168.1.05 255.255.255.0 TSAA NET 2 Read Only A client with an IP address of 1
client on the same subnet) atterr
CIM using the TSAA protocol o
granted Read Only access. b
7 192.168.1.09 255.255.255.0 TriStation NET 2 Read/Write A client with an IP address of 1¢
TSAA client on the same subnet) atterr
CIM using TriStation, TSAA, or
OPCUA would be granted Read/Write ¢
8 0.0.0.0 0.0.0.0 All All Deny Access Access is denied for all IP addre
entries
1-7, using any protocol on NET
9 NULL NULL NULL NULL NULL None

a. If a client with the specific IP address of 192.168.1.05 attempts to access the CIM using the TriStation protocol on NET 2, the CIM will deny acc
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CIM evaluates the access control list be

inning from the top, and continuing through the list until it encounters an entry that applies to the IP

access. In this case, entry 3 specifically genies access to a client with the IP address of 192.168.1.05, so the CIM will deny access and not evalua

If a client with the specific IP address of 192.168.1.05 attempts to access the CIM using the TSAA protocol on NET 2, the CIM will deny access.
specifically denies access to a client with the IP address of 192.168.1.05, so the CIM will deny access and not evaluate the list any further.
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Configuring the Access Control List

This section describes how to enable access control on the CM or CIM and configure the access
control list for your selected clients. This does not apply to Trident 1.x systems.

When configuring the access control list, take care to organize your entries so that the most
specific are at the top, and the least specific are at the bottom. The last entry in the list should be
used to define the access level for unspecified clients.

The communication module evaluates the access control list from top (Entry 1) to bottom (Entry
10). The first match that the communication module makes (between the client’s network
parameters and those listed in an access control list entry) determines which entry is used to
authorize or deny access. If no match is found, the communication module automatically denies
all access.

Once you have enabled access control and configured the access control list, you must perform
a Download Changes for the access control to take effect.

Note After a Download Changes or Download All has been performed so that access control
on the communication module is enabled, all existing connections will remain
connected, even if the client’s access has been changed to Read Only or Deny Access. The
new access levels will not take effect until the client disconnects and attempts to
reconnect.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the CM or CIM, and then click Setup in the Item Properties dialog box.
The CM Setup or CIM Setup dialog box appears.
3 Click the Access List tab.
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CIM Setup x|
Network | Time Syne | Serial Ports | Peerto-Peer | Maodbus TCP | Prirter | Routing | Protocols ] OPC  Access List |
Slot Selection
& Left Slot |7 Enéble Access List . -
) WARNING! i you select this option, you MUST configure a client with TriStation
" Right Slot access. Failure to do so will prevent connection to the Trident/Tri-GP after your next
download. Click Help for more information.
Client Access List:
Client #01: 1P =0.0.0.0 Subnet = 255.255.255.0 Pemission = Access Denied JPY
Client #02: 1P =0.0.00 Subnet = 255.255.255.0 Pemission = Access Denied
Client #03: 1P =0.000 Subnet = 255.255.255.0 Pemission = Access Denied
Client #04: 1P =0.000 Subnet = 255.255.255.0 Pemission = Access Denied
Cony the Client #05: 1P =0.0.00 Subnet = 255.255.255.0 Pemission = Access Denied
Py Client #06: 1P =0.0.00 Subnet = 255.255.255.0 Pemission = Access Denied
cumert ligrt #I7- 1P =0 NN Siihnat - FRA IRA FRA Pammiceinn — Arnase Naniad
setup to 4 T r] ¥
other slot

- Client #01 Settings -

Client IP Address: Pemission Protocols Metwork
0.0.0.0 = Deny Access | | [~ TSAA [~ NET1
Network Address Mask: " Read Only [~ OPC [~ NET2
255 _ 255 255 . O " Read/Wite [~ TRISTATION
Update Client Entry Reset Cient Entry |
Reset Al |

Impaort... Export. .. QK | Cancel Help

4 Specity these properties.

Property Action

Slot Selection Select the slot where the module you want to configure an
access control list for is installed.

In most cases, you should create identical access control lists
for the modules in both slots.

Enable Access List Click to enable access control for this communication

Command module. If cleared, access control will be disabled and all
users can access communication module resources. The
default is cleared.

Client Access List Click on the entry for the client you want to configure or
change.

Client IP Address Specify the IP address of the client that you want to allow,
restrict, or deny access to the communication module.

Can be used in conjunction with the Client IP Subnet Mask

property to create groups of IP addresses with the same
access levels.
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Property Action
Client IP Subnet This property allows you to group IP addresses, so that you
Mask can create a single entry in the access control list for all IP

Permission

Protocol

Network

addresses on the subnet.
If needed, enter the IP address for the subnet. The default is
255.255.255.0.

Click the level of access to the communication module you
want to provide for the selected client.

If the application includes safety-critical outputs, you should
not set this property to Read/Write.

Note: Read Only is not supported for OPC UA on the
Trident/ Tri-GP CIM.

Select the protocol(s) that the selected client can use to access
the communication module.

Select the network(s) on which the selected client can access
the communication module.

Click Update Client Entry to save the settings for the selected client.

Repeat steps 4 and 5 for each client to be included in the access control list.

Note If necessary, click Reset Client Entry to reset the settings for the selected client to
the default, unconfigured state. Click Reset All to reset all entries in the access
control list to the default, unconfigured state.

If a communication module is installed in the right slot, do one of the following:

* In most cases, you should configure identical access control lists for the modules in
both slots. To do so, click Copy Current Setup to Other Slot.

* To configured different access control lists for the modules in the right and left

slots, repeat steps 4 through 6 for the module installed in the right slot.

Click OK to save your changes.
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Configuring Trident or Tri-GP Controller Printing

A Trident or Tri-GP controller can print brief ASCII text messages if a communication port is

connected to a printer and the TriStation 1131 application includes standard print function
blocks.

Print messages are typically used for alarms, status, and maintenance. A sample alarm message
might include the name of an analog input point, its time stamp and value, and a statement that
the value is out of range. If the Trident or Tri-GP system includes numerous controllers or is
connected to a DCS, alarms are typically displayed on an operator workstation.

To print from a Trident or Tri-GP controller, you must connect a communication module
network port to a print server that is connected to a printer; configure these devices in the
TriStation 1131 project; and use print function blocks in the TriStation 1131 application.

Topics include:

* Effect of Printing on Scan Time on page 514
* Devices for Trident or Tri-GP Controller Printing on page 514
* Directly Connecting a Trident or Tri-GP CM or CIM to Printing Devices on page 515

* Connecting a Trident or Tri-GP CM or CIM to Printing Devices Using a Hub on
page 516

* Configuring a Trident or Tri-GP CM or CIM for Printing Devices on page 517About
Function Blocks for Printing on page 520

Effect of Printing on Scan Time

Each time a message is printed, the print function blocks in the TriStation 1131 application are
executed and the scan time increases. Typically, the print function blocks are subject to
conditional execution, which means they are not executed every scan. When you set the scan
time in TriStation 1131, make sure it includes the execution time for all conditional statements
in the application.

If the scan time is not long enough, the execution of all conditional statements (when the
conditions are True) could result in scan-time overruns. You can minimize this problem by
limiting the amount of printer output. An alternative is to use a PC event logger such as the
Triconex SOE Recorder. For more information, see the SOE Recorder User’s Guide.

Devices for Trident or Tri-GP Controller Printing

At a minimum, the printing devices you can use with a Trident or Tri-GP controller are an HP

JetDirect®-compatible print server and a line printer for ASCII text. You can also use a router or
a hub.
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Print Server and Cables

A print server that is connected to a Trident or Tri-GP communication module must use the HP
JetDirect print protocol and operate at speeds of 10 or 100 megabits per second. Standard
communication cables are suitable for this connection.

You can purchase communication cables from other manufacturers. You must purchase print
servers elsewhere because Invensys does not supply them. Black-box cables and Hewlett-
Packard® print servers are examples of dependable network printing devices.

Invensys has tested these Hewlett-Packard print servers and can recommend them.

e HP JetDirect Ex Plus
e HP JetDirect 500X Series, model J3265A

Printers

You must select a printer that is compatible with your print server. The Trident or Tri-GP
controller prints ASCII text only, which does not include formatting or graphics, so a
Centronics-compatible printer is adequate. Laser printers are also suitable.

For more information, see the Communication Guide for Trident Systems.

Directly Connecting a Trident or Tri-GP CM or CIM to Printing Devices

This procedure explains how to directly connect a Trident or Tri-GP communication module
(CM or CIM) to an HP JetDirect-compatible print server and printer.

You can use standard communication cables for these connections.

Procedure

1 If the print server and printer packages have installation programs, install them on the
TriStation PC.

2 Follow the instructions, and run the diagnostic routines if available.
You do not need the printer drivers that came with the packages.

3 Connect the printer to the print server, and connect the print server to a CM/CIM
Ethernet port (NET 1 or NET 2).
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Trident or Tri-GP

HP JetDirect-Compatible
Centronics-Compatible Print Server
Printer

Standard
Printer Cable

Ethernet
Cross-Over Cable

Figure 40 Connecting a Trident or Tri-GP Communication Module to a Printer and Print Server

Connecting a Trident or Tri-GP CM or CIM to Printing Devices Using a Hub

This procedure explains how to connect a Trident or Tri-GP communication module (CM or
CIM) to an HP JetDirect-compatible print server and printer by using a hub. You can use
standard communication cables for these connections.

You do not need to install the printer drivers that may have come with the print server and
printer packages.

Procedure

1 If the print server and printer packages have installation programs, copy the programs
to the TriStation PC.

2 Follow the instructions that came with the packages, and run the diagnostic routines, if
available.

3 Connect the printer to the print server, and connect the print server to a hub. Connect
the hub to a CM/CIM Ethernet port (NET 1 or NET 2).

Trident or Tri-GP
Controller ‘

HP JetDirect-Compatible o
Centronics-Compatible Print Server Ethernet Cable |18

Printer

Standard
Printer Cable

Ethernet| Cable

Other Network
Connections

Figure 41 Connecting the Trident or Tri-GP CM/CIM to a Print Server and Printer Using a Hub
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Configuring a Trident or Tri-GP CM or CIM for Printing Devices

These procedures explain how to configure a Trident or Tri-GP CM or CIM port that is
connected to a print server and printer.

Network port configuration options differ depending on the target system version configured
for the project. Use the procedure that applies to your Trident or Tri-GP system version:

* Procedure for Trident 1.x Controllers on page 517

* Procedure for Trident or Tri-GP 2.x/3.x Controllers on page 518
For more information about the target system version, see Configuring the Trident or Tri-GP
Target System Version on page 365.
Procedure for Trident 1.x Controllers

1 Expand the Controller tree, and double-click Configuration.

2 On the Configuration tree, expand Hardware Allocation, double-click CM (COM: CM),

and then click Setup.

CM Setup @|
Metwark lSeriaI Ports] Plinter] Houting]

Slat Selection| — Met1/Met2 Configuration O ptions

Met! MNet2
& Left Slat Mode: tode:
“ Right Slot [u] F'r'- NET'/ORE, FEER-TO-PEER ﬂ
Privilege
" Read & ReadMwhite
Transceiver Part Transceiver Port
¢ RJAS O Mal « RJ45 1 Mal
Transceiver Mode: Transceiver Mode:
|'| 0 Mbpz Half Duplex ﬂ |Aut0-Neg0tiate ﬂ
IP Address:

0. 0. 0.1
IP Subnet Mazk:

[0 .0 .0, 0
Default Gateway |P Address:
0. 0. 0.1

" OnMetl enable time synchronization with Trident Master Node

" On Met? enable time synohronization with Trident Master Node
* MNone

QK. | Cancel | Help |

3 Specify these properties on the CM Setup Network tab.

Property Action

Slot Selection Select Left Slot or Right Slot depending on where the CM is
installed on the baseplate.

Mode For the NET 1 or NET 2 port, whichever is connected to the
printer, select the Open Network mode.
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4 Click the Printer tab.

3}

CM Setup

Network] Serial Ports  Printer l Houting]

Left Slot
" Mot Configured + Configured
Printer Frint Server
Murnber: 1 TCP Poet; (9100
Line width: |80 PAddesss | 0 , 0 . 0 , 0
[characters]
FRiight Slaot

Mo options available when neither Met1 nor Met2 in Metwork, configuration is
confiqured as OPEN NETWORE.

QK | Cancel | Help |

5 Specify these properties on the CM Setup Printer tab.

Property Action

Not Configured  Select Configured for the slot in which the CM is installed.
or Configured

Printer Number Enter a number from 1 to 10. This must be the same number that
is declared for the PRINTER parameter in print function blocks.

Line Width Enter the maximum printable line width for your printer, based
on the manufacturer’s specifications.

The most typical line widths are 80 characters and 132 characters.

TCP Port Enter the TCP/IP Port number that was defined by the
Number manufacturer of the print server.
IP Address Enter the 32-bit IP address of the print server on the network.

If the print server is not on the same subnet as the controller, you
must specify the destination address on the Routing tab of the CM
Setup dialog box.

6 Click OK to save the configuration.

Procedure for Trident or Tri-GP 2.x/3.x Controllers

1 InTriStation, open your project, expand the Controller tree, double-click Configuration,
and expand Hardware Allocation.

2 Double-click the CM or CIM, and then click Setup in the Item Properties dialog box.
The CM Setup or CIM Setup dialog box appears.
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3 Click the Printer tab.

r B

CM Setup

X

Network ] Time Sync ] Serial Ports l Peer—to-Peer] Modbus TCP  Prirter l Routing ] Protocols ] Access List ]

r Left Slot
Printer Print Server
Number: 0 TCP Port: |3100
Netwark: " NET1  NET2
Line Width: |80 PAddess: [ 0 . 0 . D . O
(characters)
r Right Slot
Printer Print Server
Number: TER Port:
Netwaork: o =
I__ine Width: |P Address: |
(characters)

Impaort... | Export... | QK | Cancel | Help |

4 Specify these properties for the module installed in the Left Slot.

Property Action

Printer Number  Enter the number for the printer; can only be 5 or 10. Both slots
cannot have the same printer number. The default is 0, meaning a
printer is not configured.

This must be the same number that is declared for the PRINTER
parameter in print function blocks.

Line Width Enter the number of characters to be printed on a line. The valid
range is 80-132 characters. The default is 80 characters.

TCP Port Enter the number of the TCP port for the print server. The default is

Number 9100 for an HP printer.

Network Click the network that the print server is connected to. The default is
NET 1.

IP Address Enter the IP address of the print server.

5 If amodule is also installed in the Right Slot, repeat step 4 for that module.
6 Click OK to save the configuration.
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About Function Blocks for Printing

A TriStation 1131 application must use print function blocks to send messages to a printer.

Each print function block has a PRINTER parameter which specifies the port number where the
printer cable is connected.

* For the Trident 1.x controller, the valid range is 1 through 10.

* For the Trident or Tri-GP 2.x/3.x controller, the PRINTER parameter must be 5 or 10.
The Left and Right CM/CIM ports cannot have the same PRINTER parameter.

* The PRINTER parameter must be the same number as is defined in TriStation 1131.

Each time a message is printed, the print function blocks in the TriStation 1131 application are
executed and the scan time increases.

This table lists the print function blocks in the Trident/ Tri-GP library.

Print Function Block Purpose

PRINT_BOOL Prints a three-character field containing either Off or On.
PRINT _CDT Prints the current date and time.

PRINT_CRLF Prints a new line (carriage return and line feed).

PRINT _CTOD Prints the current time of day.

PRINT_DINT Prints a DINT value.

PRINT_REAL Prints a REAL value.

PRINT_STRING Prints a string of text.

PRINTR_FLUSH Clears the print buffer.

See the TriStation 1131 Libraries Reference for more detailed information about the print function
blocks.
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Setting Trident or Tri-GP Controller IP Addresses

When communication between a TriStation PC and a Trident or Tri-GP controller occurs over a
network, the IP address of the controller must be specified on the communication module.

If the controller is not part of a larger network, it may be possible to use the default IP address
set when the TriStation 1131 project is downloaded (assuming the correct node number and
default IP address are specified in the project).

Note The Trident or Tri-GP 2.x/3.x default IP address applies to the Left MP only. See
Connecting to the Trident or Tri-GP 2.x/3.x Controller for the First Time on page 483 for
more information.

If you cannot use a default address, there are other ways to set an IP address on a network. All
begin with asking the network administrator for the intended IP addresses. The easiest way is
to use a Reverse ARP (RARP) server that has been programmed in advance with the intended
addresses. Other ways include temporary connection of the TriStation PC to a non-Ethernet
module during downloading.

All the procedures for setting the IP address are based on the assumption that the controller
includes at least one communication module with an Ethernet port connected to a network.

To use the procedures, you should know how to:

¢ Connect the Trident or Tri-GP controller to a network
¢ Connect the TriStation PC to the controller

* Configure the TriStation 1131 project with the node number of the controller and the IP
address

For more information, see the Communication Guide for Trident Systems.

Note Typically, Triconex controllers are located on their own subnet which is connected to a
larger network such as a DCS. Your network administrator can set up the subnet for
compatibility with the Triconex default IP addresses and can program any routers that
lie between the DCS and the Triconex subnet with addressing information about the
Triconex controllers.

Topics include:
e Using the Default IP Address for TriStation Communication on page 522
e Setting an IP Address Using a RARP Server on page 524
* Setting a Trident or Tri-GP Controller IP Address Using an MP Connection on page 525
* Setting a Trident 1.x Controller IP Address Using a CM Connection on page 526
* Specitying a Trident or Tri-GP CM/CIM Default Gateway on page 527

Specifying a Trident or Tri-GP CM/CIM for Network Routing on page 527

e Testing a Network Connection on page 528
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Using the Default IP Address for TriStation Communication

This procedure explains how to use the default IP address for network communication between
a controller and a TriStation PC.

Note If you have a Trident or Tri-GP 2.x/3.x controller, the default IP address applies only to
the Left MP network port. See Connecting to the Trident or Tri-GP 2.x/3.x Controller for
the First Time on page 483 for more information.

Procedure

1 Do one of the following, depending on your Trident or Tri-GP system version:
* Connect the Trident 1.x controller to the network using the NET 1 or NET 2 port on
the CM.
* Connect the Trident or Tri-GP 2.x/3.x controller to the network using the Left MP
network port.
2 Power up the controller.
Do one of the following, depending on your Trident or Tri-GP system version:
* Connect the TriStation PC to the network (all versions)
* Connect the TriStation PC directly to an Ethernet port on the CM using a cross-over
cable (Trident 1.x)
* Connect the TriStation PC to the Left MP network port using a cross-over cable
(Trident or Tri-GP 2.x/3.x)
4 In the TriStation 1131 project, expand the Controller tree, double-click Configuration,
and then click TriStation Communication.
5 On the TriStation Communication screen, verify the IP Address is:

e 192168.1.1 (Trident 1.x CM NET 1)
e 192.168.2.2 (Trident 1.x CM NET 2)

* 192.168.255.n, where n is the node number of the controller (Trident or Tri-GP
2.x/3.x Left MP)

If the Trident 1.x controller includes two communication modules, the default address
applies to both modules.

Note The Left CM and Right CM use the same 48-bit physical MAC address and
cannot be connected to the same network.

On the Controller tree, click Configuration.
Expand Hardware Allocation, and then do one of the following:

* (Trident 1.x) Click the slot where the communication module is installed, and then
click Setup. If a communication module is not installed, insert a communication
module, and then click Setup.

* (Trident or Tri-GP 2.x/3.x) Double-click the MP, click Setup, and then click the
Network Ports tab.
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8 In the Setup dialog box, enter the same IP address specified on the TriStation
Communication screen.

If the Trident 1.x controller includes a redundant communication module, enter the
same IP address for the other slot.

9 On the Controller tree, click the Controller Panel. From the Commands menu, click
Connect.

10 Wait about 40 seconds for the module to reset and become active.
When the module is active, the Active indicator is green.

11 On the Commands menu, click Download All to download the TriStation 1131 project
to the controller.

12  On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.
13 Type the command ping followed by the IP address to be tested.
For example, for an IP address of 206.32.216.43, enter this:
ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.

Note If youreceive a Request timed out reply, check your network cable and port connections
to verify they are securely connected, verify your configuration settings are correct, and
then retry the ping command.
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Setting an IP Address Using a RARP Server

This procedure explains how to set the IP address of a communication module using a RARP
server on the local network. To use this procedure, the network administrator must program the
RARP server with the intended IP address for the controller. If this is not possible, use another
method to set the IP address.

Procedure

1

10
11

Give the network administrator the MAC address, which is:
40-00-00-00-x-03 (where x is the Trident or Tri-GP controller node number).
Ask the network administrator for the IP address that is to be used for the controller.

Connect the controller to the network through a network port on the communication
module.

Power up the controller.

During initialization, the communication module sends a request to the RARP server for
an IP address that has been mapped to its own 48-bit MAC address.

Note The Left CM and Right CM use the same 48-bit physical MAC address and
cannot be connected to the same network.

On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.

Enter the command ping followed by the IP address to be tested. For example, for an IP
address of 206.32.216.43, enter this:

ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.

Note If you receive a Request timed out reply, check your network cable and port
connections to verify they are securely connected, verify your configuration
settings are correct, and then retry the ping command.

Connect the TriStation PC to the network, or directly to a network port on the CM or
CIM.

In the TriStation 1131 project, expand the Controller tree, click Configuration, and then
click TriStation Communication.

On the TriStation Communication screen, specify the Node Number of the controller
and the intended IP address.

On the Commands menu, click Connect. Wait until the connection is made.

On the Commands menu, click Download All to download the TriStation 1131 project
to the controller.
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Setting a Trident or Tri-GP Controller IP Address Using an MP Connection

This procedure explains how to set the IP address of the Trident or Tri-GP controller by initially
connecting the TriStation PC to an MP port and downloading the TriStation 1131 project. After
the address is set, you can disconnect the TriStation PC from the MP port, and reconnect it to a
network port on the CM or CIM.

Note

If you have a Trident or Tri-GP 2.x/3.x controller, the default IP address applies only to
the Left MP network port. See Connecting to the Trident or Tri-GP 2.x/3.x Controller for
the First Time on page 483 for more information.

Procedure

A w N

00 N o W

10
11

12

Ask the network administrator for the IP address to be used for the controller.
Connect the TriStation PC to a TriStation port on the MP Baseplate.

Connect the controller to the network through a network port on the CM or CIM.
In the TriStation 1131 project, configure the following:

* The MP and CM/CIM ports

* The node name and node number of the controller

* The intended IP address

Power up the controller.

On the Controller tree, click Controller Panel.

On the Command menu, click Connect To.

On the Connect To screen, click Main Processor Module Port and Left, Middle, or Right
for the MP port to which the TriStation cable is connected.

After connecting to the controller, download the TriStation 1131 project.

The CM initializes (resets) and accepts the IP address you specified in the TriStation 1131
project.

On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.

Enter the command ping followed by the IP address to be tested. For example, for an IP
address of 206.32.216.43, enter this:

ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.

If the IP address is set, you can disconnect the TriStation PC from the MP port, and
connect it to a network port on the CM/CIM or to the network.
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Setting a Trident 1.x Controller IP Address Using a CM Connection

This procedure explains how to set the IP address for a Trident 1.x CM by temporarily
configuring a default IP address for the CM, and assigning a default IP address to the TriStation

PC.

Procedure

1
2

10
11
12

13

14

15

16
17

Ask the network administrator for the IP address to be used for the CM.

Connect the Trident controller to the network using a network port (NET 1 or NET 2) on
the CM.

Connect the TriStation PC to a network port on the CM, using a direct or network
connection.

On the TriStation PC, use Windows procedures to set the I’ address of the PC to either
of the following;:

* 192.168.1.x if the PC is physically connected to a NET 1 port, where x is any unused
host number.

* 192.168.2.x if the PC is physically connected to a NET 2 port, where x is any unused
host number.

Wait for the TriStation PC to reset.
Open the TriStation 1131 project.

Expand the Configuration tree, click Configuration, and then click TriStation
Communication.

Specify the node name, node number, and the default IP address of the controller.

Use the Network tab on the CM Setup screen to specify the intended IP address for the
Ethernet port that is connected to the network.

Power up the Trident controller.
On the Controller tree, click Controller Panel. On the Command menu, click Connect To.

On the Connect To screen, click the Serial Port option and the COM port to which the
TriStation cable is connected.

Verity that Communication Module Port is selected and the default IP address is
displayed.

Connect to the controller and download the TriStation 1131 project. Wait for the
download to complete.

After the download is complete, TriStation 1131 displays the message, Connection
failed. The default IP address you specified in the node definition is invalid, and the
intended IP address of the CM is set.

On the TriStation PC, use Windows procedures to set the IP address of the PC to its
actual address on the network.

On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.
Enter the command ping followed by the IP address to be tested.
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18

19
20

For example, for an IP address of 206.32.216.43, enter this:
ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information. If the connection is not okay, the reply is Request timed out.

In the TriStation 1131 project, change the default IP address to the newly set IP address
of the TriStation Communication screen.

Use the Controller Panel to reconnect the TriStation 1131 project to the controller.

After the IP address is set on the network, you must reconfigure the IP address in the
TriStation 1131 project, and assign a valid IP address to the TriStation PC.

Specifying a Trident or Tri-GP CM/CIM Default Gateway

This procedure explains how to set the address of a default gateway for a controller that must
communicate with devices on another network. A default gateway is a router that forwards all
messages not addressed to stations within the local subnet.

Procedure

1 Expand the Controller tree and double-click Configuration.

2 On the Configuration tree, click Hardware Allocation to display the modules that are
configured for this system.

3 Double-click the CM or CIM icon to open the Properties dialog box, and click Setup to
display the configuration options for the CM or CIM.

4 On the Network tab, select Left Slot or Right Slot depending on which CM or CIM you
are configuring.

5 Do one of the following;:
* Ifyou have a Trident 1.x controller, for NET 1 or NET 2 (depending on which one is

connected the network), select Open Network from the list under Mode.

* If you have a Trident or Tri-GP 2.x/3.x controller, go to the next step.

6 In Default Gateway IP Address, enter the IP address of the default gateway that is
connected to the local subnet.

7 Click OK to save your changes.

Specifying a Trident or Tri-GP CM/CIM for Network Routing

This procedure explains how to specify routes to destinations outside the local network for
controllers that do not have access to a default gateway.

Each route must include an IP address for the destination, a subnet mask, and a gateway
address.

Procedure

1

Expand the Controller tree and double-click Configuration.
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2 On the Configuration tree, click Hardware Allocation to display the modules that are
configured for this system.

3 Double-click the CM or CIM icon to open the Properties dialog box, and click Setup to
display the configuration options for the CM or CIM.

4 Do one of the following:

* For a Trident or Tri-GP 2.x/3.x controller, click the Routing tab. For each route you
need to specify, enter an IP address in Destination IP Address, Destination IP
Subnet Mask, and Destination Gateway IP Address, and then click Update
Destination.

* For a Trident 1.x controller, click the Routing tab and enter an IP address under
Destination Address, Subnet Mask, and Gateway Address for each route that you
need to specify.

5 Click OK to save your changes.

Testing a Network Connection

This procedure explains how to test a connection from a CM or CIM to a network by using the
ping command from an MS-DOS command prompt.

The test is performed on the TriStation PC. Before doing the test, you must have set the IP
address of the communication module on the network.
Procedure

1 On the TriStation PC, from the Start menu, click the MS-DOS Command Prompt.

2 Type the command ping followed by the IP address to be tested. For example, for an IP
address of 206.32.216.43, enter this:

ping 206.32.216.43

If the network connection is made, the reply includes the IP address followed by byte
and time information.

If the connection is not okay, the reply is Request timed out.
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Overview

This figure shows the main steps for implementing an application, which is the last step in a
TriStation 1131 project.

<Set Up the ProjecD

Develop the
Application

Test with the
Emulator

Fix Errors

Yes

Errors?

No

Configure the
Controller

Set Up TriStation
Communication

- Test application on emulator

Implement on - Test application on offline system
the Controller - Commission the application

- Maintain the application
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Implementation Steps

This list includes steps for testing and maintaining an application.

Step See

(J Test on the Emulator * Using the Triconex Emulator for Testing on page 533

e The Triconex Emulator User’s Guide.

(J Teston the controller * Preparing to Download to the Controller on page 534
* Downloading to the Controller on page 535
* Verifying the Download to the Controller on page 538
* Monitoring Variables on the Controller on page 540
* Monitoring the Program Execution on page 541
* Adding Annotation for Variables on page 542
* Determining the Scan Surplus on page 543

* Setting the Scan Time for a Downloaded Application on
page 544

* Displaying Hardware Allocation Exceptions on page 546

(] Maintain an application * Steps for Downloading Changes on page 548
* Planning and Controlling Changes on page 549
* Commands Required with Application Changes on page 550
* Disabling Points on page 552
* Forcing Points on page 556
¢ Using the Download Changes Command on page 557
* Using the Download All Command on page 559
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Controlling the Operational Mode

This section describes the operational modes available on a controller. Although the
functionality is the same for Tricon, Trident, and Tri-GP controllers, the method of executing the
mode may be different. This table describes the mode and method.

Table 42  Tricon, Trident, and Tri-GP Controller Operational Modes

Mode Description

Run Controller runs the downloaded application with read-only capability.

Attempts to write to program variables by TriStation 1131, Modbus masters, or external
devices are rejected; however, an application may call gated access functions to enable
external writes during a designated window of time. For more information, see the
GATDIS and GATENB function blocks in the TriStation 1131 Libraries Reference.

* For Tricon controllers, the keyswitch must be set to RUN and the Run command
used.

¢ For Trident and Tri-GP controllers, the Run command must be used and the Set
Programming Mode option must be set to Disable Programming Control
Operations.
Program  Controller allows application loading, verification, and write access.

Allows Download All and Download Changes commands from TriStation 1131. Also
allows writes to program variables by Modbus masters and external devices.

* For Tricon controllers, the keyswitch must be set to PROGRAM.
* For Trident and Tri-GP controllers, the Set Programming Mode option must be set to
Enable Programming and Control Operations. (This is the default setting.)
Halt Controller stops running the application and retains the values of tagnames.
¢ For Tricon controllers, the Halt command is used.
¢ For Trident and Tri-GP controllers, the Halt command or the SYS_APP_HALT
function can be used.
Stop Controller stops reading inputs, forces non-retentive digital and analog outputs to zero,
and halts the application.

Retentive outputs return to the value they had before the Stop was issued. Stop mode is
recommended for installation and service of process-related equipment, but is not
required for service of the controller.

* For Tricon controllers, the keyswitch must be set to STOP.
* For Trident and Tri-GP controllers, the Stop command must be used.
Remote Controller runs the downloaded application and allows writes to program variables by
TriStation 1131, Modbus masters, and external devices.
Download All and Download Changes by TriStation 1131 are not allowed.
* For Tricon controllers, the keyswitch must be set to REMOTE.

* For Trident and Tri-GP controllers, Remote mode is set programmatically by
enabling write access using the SYS_SET_REMOTE_WRT_ENBL function block in a
program.
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Using the Triconex Emulator for Testing

The Triconex Emulator software allows you to emulate, execute, and test TriStation 1131
applications without connecting to a Tricon, Trident, or Tri-GP controller.

Using the Emulator, you can test your applications in an offline environment, without exposing
your online processes to potential application errors.

The latest version of the Emulator is installed with TriStation 1131; however, because the
Emulator is a separate application from TriStation 1131, you can update it at any time without
having to re-install TriStation 1131.

You access the Emulator via the Emulator Control Panel in TriStation 1131. Using the Emulator,
you can emulate the following Triconex controller modules, communication modes, and
TriStation 1131 application features:

Tricon Communication Module (TCM)
Trident or Tri-GP Communication Module (CM)
Trident or Tri-GP Communications Integration Module (CIM)

TSAA protocol communication, including support for DDE and SOE clients, and
multicasting (DDE clients only)

Sequence of Events (SOE) blocks, data generation, and response

Modbus TCP Master and Slave communication

Peer-to-Peer (including Enhanced Peer-to-Peer) communication over UDP
Process alarm function blocks

System status function blocks for MP and I/O modules, including system state
transitions

Disabling of points

Download Changes and Download All commands

Do not have the Emulator Control Panel open at the same time as you are

A WARNING| connected to a controller. Connecting to both the Emulator and a

controller simultaneously could result in commands meant for the
Emulator being sent to the controller, or vice-versa.

For detailed information and instructions for testing your application using the Triconex
Emulator, see the Triconex Emulator User’s Guide, included on the TriStation 1131 CD, or
available from the Invensys Global Customer Support website.
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Controller Testing

This section explains how to test on the controller, which is usually done when the controller is
physically connected to field instruments either in a test facility that simulates the system
(Factory Acceptance Test), or at the site while the control process is offline (Site Acceptance

Test).

The logical hardware configuration in TriStation 1131 must be completed and must match the
physical configuration.

Topics include:

Preparing to Download to the Controller on page 534
Downloading to the Controller on page 535

Verifying the Download to the Controller on page 538
Monitoring Variables on the Controller on page 540

Monitoring the Program Execution on page 541

Adding Annotation for Variables on page 542

Determining the Scan Surplus on page 543

Setting the Scan Time for a Downloaded Application on page 544
Displaying Hardware Allocation Exceptions on page 546

Preparing to Download to the Controller

The Download All command is used to load an application to the controller. Before you begin
the download process, please take note of the following:

The first time you connect to the Trident 2.x/3.x or Tri-GP controller to download your
application, you must connect either via a serial connection or via the Left MP, using
the default IP address. See Connecting to the Trident or Tri-GP 2.x/3.x Controller for
the First Time on page 483 for more information.

If the target system version configured for the project does not match the system
version of the Tricon, Trident (2.x/3.x only; does not apply to 1.x systems), or Tri-GP
controller you are trying to connect to, you will be unable to connect to the controller.
The target system version specified in the project must be the same as the system
version of your controller.

For instructions on changing the target system version in your project, see Configuring
the Tricon Target System Version on page 298 or Configuring the Trident or Tri-GP
Target System Version on page 365.

Performing a Download All operation will cause the CIM’s OPC UA server to
temporarily cease communication and restart. Existing OPC clients will be
disconnected, and will need to reconnect to the OPC UA server once the download is
complete.
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Downloading to the Controller

This procedure explains how to use the Download All command to load an application to the
controller. A best practice is to rebuild the application before downloading it.

This procedure can be used for testing when the controller is connected to simulation field
devices or the control process is offline. This procedure can also be used to run the application
when the control process is online.

Procedure

1 Open the Controller workspace, expand the Configuration tree, and double-click the
Controller Panel.

2 On the Commands menu, click Connect .

The Connect To dialog box shows the default communication setting.

Connect To... | x|

Contect to:

Mode Mame: |

" Tridert/Tri-GP Serial Port: |
Baud Rate: |

Led Lef L

f* Mebwork Connection Part

TriStation LIDP Park Murnber: 1502

™ Use Secure Communication

| |IP &ddress: 192.168.255.3 Node:3

ok | Cance|| Help |

3 If needed, change the connection type and then click OK.

For more information, see Specifying the Tricon Default Connection Type on page 458
or Specifying the Trident or Tri-GP Default Connection Type on page 506.

Note If you enabled secure communication on the Trident or Tri-GP 3.x Operating
Parameters screen, the default connection type will automatically use secure
communication to connect to the controller if a CIM is installed. If you do not
want to use secure communication for this connection, clear the Use Secure
Communication check box. See Secure Communication on page 271 for more
information.

4 Enter the connection password if required.
Do one of the following;:

* For Tricon controllers, ensure the keyswitch is turned to PROGRAM. This is the
factory setting.

* For Trident or Tri-GP controllers, ensure the mode is Enable Programming and
Control Operations. This is the default setting. (To view this setting, on the
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Commands menu, click Set Programming Mode, and then click Enable
Programming and Control Operations.)

6 On the Commands menu, click Download All .

7 To start the application, click Run IEI

8 Do one of the following;:

* For Tricon controllers, turn the keyswitch to RUN (to start the program on the
controller) or to REMOTE (to start the program and allow external devices to write
to tagnames or aliases).

¢ For Trident or Tri-GP controllers, set the mode to Run and disable Download
commands by doing this: On the Commands menu, click Set Programming Mode,
and then click Disable Programming and Control Operations.

Changes to the Project Version and State After Downloading to the
Controller

Downloading to the controller changes the project’s downloaded version and, if a Download
All was performed, its download state.

Note See the Triconex Emulator User’s Guide for detailed information about the impact of

downloading to the Emulator on the project’s version.

Changes to the Project’s Downloaded Version

After the download to the controller is complete, the major or minor downloaded version of
your project is incremented. (For example, in version 3.7, the major version is 3 and the minor
version is 7.)

* A Download All operation increments the major version, and resets the minor version
to 0.

* A Download Changes operation increments the minor version.

Project version changes made due to download operations can be viewed in the Project History
dialog box. See View Project History Command on page 738.

Note Performing a download to the Emulator changes the downloaded version for the
Emulator, but not the downloaded version for the controller. A project that has not yet
been downloaded to the controller, but has been downloaded to the Emulator, will have
a project version of 0.0.x, where x is the EmulatorCount value.

Project Version Rules
The project’s downloaded version is different for the Emulator and the controller.

* The controller downloaded project version is the last version of the project file (.pt2)
downloaded to the controller. The version is provided in the format major.minor (for
example, in version 3.7, the major version is 3 and the minor version is 7).
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* The Emulator downloaded project version is the last version of the project file (.pt2)
downloaded to the Emulator. The version is provided in the format
major.minor.EmulatorCount (for example, in version 3.7.12, the major version is 3, the
minor version is 7, and the EmulatorCount is 12).

— The major.minor version is the same as the last controller downloaded project
version.

— The EmulatorCount value is incremented sequentially after either a Download All
or a Download Changes to the Emulator.

Changes to the Project Download State

After a Download All to the controller is complete, the download state of the project is changed
to the Download Changes state.

Downloading a project to the Emulator changes the project’s downloaded version (by
incrementing the EmulatorCount value), but it does not change the project’'s download state.

The project state displayed in the Status Bar applies only to the controller; it has no impact on
the project’s ability to be downloaded to the Emulator. However, the Download Changes
command will not be enabled for the Emulator until you have performed a Download All of the
project on the Emulator at least once. Thus, it is possible that a project is in the Download All
state for the controller, but can still be downloaded to the Emulator using the Download
Changes command.

When the controller is in the Download Changes state, all rules that pertain to projects in the
Download Changes state will apply (see Commands Required with Application Changes on
page 550).

Note Using the Change State to Download All command will change the download state for
both the controller AND the Emulator to Download All. See Change State to Download
All Command on page 579.
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Verifying the Download to the Controller

Once you've downloaded your application to the controller, you may want to verify that the
program elements on the controller are the same as those in the TriStation 1131 project. You can
perform this download verification manually, or you can enable automatic download verification,
so that verification occurs after every Download All or Download Changes operation.

Note To enable automatic download verification, see Specifying Automatic Download
Verification on page 41.

Download verification can be a useful troubleshooting tool, assisting you in determining if there
are errors in specific application POUs.

During the download verification process, TriStation 1131 retrieves the program elements from

both the controller and the project file, and then performs a binary comparison. Each
comparison results in a pass or fail status message. The following items are compared:

Element

Description

Project versions

Control program
status

System variables

I/0O address

Module
configuration

Symbol table and
conversion table

Programs
Functions
Program

information

Certificate table

Compares the project version on the controller to the project version in the
project file.
Compares the following control program elements:

* Program version

* Program name

* Download time

Compares the configured system variables on the controller to those in the
project file.

Compares the I/ O point addresses on the controller to those configured in the
project file.

Compares the modules configured in the controller to those in the project
file’s hardware allocation.

Compares internal application information on the controller to the
information in the project file.

Compares each program in the project’s Implementation list to the
corresponding project on the controller. Once each individual program is
compared, an overall program verification status message appears.

Compares the function data on the controller to the functions configured in
the project file.

Compares the program information on the controller to the same information
in the project file.

Compares the certificate data on the controller with the certificate data in the
project file. Applies only to Trident or Tri-GP 3.x controllers with a CIM
installed.

Note Because the SOE configuration contains dynamic data, SOE configuration information

is not compared during the verification process.
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Procedure

1 Connect to the controller and download an application, as described in Preparing to
Download to the Controller on page 534.

2 Once the download is complete, remain connected to the controller.
On the Commands menu, click Download Verifier.

Note The Download Verifier command is available only while you are connected to a
controller.

The verification process starts immediately and a progress bar appears. As each
program element is verified, a pass/fail message appears in the Message View area.

Download verification is complete when an overall “download verification pass/fail”
message appears.
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Monitoring Variables on the Controller

This procedure explains how to monitor and enable or disable variables while the application
is running on the controller.

Monitoring and disabling variables should only be done if the controller

CAUTION is not connected to a live system or if maintenance is being performed.
Procedure
1 Connect to the controller and download an application, as described in Preparing to
Download to the Controller on page 534.
2 Drag the function blocks and variables you want to monitor to the sheet.
3  On the Commands menu, click Run IEI or Single Step || 4 |.
Note When you click Single Step, the application executes for one scan only. As a
result, Modbus Master and Peer-to-Peer behavior can be unpredictable when
Single Step is applied.
4 To enable or disable a variable, double-click the variable and click Enable or Disable.
Item Properties [ x] I
EQI E I Variable \fﬂ«nnutatiu:un \
Selection: (=TT tfidth———
Type: DINT _+| _|
Wanable List o
Set Walue: P1_CountLimit
ﬁaau Confirm |
Disable | Enable | [ annotate
5 Continue testing, as needed.
Note While monitoring variables on the controller, you may occasionally see a question mark

(?) instead of the variable’s actual value. This is normal and should resolve itself within
the next few scans. The question mark appears only when TriStation does not know the
actual value of the variable. This can occur in situations when the list of variables is being
updated (for example, when you've scrolled down the variables list, or resized the sheet
view) and TriStation 1131 does not have enough communications bandwidth to display
all the new values in one scan.
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Monitoring the Program Execution

This procedure explains how to display the program execution, which shows the program
executing on the controller.

Procedure
1 Connect to the controller and download an application, as described in Preparing to
Download to the Controller on page 534.
2 On the controller tree, expand Programs, and click the program you want to test.
3 Click Display Program Document .
4 To view the program execution, on the Commands menu, click Run III or Single Step

[»i].

Note When you click Single Step, the program executes for one scan only. As a result,
Modbus Master and Peer-to-Peer behavior can be unpredictable when Single
Step is applied.

To quit running the program, click Disconnect .

False Valu True Value
in Green rin Red

GRS Ana s S A0
G#ASEAAASS

Figure 42 Sample Program Running on the Controller

Note While monitoring the program execution, you may notice that although you have

enabled color monitoring, colors are not appearing for the BOOL inputs and outputs on
the logic sheet. This typically occurs when you are monitoring large programs with
many tagnames.

If TriStation 1131 does not have enough communications bandwidth to display all the
data being sent by the controller, color monitoring will be unavailable.
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Adding Annotation for Variables

This procedure explains how to add an annotation to a variable, which allows you to specify
information displayed while the program is executing. The annotation can include text and
macros.

Procedure

1

Connect to the controller and download an application, as described in Preparing to
Download to the Controller on page 534.

On the Commands menu, click Run II‘

If needed, drag variables to be tested onto the sheet.

Double-click a variable, and select the Annotate check box on the Variable tab.

Item Properties

m Variable \T.&.nnntatiu:un j

Selection: |ExAMPLES_ENO_FED.SHOW_END Width

Tupe: BOOL jJ

Y ariable Lizt
SetWalue: SHOW _EMO
FaLSE Canfirm

Point dizable not permitted [+ Annotate

]

Click the Annotation tab.

EF' EI (Variahle T/Annutatinnj

EPGM_LOCAL Type annotation text here.
Y'ou may u=e macrog in
wour annotation kext. Press
the buttan below ta wiew
the available macroz.

Macros. ..

Click the Macros button to change the macro identified with the annotation.

To copy a macro, click the macro name and press Ctrl+C. To paste the macro, close the
Edit Macros dialog box, click in the Annotation area, and press Ctrl+V. You can also
enter text with the macros.

Continue testing, as needed.
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Determining the Scan Surplus

This section explains how to determine the scan surplus, which indicates whether the actual
scan time required to execute the application uses less time or more time than the requested scan
time in the project. The actual scan time will always be equal to or greater than the requested
scan time.

*  When the actual time is equal to the requested time, the scan surplus is positive, which
means the scan time setting can be decreased.

* When actual time is more than the requested time, the scan surplus is negative, which
means the scan time should be increased to ensure that communication errors do not
occur.

For more information, see Setting the Scan Time for a Downloaded Application on page 544.

The calculated scan surplus is an average based on the last 100 scans. The Triconex Enhanced
Diagnostic Monitor (sold separately) displays information to determine scan surplus, including
the Requested Scan Time, Actual Scan Time, and Scan Surplus for an application. For more
information, see the Enhanced Diagnostic Monitor User’s Guide.

Positive Scan Surplus

A positive scan surplus means the application executes in less time than the requested scan time.
For example, if the requested scan time is 150 milliseconds, and the actual scan time is 100
milliseconds, there is a positive scan surplus of 50 milliseconds.

* If the surplus is 20 milliseconds or 10 percent of the actual scan time, do nothing.

* If the surplus is greater than 20 milliseconds or 10 percent of the actual scan time,
decrease the number for the scan time. In this example, the scan time could be set to 130
milliseconds.

Note Even when the actual scan time is less than the requested scan time, the Actual Scan
Time displayed in the Enhanced Diagnostic Monitor will always appear as the same as
the Requested Scan Time. In this case, you should use the value displayed for the Scan
Surplus to determine if you can reduce your requested scan time.

Negative Scan Surplus

A negative scan surplus means the actual scan time is greater than the requested scan time. For
example, if the requested scan time is 150 milliseconds, and the actual scan time is 200
milliseconds, there is a negative scan surplus of 50 milliseconds.

* If the surplus is negative, increase the number for the requested scan time by the
negative amount plus 20 milliseconds. In this example, the scan time should be set to
220 milliseconds.

Scan Surplus and Process Alarms

It is possible for an application to report a positive scan surplus, but to have a scan overrun (a
negative scan surplus) when simultaneous process alarms are generated in a single scan. This is
because the scan surplus is averaged over 100 scans.
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If many simultaneous alarms are generated during a single scan, then a scan overrun will occur
for that scan. However, if alarms do not occur every scan, the average scan surplus may still be
positive.

For more information about the impact of process alarms on scan time, see Effect of Process
Alarms on Scan Time on page 214.

Process Safety Time Requirements

You should determine the Process Safety Time (PST) required by the application. The PST is the
period of time during which the process could shift from a safe operating condition to a
dangerous condition. The scan time for an application should be half the PST. For example, a
burner management system has a PST of 1 second, which means the scan time should be 500
milliseconds.

Setting the Scan Time for a Downloaded Application

This procedure explains how to set the scan time for a downloaded application running in the
controller. (The Emulator does not provide real-time information on scan time.) This should be
done if the scan time set in the project is less than the actual scan time required to run the
application. For more information, see Determining the Scan Surplus on page 543.

Note Forinformation abouthow process alarms canimpact the scan time, see Effect of Process
Alarms on Scan Time on page 214.

If you need a faster scan time than the low end of the range, you must redesign the application
or the process.
Procedure

1 Connect to the controller and download an application, as described in Preparing to
Download to the Controller on page 534.

2 On the Commands menu, click Set Scan Time.

This is the Tricon 3008 screen. This is the Trident or Tri-GP screen.
| "
Set Scan Time B Set Scan, Time
Enter the scan time in miliseconds:  [200 Enter the szan time in miliseconds: (I
Minimum scam tme: 20 Minimum scan time: 10
M aximumn scan time: 450 b aximum scan time; 450
Pall Tirne: Al=2010416943 ms,

lTl Cancel ‘ Help Ok, | Carec]

Help

3 Specify this property on the Set Scan Time screen.
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Property Action

Enter the scan Enter the number of milliseconds for the scan time used while the
time in application is running in the controller. The number must be in the
milliseconds minimum to maximum range.

* For Tricon 3006/3007, the range is 20 to 500 milliseconds.
* For Tricon 3008, the range is 20 to 450 milliseconds.

* For Trident or Tri-GP, the range is 10 to 450 milliseconds. The
minimum must be equal to or larger than the poll times.

This setting does not affect the requested scan time for the project.
To change the requested scan time in the project, you must set the
scan time on the Implementation screen.

Note To guarantee that the controller provides a deterministic response time, the scan
time should always be set to a value greater than the I/O poll time (the
maximum time needed by the controller to obtain data from the input modules).
You can view the I/O poll time on the System Overview screen in the Enhanced
Diagnostic Monitor (sold separately). For more information, see the Enhanced
Diagnostic Monitor User’s Guide.

4 Click OK to save your changes.
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Displaying Hardware Allocation Exceptions

This procedure explains how to display hardware allocation exceptions, which indicate that the
hardware configuration in the project does not match the physical hardware configuration.

Procedure

1 Connect to the controller and download an application, as described in Preparing to
Download to the Controller on page 534.

If the logical and physical configurations do not match, the Hardware Allocation
Exception dialog box appears.

Hardware Allocation Exceptions I

l

ool

Ore or more exceptions have been detected between the project hardware allocation and the Tricon hardware
allocation. ‘You may proceed with the download as long as there are no module mismatch erars. These are
marked with a red asterisk [7].

Cancel | Help |

2 Differences identified with an asterisk must be fixed in the project before the application
can be downloaded. Other differences may allow you to download the application.

Identifier

Description

Asterisk (*)

Empty slot

A red asterisk identifies a module mismatch, which means the module
specified in the hardware configuration for the project is different from
the module in the physical system.

This error must be fixed by changing the hardware configuration in the
project.
An empty slot error indicates either of these:

* The hardware configuration specifies a module that is empty in the
controller.

¢ The controller contains a module that is not included in the
hardware configuration.

The application can be downloaded.
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Maintenance

This section explains how to plan and manage changes to an application running on a controller
attached to a live system.

Changing a safety-critical application that is running on a controller

AWARNING should be avoided because an error in the application could cause a trip

or unpredictable behavior.

Topics include:

Steps for Downloading Changes on page 548

Planning and Controlling Changes on page 549

Commands Required with Application Changes on page 550
Disabling Points on page 552

Forcing Points on page 556

Using the Download Changes Command on page 557

Using the Download All Command on page 559
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Steps for Downloading Changes

This list includes steps for making changes to an application running on a controller.

A WARNING

* For a safety-critical application running on a live system, you must use
extreme caution because a configuration error in the changed

application could cause unpredictable behavior or a trip.

* When a Download Changes command is issued, the scan time is
doubled for one scan immediately following the command. For
example, if the normal scan time is 100 ms, the scan following a
Download Changes would be 200 ms.

Step

See

Verify the TriStation 1131 software is
correctly installed.

* Verifying the TriStation 1131 Installation on
page 9

Plan for the change.

* Planning and Controlling Changes on
page 549.

Determine whether a Download All or
Download Changes is required.

* Commands Required with Application
Changes on page 550.

 a a 4

Review the hardware configuration. If
needed, correct the hardware
configuration to match the physical
configuration.

* See the Hardware Module Configuration
report. See Generating Reports on page 86.

Compare the current project with the last
downloaded.

* Compare Project to Last Download Command
on page 586

Test on the Emulator.

* Using the Triconex Emulator for Testing on
page 533

Ensure the scan time has a surplus.

* Determining the Scan Surplus on page 543

a a d

Download the changed application.

* Using the Download Changes Command on
page 557.

* Using the Download All Command on
page 559

Backup the project and copy it to another
storage medium.

* Backup Project Command on page 574
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Planning and Controlling Changes

This section describes recommended procedures for planning and controlling changes to an
existing application. All changes to an application should be controlled by a change control
board or the equivalent, and should comply with strict control procedures.

Recommended Procedure

1

10

11

Generate a change request defining all changes to the application and the reasons for the
changes, then obtain approval for the changes from the board.

Develop a specification for changes, including a test specification, then obtain approval
for the specification from the board.

Make the appropriate changes to the application, including those related to design,
operation, or maintenance documentation.

Verify the application in the controller matches the last downloaded application. See
Verify Last Download to the Controller Command on page 735. If the applications do
not match, contact Invensys support.

Print the Hardware Module Configuration report to compare the current configuration
with the last one downloaded to the controller.

Print all user documents and thoroughly check all changed networks in each document
to ensure the changes do not affect other parts of the application.

Test the new application on the Emulator and write a test report.
Review and audit all changes and the test results with the board.
When approved by the board, download the changes to the controller.

Save the downloaded application and back up the appropriate files on a CD or other
storage medium.

Archive two copies of the .pt2 (project) file and all associated documentation.

TriStation 1131 Developer’s Guide, 4.10.1



550 Chapter7

Implementation

Commands Required with Application Changes

After an application is downloaded to a controller or the Emulator, the state is set to accept
changes to the project which are allowed with the Download Changes command. If a change
requires the Download All command, it is either disabled or a message advises you to change
the state or cancel the change. For example, a program cannot be deleted unless the state is
changed to Download All (see Change State to Download All Command on page 579).

This table identifies whether a Download All or Download Changes command is required.

Table 43  Commands Required with Changes
Component Command Required
Chassis Download All: Required if a chassis is added, deleted, or the type is

Functions and
function blocks

IP Address

Library elements

Memory allocation

Modules

Node Number

Number of Send or
Receive function
blocks

Operating
Parameters

Programs

changed.

Download All: Required if a function or function block is modified or
deleted.

Download Changes: Allowed if a function or function block is added.

Download Changes: Allowed, but not advised, if the IP address of a
communication module is changed.

Download Changes: Allowed, but only if the library (or selected library
elements, for partial changes) being added, updated, or deleted does not
change function blocks that have already been downloaded to the controller.

Download All: Required if the library (or selected library elements) being
added, updated, or deleted changes function blocks that have already been
downloaded to the controller.

Download All: Required if memory allocation is increased.

Download All: Required if modules are deleted or moved in the
configuration.

Download Changes: Allowed if a module is added and the chassis has

empty slots, and there is sufficient memory allocated for the points.

Download All: Required if the address plug and node number configuration
are changed.

Download All: Required if the number of send or receive function blocks is
increased or decreased.

Download All: Required if the Allow Disabling of Points property is
changed.

Download Changes: Allowed if these properties are changed: Disable
Remote Changes to Outputs, Password Required for Connection, Restart on
Power-Up (Trident or Tri-GP only), Scan Time, and Use Local Time.

Download All: Required if a program is deleted from an application.

Download Changes: Allowed if a program is added to an application and
there is sufficient memory.
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Table 43  Commands Required with Changes (continued)

Component Command Required

Tagnames Download Changes: Allowed if tagnames are added, modified, or deleted.
Tagnames can also be disconnected or connected to different points, if there
is enough memory allocated for the required point types. Points must be

enabled.
Target System Download All: Required if the target system version is changed (upgrade or
Version downgrade), unless you are converting a project created in a version of

TriStation 1131 prior to 4.6.

Download Changes: Allowed if you are changing the target system version
while converting a project created in a version of TriStation 1131 prior to 4.6.

Variables Download All: Required if changes to the Data Type or Alias Type require
additional memory allocation.

Download Changes: Allowed if changes to the Data Type does not require
additional memory allocation. Points must be enabled. Also allowed if the
variable Name, Description, or Initial Value is added or changed. Allowed,
but not advised, if changes are made to the Point Type, Alias Type, or Alias
Number of a memory variable; these changes will re-initialize the point to its
configured initial value, or 0 if no initial value is defined.
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Disabling Points

This section explains how to disable points (tagnames) on an application running on a
controller, which should be used with care. When a point is disabled, inputs from field
instruments or the application running on the controller do not change the value of the point.

Disabling points is typically used when field instruments need to be replaced or repaired.
Once a point is disabled:

* If the point is a physical input, field instruments cannot write to it. (The application
cannot write to it by definition, once the point is configured as an input.)

* If the point is a physical output, the application cannot write to it.
* If the point is a memory point, the application cannot write to it.

* The value in the point when it was disabled is held. If desired, you can force the point
to a specific value (see Forcing Points on page 556).

* External hosts (Modbus Masters, etc.) can still write directly into the disabled point if
the point is:

— A memory read/write aliased tagname and the controller is write-accessible (the
keyswitch is in PROGRAM or REMOTE mode, or in RUN mode with gate access).

— An output point and the “Disable Remote Changes to Outputs” property on the
Operating Parameters screen is not selected.

* Changes to the controller’s keyswitch position will not affect the point or re-enable it.

If a disabled point is configured to allow external write access, you must
CAUTION ensure that external hosts do not write to the point and change the point’s
value while it is disabled. If this occurs, the point will be updated to the
value written by the external host, which may result in undesirable
consequences.

Note Disabling points on the controller is completely separate from disabling points on the
Emulator. Points that are disabled in the program running on the Emulator will NOT
also be disabled in the application that is currently running on (or will be downloaded
to) the controller.

For Tricon 9.x controllers, a maximum of 64 points can be disabled at any one time. For Tricon
10.x controllers, a maximum of 256 points can be disabled. There is no maximum to the number
of points that can be disabled for Trident or Tri-GP controllers; however, disabled points are not
recorded and are cleared after a power cycle.

When you disable one or more points, the number of disabled points output parameter
(POINTS_DISABLED) in the TR_PROGRAM_STATUS (Tricon) or SYS_MP_EXT_STATUS
(Trident or Tri-GP) function block is updated. Additionally, the alarm state for disabled points
is also changed to TRUE in the TR_SHUTDOWN (Tricon) or SYS_SHUTDOWN (Trident or
Tri-GP) function block. See the TriStation 1131 Libraries Reference for more information about
these function blocks.
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The disabling (and subsequent re-enabling) of points is saved to the TriStation 1131 Project
History. To view information about when a point was disabled —and who disabled it — from the
Project menu, select View Project History.

In order to disable points from TriStation 1131, the Allow Disabling of Points property must be
selected on the Operating Parameters screen. See Setting Tricon Operating Parameters on
page 295 or Setting Trident or Tri-GP Operating Parameters on page 361 for more information.

¢ A project should not contain disabled points unless there is a specific -
A WARNING reason for disabling them, such as initial testing or maintenance.

* Disabling points can increase the scan time.

* Enabling the Allow Disabling of Points property can increase the scan
time, regardless of whether any points are actually disabled.

If power to the controller is lost, upon restoration of power and a controller restart, disabled
points will behave as follows:

Point Type Value Upon Power Restore and Restart
Memory * Non-Retentive Point: Initial value (if initialized) or zero (if not
(Discrete, Integer, Real) initialized).
* Retentive Point: Value that was in the point just before the loss of
power.
Input Value that was in the point just before the loss of power.

(Discrete, Integer, Real)  Njgte:  An initial value and the retentive attribute are not applicable to

input points.

Output * Non-Retentive Point: Initial value (if initialized) or zero (if not
(Discrete, Integer) initialized). This value is used until the first calculated value is
available.

* Retentive Point: Value that was in the point just before the loss of
power. This value is used until the first calculated value is available.

Note The above behavior also applies to non-disabled points, with the following exception:
For a non-disabled input point, the value upon power restore and restart will be zero (0).

Topics include:

e Disabling Points on the Controller on page 554
e Viewing Disabled Points on page 554
* Re-enabling Disabled Points on page 554

TriStation 1131 Developer’s Guide, 4.10.1



554 Chapter 7 Implementation

Disabling Points on the Controller
This procedure describes how to disable points in a program running on the controller.

Points are automatically re-enabled if you perform a Download All. Disabled points are
retained if you perform a Download Changes operation.

Procedure
1 Expand the Configuration tree, and click Controller Panel.

2 On the Commands menu, click the Connect command, and enter the connection
password if required.

Note If the target system version configured for the project does not match the system
version of the controller you are trying to connect to, you will be unable to
connect to the controller. See Configuring the Tricon Target System Version on
page 298 or Configuring the Trident or Tri-GP Target System Version on
page 365.

3 Double-click a point to be disabled, and click Disable.
Only one point can be disabled at a time.

4 If prompted, enter a comment (using 100 characters or less) that describes why this point
was disabled, and then click OK. The comment will be placed in the project history.

Note Entering a comment is optional. You will be prompted to enter a comment only
if the corresponding option was selected in the Project Options dialog box. See
Specifying Forced Points Options on page 39.

5 Repeat steps 3 and 4 until all desired points have been disabled.

Viewing Disabled Points

You can view a list of all disabled points on the controller, including each point’s tagname,
location, and Modbus alias. Individual points in the list can be selected and enabled.

The application must be running on the controller in order to view the list of disabled points.

Procedure

1 Click Run | [» | to execute the application on the controller.

2 From the Commands menu, select List Disabled Points.

3 If desired, select the points you want to enable, and then click OK.

Re-enabling Disabled Points

Note Pointsthat have been disabled can be re-enabled individually or all at once. You can also
enable points from the List of Disabled Points dialog box. See Viewing Disabled Points
on page 554.
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To enable points individually:

1 Click Run | [# | to execute the application on the controller.

2 Double-click the point to be enabled, and click Enable.

If prompted, enter a comment (using 100 characters or less) that describes why this point
was re-enabled, and then click OK. The comment will be placed in the project history.

Note Entering a comment is optional. You will be prompted to enter a comment only
if the corresponding option was selected in the Project Options dialog box. See
Specifying Forced Points Options on page 39.

4 Repeat steps 3 and 4 until all desired points have been enabled.

To enable all disabled points at once:

1 Click Run | [» | to execute the application on the controller.

2 From the Commands menu, select Enable All Disabled Points.
When asked to confirm the operation, click Yes.

All points that are currently disabled on the controller are re-enabled.
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Forcing Points

This section explains how to force points (tagnames) on an application running on a controller,

which should be used with care. Forcing a point is the act of putting a value into a point that has
been disabled.

When a point is disabled, inputs from field instruments or the application running on the
controller do not change the value of the point. Once you have disabled a point, you can then
force the point to a specific value by entering that value in the point’s Tagname Properties dialog
box.

Note For information about how forced points behave after a power failure/restart, see
Disabling Points on page 552.

Disabling and forcing points is typically used during maintenance operations, when field
instruments need to be replaced or repaired. For example, a digital output point drives a
solenoid/valve, which is normally energized during operation. When the solenoid requires
maintenance, the digital output point is disabled and then forced to the OFF state. This allows
maintenance personnel to safely disconnect the field device and perform the required
maintenance function.

Points can also be disabled and forced during factory or site acceptance testing (FAT/SAT),
when input conditions are set by disabling and forcing the input points because the field devices
have not yet been wired and connected to the controller. If a portion of your process is offline,
some points may remain in the disabled/forced state for a long period of time.

Note Forcing points on the controller is completely separate from forcing points on the
Emulator. Points that are forced to a value in the program running on the Emulator will
NOT also be forced to the same value in the application that is currently running on (or
will be downloaded to) the controller.

Forced points are saved to the TriStation 1131 Project History. To view information about when
a point was forced, the value it was forced to, and the user who forced the value, from the Project
menu, select View Project History.

This procedure describes how to force points in a program running on the controller.

Procedure
1 Disable the point as described in Disabling Points on page 552.
2 Double-click the point to be forced, opening the Item Properties dialog box for the point.

3 In the Set Value field, enter the value you want to force the point to use, and click
Confirm.

Only one point can be forced at a time.

4 If prompted, enter a comment (using 100 char caters or less) that describes why this
point was forced, and then click OK. The comment will be placed in the project history.

Note Entering a comment is optional. You will be prompted to enter a comment only
if the corresponding option was selected in the Project Options dialog box. See
Specitying Forced Points Options on page 39.
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Using the Download Changes Command

This procedure explains how to use the Download Changes command to download changes to
an application that has been downloaded and is running on a controller. For information on
changes that are allowed with this command, see Download Changes Command on page 607.

These warnings should be reviewed before proceeding.

A WARNING

Changing a safety-critical application that is running on a controller
should be avoided because an error in the application could cause a
trip or unpredictable behavior.

If the application has a negative Scan Surplus, do not use the
Download Changes command because it could cause a trip or
unpredictable behavior.

When a Download Changes command is issued, the scan time is
doubled for one scan immediately following the command.

If a memory variable’s Point Type, Alias Type, or Alias Number is
changed, using the Download Changes command re-initializes the
variable to its configured initial value, or 0 if no initial value is defined.

If the IP Address is changed, the Fault indicator on the communication
module turns on during the reset, which temporarily compromises the
TMR status of the controller.

If an I/O module is added, the TMR status of the controller is
temporarily compromised for as much as 8 to 16 scans. For more
information, see Adding an I/O Module below.

If the Al module type for models 3703 or 3704 is changed, the TMR
status of the controller is temporarily compromised for as much as 8 to
16 scans.

If the DO module type for models 3611, 3613, 3614, 3615, or 3617 is
changed, the TMR status of the controller is temporarily compromised
for as much as 8 to 16 scans.

If the resolution type on model 3720 and 3721 Al modules is changed,
all input points on the module will change. A change from high to low
resolution (or vice-versa) results in a value change by a factor of four.
Additionally, if field power monitoring is changed from On to Off (or
vice-versa), all input points on the module will temporarily change to 0
for 1-2 scans. See Configuring a Tricon Al Single-Ended or Differential
Module on page 312 for more information.

For Trident and Tri-GP controllers, a Download Changes command
will be rejected by the controller if the application’s symbol table is
greater than 1 MB in size. See Declaring Tagnames on page 179 for
more information about reducing the size of the symbol table.

If in doubt about the effect of this command, contact Technical
Support.
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Adding an I1/0 Module

If the application uses the following function blocks, the changed application should include
logic to accommodate the behavior.

* For Tricon controllers, the IOMAIN and IOBAD parameters of the TR_MP_STATUS
function block turn off.

* For Trident or Tri-GP controllers, the parameters for the SYS_IO_STATUS,
SYS_IOP_STATUS, and SYS_SYSTEM_STATUS function blocks turn off.

For more information, see the Tricon, Trident, or Tri-GP Safety Considerations Guide.

Procedure

1 Expand the Configuration tree, and double-click the Controller Panel.

2 On the Commands menu, click Connect |4H]|, and enter the connection password if
required.

Note If the target system version configured for the project does not match the system
version of the controller! you are trying to connect to, you will be unable to
connect to the controller. See Configuring the Tricon Target System Version on
page 298 or Configuring the Trident or Tri-GP Target System Version on
page 365.

3 On the Commands menu, click Download Changes .

The changes are made while the application is running.

If the download failed, review the error messages on both the Controller and
Application tabs to determine the source of the failure.

1. Except for Trident 1.x controllers, which do not use the target system version.
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Using the Download All Command

This procedure explains how to use the Download All command to download a changed
application to a controller. For information on changes that require this command, see
Download All Command on page 606.

See Changes to the Project Version and State After Downloading to the Controller on page 536
for information on the impact of performing a Download All operation on a controller.

Notes If you have configured process alarms in your application (see Alarms on page 200),

TriStation 1131 will verify that you have updated the process alarms program before
downloading your application.

For Trident and Tri-GP controllers, a Download Changes command will be rejected by
the controller if the application’s symbol table is greater than 1 MB in size. See Declaring
Tagnames on page 179 for more information about reducing the size of the symbol table.

Using the Download All command requires the current application

A WARNING running on the controller to be halted.

Procedure

1

2

Expand the Configuration tree, and double-click the Controller Panel.

On the Commands menu, click Connect .

Note If the target system version configured for the project does not match the system
version of the controller? you are trying to connect to, you will be unable to
connect to the controller. See Configuring the Tricon Target System Version on
page 298 or Configuring the Trident or Tri-GP Target System Version on
page 365.

If needed, change the connection setting. Click OK.
If required, enter the connection password.

If needed, change the state to Download All. On the Commands menu, click Change
State to Download All.

Click Halt to stop the application.
For Tricon controllers, turn the keyswitch to PROGRAM.

For Trident or Tri-GP controllers, ensure the mode is Enable Programming and Control
Operations, by doing this:

*  On the Commands menu, click Set Programming Mode, and then click Enable
Programming and Control Operations. (This is the default setting.)

Click Download All .

If the download failed, review the error messages on both the Controller and
Application tabs to determine the source of the failure.

2. Except for Trident 1.x controllers, which do not use the target system version.
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10 Click Run | [» | to start the application running on the controller.

11 For Tricon controllers, turn the keyswitch to RUN.
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Commands and Properties

This appendix provides descriptions of TriStation 1131 commands and properties.

Active

See Alarm Attributes on page 562.

Add File Command

The Add File command adds a custom Help file to the TriStation 1131 Help menu. A maximum
of 32 customized HTML Help files (.chm) may be added to the TriStation 1131 Help menu.

Applies To
Application

Location
Help menu > Options > Add or Remove Custom Help Files

Add Program to Execution List Command

The Add Program to Execution List command places the cursor inside the Program Execution
List box, which allows you to enter or select a program to be added to the list.

Applies To
Application

Location

Application tree > Implementation > Edit menu
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Alarm Attributes

The Alarm Attributes properties are used to configure process alarms. Each alarm type
(Deviation, Level, Rate-of-Change, Trip) has a set of attributes to be configured. The available
attributes differ depending on the type of alarm you are configuring. While most attributes can
accept either a constant (fixed) value or a tagname, some attributes can accept only one or the
other. For more information, see Configuring Alarm Attributes on page 201.

The alarm attributes are automatically connected to the corresponding input in the appropriate
alarm function block when the process alarms program is created.

This table identifies the available alarm attributes, and the alarm types they correspond to.

Table 44 Alarm Attributes

Attribute Description PIEELER AT
Types
Active Specifies the alarm state. Must be TRUE, FALSE, LVL, DEV, ROC, TRP
or a BOOL tagname.
Alarm Status Specifies the current alarm state, alarm LVL, DEV, ROC, TRP
condition, and process condition.
Automatic Reset Configures the alarm sequence as follows: LVL, DEV, ROC, TRP

¢ If Automatic Reset = FALSE and Alarm
Ringback = FALSE, then the manual reset
sequence is initiated.

¢ If Automatic Reset = FALSE and Alarm
Ringback = TRUE, then the ringback
sequence is initiated.

¢ If Automatic Reset = TRUE, then the
automatic reset sequence is initiated,
regardless of the Alarm Ringback status.
Resets the alarm automatically when an
alarm goes inactive.

Must be TRUE, FALSE, or a BOOL tagname.

Bypass Specifies if the alarm is bypassed. Must be LVL, DEV, ROC, TRP
TRUE, FALSE, or a BOOL tagname.

Bypass Request Specifies whether or not a client can request a LVL, DEV, ROC, TRP
bypass for this alarm. Must be TRUE, FALSE, or
a BOOL tagname.

Command Accepted Specifies whether a command has been accepted LVL, DEV, ROC, TRP
by the alarm function block. Must be TRUE,
FALSE, or a BOOL tagname.

Command ID Specifies which function block will execute the LVL, DEV, ROC, TRP
command specified by Command In.
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Table 44

Alarm Attributes (continued)

Attribute

Description

Applicable Alarm
Types

Command In

Deadband

Disable Request

First Out

High Active

High High Active
High High Limit
High High Severity
High Limit

High Severity

ID

Low Active

Low Limit

Low Low Active
Low Low Limit
Low Low Severity
Low Severity

Ringback

Setpoint

An integer that indicates an acknowledge or
manual reset command from the operator, as
follows:

* 6 = Acknowledge
¢ 12 = Manual reset
* Other = Do nothing

Specifies the difference between the alarm limit
and the input value before an alarm goes
inactive. Used for hysteresis.

Specifies whether or not a client can disable the
alarm. Must be TRUE, FALSE, or a BOOL
tagname.

Specifies the first alarm (in a specified set of
alarms) that goes active. Must be an integer.

If true, the alarm condition is High High or
High.

If true, the alarm condition is High High.
High High process condition limit.

High High alarm severity.

High process condition limit.

High alarm severity.

Specifies the unique identifier for the alarm
function block.

If true, the alarm condition is Low.

Low process condition limit.

If true, the alarm condition is Low Low or Low.
Low Low process condition limit.

Low Low alarm severity.

Low alarm severity.

When ringback is enabled, if an alarm is
triggered but then returns to normal without
being acknowledged, it enters the ringback state.
The ringback state requires a manual reset of the
alarm to return the state to normal.

Must be TRUE, FALSE, or a BOOL tagname.

Specifies the value from which the deviation
alarm will be generated. Must be an integer.
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LVL, DEV, ROC, TRP

LVL, DEV, ROC

LVL, DEV, ROC, TRP

LVL, DEV, ROC, TRP

LVL, DEV, ROC

LVL, DEV, ROC
LVL, DEV, ROC
LVL, DEV, ROC
LVL, DEV, ROC
LVL, DEV, ROC

LVL, DEV, ROC, TRP

LVL, DEV, ROC
LVL, DEV, ROC
LVL, DEV, ROC
LVL, DEV, ROC
LVL, DEV, ROC
LVL, DEV, ROC

LVL, DEV, ROC, TRP

DEV
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Table 44  Alarm Attributes (continued)

Applicable Alarm

Attribute Description T
ypes

Shift Change Request Specifies whether or not shift change LVL, DEV, ROC, TRP
functionality is enabled for this alarm. When
enabled, alarms that were acknowledged before
a shift change will need to be acknowledged
again by the new operator(s).

Must be TRUE, FALSE, or a BOOL tagname.

Source ID Specifies the unique ID for communication via LVL, DEV, ROC, TRP
the OPC UA protocol interface. Assigned
automatically when the process alarms program
is generated.

If you are not using OPC UA, you must set this
value to 0 (zero).

Time Delay Specifies the amount of time (in seconds) before =~ LVL, DEV, ROC, TRP
an alarm will go ACTIVE after detection of a
process condition change from normal to
abnormal. The default is 0 seconds.

Trip Level Specifies which level (True or False) resultsina ~ TRP
trip alarm.

* The process condition is abnormal if Source
= Trip Level.

* The process condition is normal when
Source # Trip Level.

Must be TRUE, FALSE, or a BOOL tagname.
Trip Severity Specifies the severity number for the trip alarm.  TRP

Severities are defined in the OPC UA
communications protocol.

Must be an integer.

Unbypass Request Specifies whether or not a client can request an LVL, DEV, ROC, TRP
unbypass for this alarm. Must be TRUE, FALSE,
or a BOOL tagname.

For more detailed information about these attributes, see Configuring a Level, Deviation, or
ROC Alarm on page 202 and Configuring a Trip Alarm on page 207.

Applies To

Input and memory points; process alarms

Location

Application tree > Tagname Declarations > Declaration tab > Alarm Settings > Tag
Configuration dialog box
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Alarm Function Block

The Alarm Function Block property specifies the name of the process alarm function block
associated with an alarm configured for a tagname.

A default name is created automatically by TriStation 1131 using the name of the tagname you
are configuring the alarm for, and the alarm type. For example, if your tagname is named
“PV_1047", the function block name for a trip alarm will be generated as “PV_1047_TRIPAIm”.

You can change this name, as long as the name does not exceed 31 characters.

See also Alarm Attributes on page 562.

Applies To

Input and memory points; process alarms

Location

Application tree > Tagname Declarations > Declaration tab > Alarm Settings > Tag
Configuration dialog box

Alarms SOE Block Number

The Alarms SOE Block Number property specifies the block number used when alarm events
are retrieved by SOE Recorder or an OPC UA client. For more information on using SOE
Recorder, see the Triconex SOE Recorder User’s Guide.

For OPC UA configuration, must be unique for each CIM installed in a system. The default
value is 0 (alarms are not configured). If you have alarms configured in your application you
must enter an SOE block number; you cannot use the default value of 0.

Applies only to the model 3211 and 321152 CIM.

Applies To

Sequence of Events (SOE), OPC communication

Location

Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup >
OPC tab

Alarm Status

See Alarm Attributes on page 562.

Alias Number

The Alias Number property identifies the range of five-digit alias numbers that can be assigned
to the point. For Trident or Tri-GP controllers, the alias number can be set within a default range
or within a larger allowable range.
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This table identifies Tricon, Trident, and Tri-GP controller alias ranges.

Table 45  Alias Number Information
Trident/ Trident/
Bin Data Variable  Message Tricon Tri-GP Tri-GP Bin
Type  Type Type Range Default Allowable Size
Range Range
0 BOOL Output Read/Write 00001 - 02000 00001 - 04999 00001 - 09999 2048
1 BOOL Memory Read/Write 02001 -04000 05000 - 09999 00001 - 09999 2016
2 BOOL Input Read 10001 - 12000 10001 - 14999 10001 - 19999 4096
3 BOOL Memory Read 12001 - 14000 15000 - 19999 10001 - 19999 2016
4 DINT Input Read 30001 - 31000 30001 - 32499 30001 - 39999 1024a
5 DINT Memory Read 31001 - 32000 32500 - 34999 30001 - 39999 1000
6 REAL Input Read 32001 - 32120 35000 - 37499 30001 - 39999 120
7 REAL Memory Read 33001 - 34000 37500 - 39999 30001 - 39999 1000
10 DINT Output Read/Write 40001 - 40250 40000 - 42499 40001 - 49999 512
11 DINT Memory Read/Write 40251-41000 42500 - 44999 40001 - 49999 750
12 REAL Memory Read/Write 41001-42000 45000 - 49999 40001 - 49999 1000

a. For Tricon controllers only: While this bin size is 1024 points, only 1000 1Points are available to be aliased. The

remaining 24 points will be unaliased, because the alias range reserved

31000.

For more information about how alias numbers are assigned, see Assigning an Alias Number,

Alias Type, and Physical Address on page 181.

Applies To

Communication

Location

Application tree > Tagnames > Item Properties > Point Assignment tab

Alias Type

The Alias Type property identifies whether the memory point has an alias number and whether

the point is read or read/write. Settings include:

* Unaliased: Means the point cannot be read or written to.

* Read aliased: Means the point can be read by an external device. If specified, you can

accept the default alias, or enter a number for the alias.

or DINT input points is 30001 through

* Read/write aliased: Means the point can be read or written by an external device. If
specified, you can accept the default alias, or enter a number for the alias.
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Applies To

Communication

Location

Application tree > Tagnames > Item Properties > Point Assignment tab

Alignment

The Alignment property specifies how the text for an annotation or comment is aligned in the
comment box; either left, center, or right. The default is left.

Applies To

Comments

Locations

* Jtem Properties > Comment tab
* Project menu > Project Options > Annotations tab

Allow Disabling of Points

The Allow Disabling of Points property specifies whether points can be disabled from the
TriStation PC. A TriStation PC cannot write to disabled points, however, external devices such
as Modbus masters can write to disabled points unless you disable external device writes.

This property can be changed only when your project is in the Download All state. The default
is cleared, which means points cannot be disabled from the TriStation PC.

Once you have changed this property (by selecting or clearing the check box), you must perform
a Download All to apply your changes to the controller. TriStation 1131 will automatically
rebuild the application before it is downloaded. See Building or Rebuilding an Application on
page 286 and Using the Download All Command on page 559.

Applies To

Memory and Output Points

Locations

* Tricon Controller tree > Configuration > Operating Parameters
* Trident or Tri-GP Controller tree > Configuration > MP Setup > Operating Parameters tab
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Allow Expired Certificate

The Allow Expired Certificate property specifies you want to allow secure connections to
Trident or Tri-GP 3.x controllers even if the TriStation server and/ or client certificate is expired.

If a certificate expires, and this option is not selected, you will be unable to connect to the
controller via a network connection. In this case, you will have to connect via a serial connection,
or perform a Download All operation to download a new certificate.

Applicable only to TriStation or Enhanced Diagnostic Monitor connections to Trident/ Tri-GP
3.x systems with a CIM installed. Does not apply to OPC UA client/server certificates.

The default is cleared, which means expired certificates cannot be used for secure
communication.

Applies To

Secure communication

Location
Trident or Tri-GP 3.x Controller tree > Configuration > MP Setup > Operating Parameters tab

Allow Partial Changes to Libraries

The Allow Partial Changes to Libraries property specifies whether you can make changes to
selected elements in an existing library without having to add, update, or delete the entire
library. Partial library changes are defined as:

* Adding individual elements to an existing library.
* Updating individual elements in an existing library.

* Deleting individual elements from an existing library.

All partial changes must be compatible with the other elements in the library.

Applies To

Libraries

Locations

* Application tree > right-click Library Documents > Manage command
* Project menu > Library > Manage command

Allow Unsecured Session

The Allow Unsecured Session property specifies whether OPC UA clients can connect to the
Trident/ Tri-GP 3.x CIM’s OPC UA server without a certificate (an unsecured session). If this
check box is not selected, OPC UA clients will be allowed to connect only with a certificate (a
secured session).

The default is cleared, which means only secure sessions are allowed.
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Applies To

OPC communication

Location

Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup >
OPC tab

Annotate

The Annotate property specifies whether to add an annotation, which is similar to a comment,
to a variable. If selected, an annotation box is attached to the bottom of an input, output,
input/output, or local variable. You can change the size of the annotation box.

An annotation can include any of the following:

* The monitor value (value of the variable as the configuration executes)
* The default macro for the particular type of variable

* Other standard macros

* User-modified macros

* Text that you type in

The default is cleared, which means an annotation is not included. If Annotate is cleared, no
properties are available to view when the application is run on the controller or Emulator.

Applies To

Variables

Location

Item Properties > Constant tab

Annotation on by Default

The Annotation on by Default property specifies whether to automatically add annotation
boxes to variables used with a program or function block.

Annotations allow you to include information that is displayed at the bottom of an input,
output, input/output, or local variable. If you enable annotation for the project, the annotation
display is automatically added to all the variables in the project.

The default is cleared, which means annotation is not automatically added.

Applies To

Variables

Location

Project menu > Project Options > Annotations tab
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Append Sheet Command

The Append Sheet command adds a new logic sheet after the sheet currently being viewed. You
must enter a title for the new sheet before it will be added.

Applies To

Logic sheets

Location

Sheets menu

TriStation 1131 Developer’s Guide, 4.10.0



571

Application Type

The Application Type property determines whether an application element (program, function,
function block, or tagname) is used with safety, control, or safety and control applications.

The default is Control.

Table 46  Application Types

Setting Description

Safety An application that is designed to take a process to a safe state when
predetermined conditions are violated. Also referred to as an Emergency
Shutdown System (ESD), Safety Instrumented System (SIS), and Safety Interlock
System.

Applies to programs and tagnames.
Control An application that controls a process. Cannot be used in Safety programs.

Applies to programs, functions, function blocks, and tagnames.

Safety or Control ~ An application that includes a mixture of safety and control components.

Applies to functions and function blocks.

Applies To

Programs, Functions, Function Blocks, and Tagnames

Locations

* Item Properties > Application tab
* Declarations > Application tab

Apply Command

The Apply command allows you to save and apply changes you have entered. For example, if
you enter an initial value of 2 for a BOOL tagname and click Apply, a message indicates that the
value and data type are not compatible.

Applies To

Validation of application elements

Location

Item Properties > Constants or Point Assignment tab
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Area

The Area property allows you to select the Area that the selected tagname is located in. You
create the list of Areas to match the physical location of equipment and alarms in your plant.

Applies To

Alarms, tagnames

Locations

* Project menu > Manage Area, Equipment, and SIF Lists dialog box
* Application tree > Tagnames > Item Properties > Location tab

Associated Private Key Command
The Associated Private Key command allows you to associate a private key with a certificate.
You must associate a private key with a certificate in order for it to be used for secure

communication.

Applies To

Certificates

Location

Application tree > Certificates folder > Right-click a certificate

Auto Indent Command

The Auto Indent Command toggles to allow you to use automatic indentation or set your own
indentation in Structured Text code.

Applies To

ST programs and functions

Location
Auto Indent button, or View menu
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Auto Name Command

The Auto Name command names more than one
variable or constant according to a pattern that you
specify. You can specify a name, starting value, and
incremental value. You can also specify the order in
which to apply the names to the selected elements.

Properties include:

* Formatted Name on page 626
e Start Value and Increment on page 714

e Name Order on page 659

Applies To

Variables

Locations

Ig‘ e Auto Name button, or Tools menu

* Jtem Properties > Constants or Selected tab

Auto Scroll Delay

[ =

Automatic Naming El

A farmatted name containg one of the fallowing macros:
A Theater numbering & 2. &8, 77 ete.

%20, Mommal numbering, where the number of zeros
identifies the width of the number for purposes
of providing leading zeros.

Example:

P1_%A gives P1_A. P1_Z. P1_AA | etc
P1_%0 gives P1_0... P1_9... P1_10... et

|ALARM_%20

1 Increment: |1

Formatted Mame:

Start Value:

Mares will be generated and applied to the selected
elements in the arder specifisd below:

* Rows [Vertical Position)
" Columns [Haorizontal Position)
" Selection Order

o]

Cancel Help

The Auto Scroll Delay property specifies how many milliseconds to delay scrolling while

scrolling through the Structured Text.

Applies To
ST Language

Location

View menu > Set Editor Options

Automatic Reset

See Alarm Attributes on page 562.
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Backup Project Command

The Backup Project command saves a copy of the open project elements and settings, and
creates a backup file named <project_name>.bt2.

Procedure
1 On the File menu, click Backup Project.

2 Specify the folder to save the file to. Use the suggested name or specify a new one. The
file extension (.bt2) does not have to be included in the name.

3 Click Save.

Applies To

Project

Location

File menu

Base Address

For Tricon controllers, the Base Address property specifies the block address for the Tricon HIM
based on the Data Hiway memory map. Must be an integer between 5 and 31; the default is 5.
Applies To
Tricon HIM

Location

Tricon Controller tree > Configuration > HIM Setup

Baud Rate

The Baud Rate property specifies the data transmission speed. Settings include:

* For Tricon EICM: 19200, 9600, 4800, 2400, or 1200.
* For Tricon TCM: 115200, 57600, 38400, 19200, 9600, 4800, 2400, or 1200.
* For Trident 1.x CM: 115200, 57600, 38400, 19200, 9600, 2400, or 1200.

* For Trident/Tri-GP 2.x and later CM: 115200, 57600, 38400, 19200, 9600, 4800, 2400, or
1200.

* For Trident/Tri-GP 3.x and later CIM: 115200, 57600, 38400, 19200, 9600, 4800, 2400, or
1200.

The default is 9600.

Applies To
Tricon EICM, Tricon TCM, Trident MP, Trident/ Tri-GP CM, Trident/ Tri-GP CIM
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Locations

Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

Controller tree > Configuration > TriStation Communication

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup >
Serial Ports tab

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Serial Ports tab

Block Collection

See SOE Block Collection Mode on page 708 and SOE Block Collection Type on page 708.

Block Type

Border

See SOE Block Type on page 709.

The Border property specifies whether to include a border around an annotation or comment
box. The border property can be specified for the project, or for individual annotations and
comments.

Options include None, Single, and Double. The default is Single.

Applies To

Annotations, Comments

Locations

Item Properties > Comment tab
Project menu > Project Options > Annotations tab
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Build Application Command

The Build Application command builds an application by compiling programs in the execution
list that have been modified since the last time they were compiled. The command then links
the object code, library routines, and configuration elements to create an executable application.

Each successive time you use the Build Application command, it compiles and links only
documents and items that have changed since the last build.

After using the Build Application command several times, you should use the Rebuild
Application command. A rebuild compiles and links all documents and items in the application,
not just the ones that have changed since the last build.

Applies To
Application

Location
Build Application button, or Project menu

Bypass

See Alarm Attributes on page 562.

Bypass Request

See Alarm Attributes on page 562.

Category

The Category property specifies a name for a category that can be associated with documents
(programs, functions, function blocks, and data types). By adding a category name, you can sort
elements by type.

Applies To

Documents

Location

Right-click a document > Document Properties > Summary tab
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Cause Effect Matrix Support

The Cause Effect Matrix Support properties specify whether and how a function or function
block can be used in a CEM program. For user-defined functions, function blocks, and data
types, you can specify the setting. (For TriStation 1131 Library elements, the setting cannot be
changed.) Settings include:

* Supports use in cause rows with ... inputs
* Supports use in effect columns with ... outputs
* Supports use in intersections

* Supports application defined states

The default is cleared for all options.

Applies To

Functions and function blocks used in CEM programs

Location

Application tree > right-click a function or function block > click Attributes tab

Cause Header Functions On by Default

The Cause Header Functions On by Default property specifies whether an input and function
column are automatically included in the cause header when a CEM program is created. The
default is cleared.

Applies To

CEM programs

Location
Tools menu > TriStation 1131 Options > CEM Editor tab

CEM Editor Options

The CEM Editor Options properties specify the initial settings used when a CEM program is
created. Settings on individual CEM programs can be changed by setting the CEM Element
Options on page 578. Properties include:

* Cause Header Functions On by Default on page 577
e Effect Header Functions On by Default on page 611
e Intersection Functions On by Default on page 639

¢ Default Number of Cause Rows on page 596

* Default Number of Effect Columns on page 596
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Applies To
CEM programs

Location

Tools menu > TriStation 1131 Options > CEM Editor tab

CEM Element Options

The CEM Element Options properties specify the settings for a specific CEM program. For
information on specifying initial properties, see Specifying CEM Element Options on page 154.
Properties include:

* Enable Cause Header Functions on page 614

Enable Effect Header Functions on page 615

Enable Intersection Functions on page 616

Enable Floating Text in Intersection Cells on page 616

Evaluation Options on page 620

Applies To
CEM programs

Location

Open a CEM program > click the Document menu > click Options

CEM Monitor Colors

The CEM Monitor Colors property specifies the colors to display for cause, effect, and

intersection cells in a CEM program. These colors are used when the application is run on the
controller or Emulator.

The default for True is red. The default for False is white.

Applies To
CEM programs

Location

Project menu > Project Options > Monitor Colors tab
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Change Colors Command

The Change Colors command displays a color palette that allows colors to be used when an
element is displayed on a logic sheet.

Applies To

Project elements

Location

Tools menu > TriStation 1131 Options > Drawing Colors tab

Change Owner Command

The Change Owner command allows you to change the owner of a document. Normally, the
owner of a document is the user who created it.
Applies To

Programs and functions

Location

Right-click an element > Item Properties > Change Owner

Change State to Download All Command

The Change State to Download All command  §
changes the download state of the project so that

the Download All command can be used when Pet your request,
the application is downloaded the ztate of the praject will be changed to 'Download All'

Change Project State to Download AlI?

Using this command changes the download
state for both the controller AND the Emulator
to Download All Chahge State | Cancel |

Help |

This command also sets the downloaded version for the controller and the Emulator to the same
version number, whichever of the two was greater. See Downloaded Version on page 609.

Once the state has been changed to Download All, you cannot perform a Download Changes
command until a Download All has been completed.

You cannot reverse this command. Before changing the state, you may want to make a backup
copy of the application so that you can use it if you decide that a Download All command is not
needed.

This command is only available after an application has been downloaded to the controller or
the Emulator. If the project is opened in a newer version of TriStation 1131, this dialog box may
be displayed to indicate that changes, such as adding new libraries, will require a Download All.
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The Download All command should not be used if the application on the
AWARNING controller is running on a live system. If needed, the system should be
taken offline while the download is done.

Applies To

Downloaded application

Location

Project menu

Choose Another Tagname Command

The Choose Another Tagname command allows

. ) Choose Another Tagname §|
you to select a tagname and specify a different —
tagname to replace it. If there is more than one Erter the name of an existing tagname in the field below, A1 ems

in this document that refer to
occurrence of the selected tagname, all 'EX01_ALARM_DISAELED_POIMTS' wil be changed ta refer to
occurrences are changed to the specified name. the tagname entered here.

Applies To
Tagnames in FBD editor 0k | Cancel | Hep |

Location

FBD editor > right-click a tagname in the Tagname Declarations tree

Clear History Command

The Clear History command deletes the history of actions, which is a listing of all changes made
to a project. Each item includes the date, element, user, action, and comment for the change.

Applies To

Project

Location

Project menu

Client IP Address

The Client IP Address property specifies the IP address of the client that you want to allow,
restrict, or deny access to a communication module. Also see > Address on page 640.

Can be used in conjunction with the Client IP Subnet Mask property to create groups of IP
addresses with the same access levels.

Does not apply to the following communication modules:

e Tricon ACM, HIM, EICM, NCM, or SMM
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e Tricon model 4351/4352 TCMs
e Trident 1.x CMs

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Access
List tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Access List tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Access List tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Access List tab

Client IP Subnet Mask

The Client IP Subnet Mask property allows you to group IP addresses, so that you can create a
single entry in the communication module’s access control list for all IP addresses on the subnet.

Does not apply to the following communication modules:

e Tricon ACM, HIM, EICM, NCM, or SMM
¢ Tricon model 4351/4352 TCMs
¢ Trident 1.x CMs

See also I’ Subnet Mask on page 641.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Access
List tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Access List tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Access List tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Access List tab
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Client Protocols

The Protocols property in the communication module’s access control list specifies the
protocol(s) that the selected client can use to access the TCM, CM, or CIM.

Does not apply to the following communication modules:

e Tricon ACM, HIM, EICM, NCM, or SMM
e Tricon model 4351/4352 TCMs
e Trident 1.x CMs

Table 47 Client Access Protocols

Protocol Description

TSAA Stands for Triconex System Access Application, which is a protocol that enables
client/server communication between Triconex controllers and PCs. OPC Server
and DDE Server use TSAA protocol to exchange data with Triconex controllers.
TSAA protocol can be used to write programs for accessing controller tagnames.

orcC OLE for Process Control.

* For Tricon 10.x, the OPC protocol is supported on NET 2 only, and applies
only to model 4353 or 4354 TCMs.

* For Trident/ Tri-GP 3.x, the OPC UA protocol is supported on both NET 1
and NET 2, and applies only to model 3211 or 321152 CIMs.

TriStation A Triconex master/slave protocol in which the master (a TriStation 1131 PC)
communicates with the slave (a Triconex controller) over an Ethernet network.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Access
List tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Access List tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Access List tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Access List tab
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Close Project Command

The Close Project command closes an open project and prompts you to save it if changes have
been made.

Applies To

Project

Location

File menu

Coil Tool Command

The Coil Tool Command allows you to add a coil, which represents the state of an output
variable.

Applies To

LD program or function

Location

¢ Coil Tool button
¢ Tools menu > Select Tools

Coil Type
The Coil Type property represents the output state of a coil used in an LD program or function.

Table 48  Coil Type Symbols and Descriptions

Coil Type Symbol Description

Normal (Momentary) () The state of the left link is copied to the associated Boolean
variable and to the right link.

Negated (Momentary) (/) The inverse of the state of the left link is copied to the associated
Boolean variable and to the right link.

Positive Transition (P) The state of the associated Boolean variable is On from one
evaluation to the next if the left link changes from Off to On.

Negative Transition (N) The state of the associated Boolean variable is On from one
evaluation to the next if the left link changes from On to Off.

Set (Latch) (S) The associated Boolean variable is set to On if the left link is in
the On state and remains On until reset by the RESET coil.

Reset (Unlatch) (R) The associated Boolean variable is reset to Off if the left link is in
the On state and remains Off until set by the SET coil.
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Applies To

LD program or function

Location
Item Properties > Selected tab

Command Accepted

See Alarm Attributes on page 562.

Command ID

See Alarm Attributes on page 562.

Command In

See Alarm Attributes on page 562.

Comment Tool

The Comment Tool allows you to draw a text box for a non-executable comment, and then type
text inside the box.

Applies To

Logic sheets in user documents, test sheets in the Controller and Emulator Panels

Locations
¢ Comment Tool button

* Application tree > User Documents tree > Tools menu > Select Tool command
* Configuration tree > Controller or Emulator Panel > Tools menu > Select Tool command

Communication Command

The Communication command displays the Communication screen on the Controller tree.

Applies To

Communication

Locations

¢  Communication button

¢ Controller tree > View menu > Go to > Communication
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Communication Modules (CMs) for Modbus

The Communication Modules (CMs) for Modbus property defines the communication module
you want the Emulator to get Modbus configuration information from.

The Modbus configuration from the selected communication module will be used by the
Emulator so that you can test your Modbus functionality using emulated nodes.

Only one Modbus configuration can be used by the Emulator. If redundant communication
modules are installed in a single logical slot, you must select the physical communication
module (LEFT or RIGHT) with the configuration you want to use. The default is LEFT.

If no CM modules are listed, you have not configured any communication modules for Modbus
communication in your project.

Applies To

Emulator

Location

Project menu > Project Options > Emulator Options tab

Communication Modules (CMs) for Peer-to-Peer

The Communication Modules (CMs) for Peer-to-Peer property defines the communication
module you want the Emulator to get Peer-to-Peer configuration information from.

The Peer-to-Peer configuration from the selected communication module will be used by the
Emulator so that you can test your Peer-to-Peer functionality using emulated nodes.

Only one Peer-to-Peer configuration can be used by the Emulator. If redundant communication
modules are installed in a single logical slot, you must select the physical communication
module (LEFT or RIGHT) with the configuration you want to use. The default is LEFT.

If no CM modules are listed, you have not configured any communication modules for Peer-to-
Peer communication in your project.

Applies To

Emulator

Location

Project menu > Project Options > Emulator Options tab
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The Compare Project to Last Download
command allows you to compare the
changes made in the new application
to-be-downloaded with the application
already downloaded to a controller.
You can view the comparison online, or
print a report. Differences between the
project and the downloaded
application are identified with a red
asterisk (*).

This report should be run for all safety
applications.

Click each tab to compare differences.
A red asterisk marks differences.

Applies To

Application and configuration elements

Location

Project menu

Compile Command

Compare Project to Last Download Command

Compare Project to Last Download El
System ] Modules] Documents I termamn Allocation]
Werzion in Development  |Last WVersion Downloaded
TRUE
Dizable Remate Changes FaLSE
M aximum Peer-to-Peer Receives o o
M arirmum Peer-to-Peer Sends 1} 1}
Metwork Mode Address 206.32.216.26 206.32.216.26
Metwork Mode Mame TRINODEDE TRINODEDE
Metwork Node Nurnber E E
Password s e
Pazsword Required FaLSE FALSE
Scan Time 300re 300ms
Time Synchronization TRUE TRUE
< >
Wergion in Development: EXCOUNTR +332.0 1/4/2003 11:52:47 AM
Last Wersion Downloaded: EXCOUNTR +331.0 6/21/2002 10:05:42 AM
Prirt Close Help

The Compile command compiles the selected document and displays any errors.

Applies To

Programs, functions, and function blocks

Locations

* Compile button

¢  Document menu

Compile All User Documents Command

The Compile All User Documents command compiles all the user-created documents in a

project.
Applies To
Application

Location

Project menu
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Compiler Warning When Right Power Rail is Missing

The Compiler Warning When Right Power Rail is Missing property specifies whether to display
a warning if the right rail is missing on a Ladder Diagram program. The default is cleared,
which means a warning is not displayed if the right rail is missing.

Applies To

Ladder Diagram programs

Location
Tools menu > TriStation 1131 Options > LD Editor tab

Connect Command

The Connect command attempts to connect the TriStation PC to the controller or Emulator,
depending on whether the command is issued from the Controller or Emulator Panel.

When issued from the Controller Panel, you can change some default connection settings.

Table 49  Connect Properties for Communication Modules

Communication Module Properties that can be set
Tricon EICM or NCM Serial or Network port settings.
Tricon TCM Serial or Network port settings, TriStation UDP Port Number,
and Baud Rate (for serial connection only).
Trident 1.x MP or CM Serial or Network port settings.
Trident/Tri-GP 2.x MP or Serial or Network port settings, TriStation UDP Port Number.
M
Trident/Tri-GP 3.x MP, CM,  Serial or Network port settings, TriStation UDP Port Number.
or CIM
Applies To

Communication modules, controller

Locations

¢  Connect button

¢ Controller or Emulator Panel > Command menu
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Contact Command

The Contact command allows you to add a contact to a Ladder Diagram. After adding a contact,
you can specify the Contact Type.

Applies To
Ladder Diagrams

Locations

¢ Contact Tool button

¢ Tools menu > Select Tools

Contact Type

The Contact Type property specifies the type of a contact used in a Ladder Diagram.

Table 50  Contact Type Symbols and Descriptions

Contact Type Symbol Description

Normally Open - |- The state of the left link is copied to the right link if the state of
the Boolean variable is On.

Normally Closed —| / |— The state of the left link is copied to the right link if the state of
the Boolean variable is Off.

Positive —|P |- The state of the right link is On from one evaluation to the next

Transition when the associated variable changes from Off to On while the
state of the left link is On.

Negative —|N|—- The state of the right link is On from one evaluation to the next

Transition when the associated variable changes from On to Off while the

state of the left link is On.

Applies To

Contacts in Ladder Diagram programs

Location

Item Properties > Variable tab > Contact Type area
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Continuous Refresh Command

The Continuous Refresh command continuously displays the current values of variables on test
sheets or on the program document display. The default is On.

Applies To

Controller or Emulator Panel

Locations

¢ Continuous Refresh button
e Controller tree > Controller or Emulator Panel > Commands menu

Copy Command

The Copy command copies the selected items from the current tree or sheet and places them on
the clipboard.

Applies To

* Test sheets and elements in Controller or Emulator Panel
* User documents and elements on logic sheets

Locations

* Copy button
e Edit menu

Copy Current Setup to Other Serial Ports Command

The Copy Current Setup to Other Serial Ports command copies the settings for the selected serial
port to the other serial ports on the MP.

Applies To
Trident or Tri-GP MP serial ports

Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup > Serial
Ports tab

Copy Current Setup to Other Slot Command

The Copy Current Setup to Other Serial Slot command copies the access control list
configuration for the communication module in the selected slot to the corresponding
communication module installed in the other slot. This ensures that both communication
modules have identical access control lists (recommended).

Does not apply to the following communication modules:
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e Tricon ACM, HIM, EICM, NCM, or SMM
* Tricon model 4351/4352 TCMs
e Trident1.x CMs

Applies To
Tricon TCM, Trident/Tri-GP 2.x CM, and Trident/Tri-GP 3.x CM or CIM access control lists

Locations

e Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Access
List tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Access List tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Access List tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Access List tab

Create or Update the Process Alarms Program Command

The Create or Update the Process Alarms Program command generates a read-only structured

text program that associates tagname alarm properties with the corresponding alarm function
blocks.

Note This “ProcessAlarms_Auto_Gen_” program is automatically generated (or updated)
and added to the Implementation list each time you build the application; this command
allows you to manually generate or regenerate the program.

If the “ProcessAlarms_Auto_Gen_" program does not already exist, it is created. If the program
already exists, selecting this command updates the existing program with any changes you
made to the alarm configuration.

Applicable only if you have configured tagnames with process alarms in your application.

Applies To

Projects; alarms

Location

Project menu > Create/Update Process Alarm Program

Current Version

The Current Version property identifies the current version of the project under development.
This is how the version is determined:

* The version of a newly created project is 0.0.

» Ifitis changed and saved after being downloaded to the controller, the minor number
is increased by 1. For example, 1.1.
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* If the state is changed to Download All, the major number is increased by 1 and the
minor number is changed to 0. For example, version 1.1 is changed to 2.0.

Applies To

Projects

Location

Project menu > Project Description

Cut Command

The Cut command deletes the selected items from the current tree or sheet and places them on
the clipboard, erasing the previous clipboard contents.
Applies To

Test sheets and elements in Controller and Emulator Panels
User documents and elements on logic sheets

Location

Cut button, or Edit menu

Data Bits

The Data Bits property specifies whether the data format includes 7 or 8 data bits. To set this
property, you must use Modbus slave or Modbus slave ASCII protocol. The default is 8 bits.

Applies To
Tricon EICM, Tricon TCM, Trident/Tri-GP CM, Trident/Tri-GP CIM

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Serial Ports tab
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Data Files

The Data Files property specifies the path name for documents including user libraries,
configuration files, and custom report templates. The default path name and file extension is:

*  Windows XP/2003: C: \Documents and Settings\All Users\Application
Data\Triconex\TriStation 1131 4.10.1\Data.

* Windows Server 2008 and Windows 7: C:\Program Data\Triconex\TriStation
1131 4.10.1\Data.

Applies To

Project

Location

Tools menu > TriStation 1131 Options > Directories tab

Data Type

The Data Type property specifies the kind of data that can be stored in the variable. For more
information about TriStation 1131 data types, see Appendix B, Data Types. This table identifies
the data types available for variables.

Table 51 Variable Data Types

Variables Data Types

Tagnames BOOL, DINT, REAL

Constants and DATE, DT, DWORD, INT, LREAL, STRING, TIME, TOD

local variables User-defined data types—such as arrays, structures, and enumerations that you

have defined in structured text—can also be selected as data types in local
variable declarations. However, you must successfully compile your user-defined
data type before it will appear in the Data Type list.

Applies To

Constants, local variables, and tagnames

Location

Item Properties > Constant or Declaration tab

Deadband

See Alarm Attributes on page 562.
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Declarations Command

The Declarations command displays a dialog box that allows you to declare an input, output,
in/out, local, or tagname declaration. Variables must be declared to be used in programs and
functions.

Applies To

Variables

Location

Double-click a variable or right-click the Tagname Declarations folder

Default Colors Command

The Default Colors command returns the colors of drawing items to the default colors. The color
settings on your PC affect the default colors. This table describes the drawing items for which
colors can be changed.

Table 52  Drawing Item Default Colors

Drawing Item Default Color
Element background Medium gray
Element text and border Black
Selected element background Dark blue
Selected element text White

Sheet background White

Sheet background (read-only documents) Medium gray
Zone division lines Medium gray

Applies To

Logic sheets in user documents
Test sheets in Controller and Emulator Panels

Location

Tools menu > TriStation 1131 Options > Drawing Colors tab

Default Connection

The Default Connection property specifies the initial setting used when the Connect dialog box
is displayed.

This setting can be changed in the Connect dialog box before connecting to the controller. This
property is only available when both types of connections are selected in the Select Connections
area.
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Default settings are:

* For Tricon, Trident 2.x/3.x, and Tri-GP controllers, the default is Network Connection.

e For Trident 1.x controllers, the default is Main Processor.

Applies To

Application, controller, modules

Location

Configuration tree > TriStation Communication

Default Gateway IP Address

The Default Gateway IP Address property specifies the IP address of the gateway to which the
controller is connected. The default gateway address must be part of the subnet.Typically, this
is the IP address of the network router. This address can be obtained from your network
administrator or Information Technology department.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > ACM Setup

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Network and Routing tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Network and Routing tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Network
and Routing tabs

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Network and Routing tabs

Default Language

The Default Language property specifies the programming language to use initially when
creating a user document. The default is Function Block Diagram.
Options include:

* Function Block Diagram

* Ladder Diagram

e Structured Text

¢ Cause Effect Matrix
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Applies To

User documents

Location

Project menu > Project Options > Language tab

Default Macros or Text

The Default Macros or Text property specifies a default macro or text to include with a variable
in a program, function, or function block.

Variable Program Defaults Function Defaults
Tag Refs %PGM_TAGNAME

Local variables %PGM_LOCAL %FB_LOCAL

I/O variables %PG_IO %FB_IO

Default Macros for Annotations
The default macros used with annotations vary depending on the element and variable type.

For example, the % PGM_TAGNAME macro expands to include the tagname
(P1.WATER_LOW), location on controller (03.04.13), and alias number (10018).

Table 53 Default Macros for Annotation

Mev Ve Default Value Used With Sample Expanded
Macro

% PGM_TAGNAME % TAG_MEMORYADDRESS % Program Externals P1.WATER_LOW

TAG_ALIAS 03.04.13 10018
%PGM_LOCAL %WHERE_USED Program Locals PROCESS_COUNT
1(C7) 3(D5) 4(A2)
%FB_INPUT <no default> Function Inputs <no default>
%FB_OUTPUT <no default> Function Outputs ~ <no default>
%FB_1O <no default> Function <no default>
Inputs/Output
%FB_LOCAL <no default> Function Locals <no default>

Macros Used in the Default Macros

Macros beginning with %TAG cannot be modified.

Table 54 %TAG Macros Used in the Default Macros

Macro Name Description

%PGM_TAGNAME  The name of the point to which the program variable is connected.
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Table 54  %TAG Macros Used in the Default Macros (continued)

Macro Name Description

%TAG_MEMORY The location of the point to which the program variable is connected. This

ADDRESS only applies to physical input and output points and is displayed in this
format:

e For Tricon controllers: CC.SS.PP; where CC is the chassis, SS is the slot,
and PP is the point. For memory points, an empty string is returned.

* For Trident or Tri-GP controllers: ii.ss.pp; where ii is the I/ O processor
number, ss is the module baseplate address plug number, and pp is the
point number.

%TAG_ALIAS The Modbus alias of the point to which the program variable is connected. If
the point has no alias, an empty string is returned.

Applies To

Annotations and Comments

Location

Item Properties > Annotation or Comment tab > Macros button

Default Number of Cause Rows

The Default Number of Cause Rows property specifies the number of rows added when a
matrix is created using the CEM editor. The default is 22.

Applies To
CEM programs

Location
Tools menu > TriStation 1131 Options > CEM Editor tab

Default Number of Effect Columns

The Default Number of Effect Columns property specifies the number of columns added when
a program (matrix) is created using the CEM editor. The default is 25.

Applies To
CEM programs

Location
Tools menu > TriStation 1131 Options > CEM Editor tab
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Delete Command
The Delete command deletes the selected item.

Applies To

Project elements

Location

Edit menu

Delete (Certificate) Command

In the Certificates folder, the Delete command allows you to remove a certificate so it can no
longer be used for secure communication. You must download your application to the
controller for the certificate to also be removed from the CIM.

Applies To

Certificates

Location

Application tree > Certificates folder > Right-click a certificate

Delete Columns Command

The Delete Columns command displays a dialog box that allows you to specify the number of
columns to delete in a CEM program and the beginning column position.

Applies To
CEM programs

Locations

¢ Delete Columns button
¢ Edit menu

Delete Rows Command

The Delete Rows command displays a dialog box that allows you to specify the number of rows
to delete and the beginning row position.

Applies To
CEM programs

Locations

¢ Delete Rows button

¢ Edit menu
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Delete Sheet Command

The Delete Sheet command removes the currently displayed logic sheet from a program,
function, or function block.

Applies To

Logic sheets

Location

Sheets menu

Delete Unreferenced Tagnames Command

The Delete Unreferenced Tagnames command removes tagnames that are not used in programs
or functions.

Applies To

Tagnames

Location

Application tree > Tagname Declarations

Description

The Description property specifies descriptive text about the selected item. The maximum
number of characters is 131, which can include A to Z, and 0 to 9. The underscore character
(_) can also be used, but not as the first character in the description. To include this text in an
annotation or comment, use the % DESCRIPTION macro.

Applies To

Project elements

Locations

* Item Properties > Selected or Declarations tab
* Project menu > Security > New or Modify > Add User or Modify User

Destination Gateway IP Address

The Destination Gateway IP Address property specifies the I address of the gateway device
which is used if the controller is not on the same subnet as other devices.

Applies To

Communication
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Locations

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Network and Routing tabs

Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Network and Routing tabs

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Network
and Routing tabs

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Routing tab

Destination IP Address

The Destination IP Address property specifies an IP address which is used if the controller is not
on the same subnet as other devices.

Applies To

Communication

Locations

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Routing tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Routing tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Routing tab

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Routing tab

Destination IP Subnet Mask

The Destination IP Subnet Mask property specifies the binary pattern that is matched with the
IP address to turn part of the host ID address field into a field for subnets.

Applies To

Communication

Locations

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Routing tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Routing tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Routing tab

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Routing tab
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Destination UDP Port

The Destination UDP Port property specifies the port number for other controllers on a Peer-to-
Peer network.

Applies To

Peer-to-Peer communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Peer-
to-Peer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Peer-to-Peer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Peer-to-Peer
tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Peer-to-Peer tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Peer-to-Peer tab

Differential Al Input Type

The Differential Al Input Type property specifies the input type for an analog input point. Only
available with Al model 3721. Options include:

* Unipolar: 0 to 5 volts with 6% over-range.

* Bipolar: -5 to 5 volts with 6% under-range and over-range.
For detailed range information, see Resolution Type on page 686.

The default is Unipolar.
Applies To

Analog input points
Location

Controller tree > Configuration > Hardware Allocation > Differential Al Setup

Directories

See:
* Data Files on page 592
* Project Files on page 679
* Temporary Files on page 719
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Disable OVD on All Modules Command

For Tricon controllers, the Disable OVD on All Modules command disables Output Voter
Diagnostics (OVD) on the points of all digital output modules in a controller (except Supervised
DO modules, which cannot have OVD disabled). The application must be running on a
controller to use this command.

For Trident or Tri-GP controllers, OVD is disabled for individual points by using the
SYS_OVD_INHIBIT function. For more information, see the TriStation 1131 Libraries Reference.

The default OVD state is enabled for all digital output points.

A safety application may not disable the output voter diagnostic.

A WARNING

Applies To
Application

Location

Controller tree > Controller Panel > Commands menu

Disable OVD on Module... Command

For Tricon controllers, the Disable OVD on Module... command disables Output Voter
Diagnostics (OVD) for all points on specified digital output modules in the controller. The
application must be running on a controller to use this command.

OVD cannot be disabled for points on a Supervised Digital Output module.

For Trident or Tri-GP controllers, OVD is disabled for individual points by using the
SYS_OVD_INHIBIT function. For more information, see the TriStation 1131 Libraries Reference.

The default OVD state is enabled for all digital output points.

A safety application may not disable the output voter diagnostic.

A WARNING

Applies To

Application, modules

Location

Controller tree > Controller Panel > Commands menu

Disable Programming and Control Operations

Trident or Tri-GP controllers only. See Set Programming Mode Command on page 698.
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Disable Remote Changes to Outputs

The Disable Remote Changes to Outputs property specifies whether external devices can write
to output points in the TriStation 1131 application. If selected, external devices cannot write to
output points regardless of the settings for other properties. You should select this check box if
the application includes safety-critical outputs. The default is selected, which means output
points cannot be changed by external devices.

Applies To
Application

Locations

* Tricon Controller tree > Configuration > Operating Parameters

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup >
Operating Parameters tab

Disable Request

See Alarm Attributes on page 562.

Disable Scaling

For Trident or Tri-GP controllers, the Disable Scaling property specifies whether REAL numbers
are scaled to integers when they are transmitted from the controller. For Tricon controllers, this
option is not available because REAL values are always scaled. The default is cleared, which
means real numbers are not scaled.

When selected, two consecutive 16-bit aliases are assigned to each REAL tagname so that IEEE
754 single-precision, floating-point representation is used. This option is available because
Modbus has a 16-bit size limitation. Only the first alias of the two is displayed in the Modbus
Alias field of the Declaration tab.

When cleared, only one alias is used.

Applies To

Modbus communication

Location

Application tree > Tagname Declarations> Item Properties > Scaling tab

Disable Stop on Keyswitch

For Tricon controllers, the Disable Stop on Keyswitch property specifies whether to logically
disable the STOP position of the keyswitch on the Tricon Main Chassis so that the application
is not stopped if the key is turned to the STOP position. If selected, setting the keyswitch to
STOP does not halt the application.
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The default is cleared, which means that the application is stopped if the keyswitch is turned to
STOP.

Applies To
Application

Location

Controller tree > Configuration > Operating Parameters

Disconnect Command
The Disconnect command disconnects an application from the controller or Emulator.

Applies To

Communication

Locations

¢ Disconnect button

e  Controller tree > Controller or Emulator Panel > Commands menu

Display Program Document Command

The Display Program Document command allows you to monitor the execution (power flow)
of an FBD program or LD program while an application is emulated in TriStation 1131 or run
online on a controller.

You can perform monitoring using the default colors or custom colors, which you can change
online using the Project Options command. After changing the monitor colors, you must
perform a Download Changes for the new colors to take effect.

Applies To

Programs

Locations

* Display Program Document button
e Controller tree > Controller or Emulator Panel > Commands menu

Display Report Command

The Display Report command displays a selected report.

Applies To
Reports

Location

Project tree > Report viewer toolbar
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Display Tabular View Command

The Display Tabular View command displays tagnames in a table format, which allows you to
change multiple tagnames at a time. To make sorting and changing easier, you can also change
the columns that are displayed and the order in which they are displayed.

Properties include: tagname, point type, alias type, data type, point address, description, S/C
(safety or control), retain (Retentive), alias #, Min Span, Max Span, Group 1, Group 2, and initial

Bl Tagname Tabular View (= [=1[E3]
Tagname Paint Type Alias Type Data Type Point Address | Descri phion siC Retain Alias #
Tagname_1 Mermnory Unaliased BOOL nia C FALSE nfa
Tagname_z Mermory Unaliased BOOL nla c FALSE nfa
Tagname_3 Mernaory Unaliased BOOL nia C FALSE nla
Taagnare_4 Mermory Unaliased BOOL nia L] FALSE nfa
Tagname_ Mernory Unaliased BOOL nia c FALSE nfa
Tagname_& Mernory Unaliased BOOL nla C FALSE nfa
Tagname_7 Mernary Unaliased BOOL nia c FALSE nfa
Tagnarme_& Mernary Unaliased BOOL nia C FALSE nia
Taagname_9 Mermory Unaliased BOOL nfa =] FALSE nfa
< >

Applies To

Tagnames

Location

Application tree > right-click Tagname Declarations folder

DO Point Options

The DO Point Options property specifies the type of fault detection used for the point. Each
point can be specified with one of these options. Available only with the Tricon model 3625
Digital Output Module.

Table 55 DO Point Options

Option Description

Not Used Fault detection is the same as for Non-Supervised points, except reporting of
benign field fault conditions is suppressed.

Points configured as Not Used will be energized if the application commands
them on.
Non-Supervised  Fault detection includes:
* Detection of all internal faults, including those in the output circuitry.

* Detection of external faults associated with the field device or wiring —
limited to loss of field power and shorted loads under most conditions.

Non-Supervised is the default.

Supervised Fault detection includes:
* Detection of all internal faults, including those in the output circuitry.

* Detection of all external faults associated with field device or wiring, such as,
loss of power, shorted loads, open loads, and so on.
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Applies To
Tricon DO Points

Location

Controller tree > Configuration > Hardware Allocation > DO Setup

Document Access

The Document Access property specifies whether the document can be read, read and written
to (changed), or is locked. Settings include:

* Read: Any user can read the document, which means it can be viewed.
* Read/Write: Any user can read or change the document. (Default)

* Lock: Only users with the same or higher security level can read and write the
document.

Applies To

Programs, functions, function blocks, and data types

Location

Right-click a document > Properties > Summary tab

Document Type

The Document Type property specifies whether a document is a program, function, function
block, or data type.

Applies To

Document

Location

Project menu > New Document

Double Space

The Double Space property specifies whether to display double spaces between the terminals
(inputs and outputs) on a function or function block, which provides additional space for

annotations and comments. This setting specifies spacing on an individual function or function
block.

If you select Double Space after input and output variables have been
CAUTION attached to the function or function block, the variables will have to be
reattached.

The default is cleared, which means the terminals are single spaced.
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Applies To

Functions and function blocks

Location

Item Properties > Function tab > Terminals > Double Space

Double Space Function (Block) Terminals by Default

The Double Space Function Block Terminals property specifies whether to display double space
between the terminals (inputs and outputs) on a function or function block, which allows space
for annotations and comments. This setting affects all new functions and function blocks created

in a project.

The default is cleared, which means the terminals are single spaced by default.

Applies To

Functions and function blocks

Location

Tools menu > TriStation 1131 Options > FBD Editor tab and LD Editor tab

Download All Command

The Download All command downloads an application to the controller or Emulator.

A Download All command requires that the application on the controller

A WARNING| i nalted.

Table 56 Download All Required

Component

Description

Chassis

Required if adding, changing (the type), or deleting a chassis.

To avoid a Download All after the initial download, include the
maximum number of chassis in the application before downloading the
application.

Functions and function
blocks

Required if changing or deleting a function or function block.

Library elements

Required if changing (adding, updating, deleting) library elements that
have already been downloaded to a controller.

Memory allocation

Required if changing memory allocation.

Modules

Required if moving or deleting modules in the configuration.

Node Number

Required if changing the address plug and node number configuration.
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Table 56  Download All Required (continued)

Component

Description

Number of Send or
Receive function blocks

Required if increasing or decreasing the number of send or receive
function blocks.

Operating Parameters

Required if changing the Allow Disabling of Points property.

Programs Required if changes to a program exceed available memory. Required if
deleting a program.
Tagnames Required if importing tagnames from an Excel or database file. Required

if changes to tagnames require additional memory allocation.

Target System Version

Required if the target system version is changed (upgrade or
downgrade), unless you are converting a project created in a version of
TriStation 1131 prior to 4.6.

Variables

Required if changes to variables require additional memory allocation.

Applies To
Application

Locations

¢ Download All button

¢ Controller > Controller or Emulator Panel > Commands menu

Download Changes Command

The Download Changes command downloads changes made to an application, while an
application is running on the controller or Emulator.

A WARNING

* Changing a safety-critical application that is running on a controller
should be avoided because an error in the application could cause a
trip or unpredictable behavior.

* For additional warnings, see Using the Download Changes Command

on page 557.

Table 57 Download Changes Allowed

Element Description

Functions and  Allowed if adding a function or function block, but not if changing or deleting an
function blocks  existing function or function block.

IP Address Allowed, but not advised, if the IP address of a communication module is changed.

Modules Allowed if adding a module to an empty slot, which has sufficient memory
allocated for the points. Not allowed if moving or deleting modules.

Library Allowed if changing (adding, updating, deleting) library elements that have not yet

elements been downloaded to a controller.
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Table 57 Download Changes Allowed (continued)

Element Description
Operating Allowed if changing these properties:
Parameters

* Disable Remote Changes to Outputs

* Password Required for Connection

* Restart on Power-Up (Trident or Tri-GP only)
* Scan Time

e Use Local Time

Programs Allowed if adding or changing a program and there is sufficient memory. Not
allowed if deleting a program.

Tagnames Allowed if adding, changing, or deleting tagnames.

Tagnames can also be disconnected or connected to different points, if there is
enough memory allocated for the required point types.

Points must be enabled.

Target System  Allowed if you are changing the target system version (upgrade or downgrade)

Version while converting a project created in a version of TriStation 1131 prior to 4.6.
Variables Allowed if changing variable properties does not require additional memory
allocation.

Allowed, but not advised, if changes are made to the Point Type, Alias Type, or
Alias Number of a memory variable; these changes will re-initialize the variable to
its configured initial value, or 0 if no initial value is defined.

If the Initial Value is changed, the value is not used until the application is stopped
and restarted.

Points must be enabled.

Applies To
Application changes

Locations

(=l=]n]

#| * Download Changes button
e Controller tree > Controller or Emulator Panel > Commands menu

Download Verifier Command

The Download Verifier command verifies that the program elements on the controller are the
same as those in the TriStation 1131 project. During the download verification process,
TriStation 1131 retrieves the program elements from both the controller and the project file, and
then performs a binary comparison. Each comparison results in a pass or fail status message.

Applies To

Projects

Location

Commands menu
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Downloaded Version

The Downloaded Version property identifies the version of the application (project) that is
downloaded and running on the controller or Emulator.

* If you are currently connected to the controller, the version shown here is for the
controller, even if the last download was to the Emulator.

* If you are currently connected to the Emulator, the version shown is for the Emulator,
even if the last download was to the controller.

* If you are not connected to the Emulator or the controller, the version shown here is for
the last download (which may be either the Emulator or the controller).

Use the View Project History Command on page 738 to see the complete list of downloaded
version changes.

When the Change State to Download All command is used, the downloaded version for the
controller and the Emulator are set to the same version number, which will be the next major
revision of the two current downloaded versions. For example, if the Emulator’s downloaded
version was 3.2, and the controller’s downloaded version was 4.1, the downloaded version for
BOTH the controller and Emulator is set to 5.0 (the next larger major revision of the two).

Applies To
Projects
Location

Project menu

Drawing Item

The Drawing Item property specifies the colors to use to with elements on logic sheets.
Applies To
Logic sheets

Location

Tools menu > TriStation 1131 Options > Drawing Colors tab

Drop Command

The Drop command drops all the logic elements enclosed by the comment box so they are not
part of the comment. To drop, double-click the comment box, click the Pickup/Drop tab, and
click Drop.

Applies To

Comments

Location
Item Properties > Pickup/Drop tab
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Edit...Macros Commands

The Edit Document Macros, Edit Project Macros, and Edit Sheet Macros commands allow you
to specify text for macros that can be used in annotations and comments.

Applies To

Documents

Location

Document, Project, and Sheets menu

Edit Sheet Title Command

The Edit Sheet Title command displays a dialog box that allows you to enter a title for the logic
sheet.

Applies To

Logic sheets

Location

Sheets menu

Edit Title Block Command

The Edit Title Block command displays a dialog box that allows you to add information to the
title block that is used when the CEM program is printed.

Applies To
CEM programs

Location

Sheets menu

Edit/View Source Command

The Edit/ View Source command displays the source code for the selected element. The source
code can be edited only for user-created functions and function blocks.

Applies To
CEM programs

Location
Application tree > User Documents > open a CEM program > right-click in the FBD Network
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Effect Header Functions On by Default

The Effect Header Functions On by Default property specifies whether an output and function
column are automatically included in the effect header when a CEM program is created. The
default is cleared.

Applies To
CEM programs

Location

Tools menu > TriStation 1131 Options > CEM Editor tab

Emulator File Generation

The Emulator File Generation property defines the files to be generated each time you
download an application to the Emulator.

* Select the BT2 check box if you want a backup project file (.BT2) generated (not
recommended).

* Select the SOE check box if you want an SOE definition file (SOE) generated. If you
want to be able to test your SOE configuration with the Emulator, you must select this
option.

The selected file(s) are generated in the same directory where the TriStation 1131 project is
located. The default setting is for the files to not be generated.

Applies To

Emulator

Location

Project menu > Project Options > Emulator Options tab

Emulator Timeout

The Emulator Timeout property specifies the timeout value for the connection to the Emulator.

During a Download All or Download Changes operation on the Emulator, the processing time
required for applications with a very large number of variables (symbols) may exceed the
default Emulator timeout value of 4 seconds.

If you receive a “download aborted” message when downloading an application to the
Emulator, increase the Emulator timeout value and then try downloading again.

In most cases, you should not have to change this value. The default timeout value should be
adequate for the majority of applications.

The valid range is from 0 to 65,535 seconds. The default is 4 seconds.
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Applies To

Emulator

Location

Project menu > Project Options > Emulator Options tab

EN/ENO

The EN/ENO property specifies whether to include EN (an input parameter) and ENO (an
output parameter) in the function.

* For the FBD language, the parameters are optional.

* For the LD language, the parameters are required.

Usage

* If EN/ENO is visible on any function in a network, then EN/ENO must be visible on
every function in the network.

* If there is more than one function with EN/ENO visible in a network, then for every
function except the last function, you must connect the ENO output directly to the EN
input of the next function.

* You must not connect an ENO output to more than one EN input.

Parameter Description

EN An input parameter that enables invocation of the function and carries power from the
left power rail.

e If True, the function was called and ENO indicates whether the function detected
an error.

e If False, the function was not called and the value of ENO is set to False.
ENO An output parameter that indicates whether the function detected an error and
connects either to the EN input of the next function or to the ground rail.
* If True, the function did not detected any errors.

* If False, the function detected an error, and evaluation of the network stops — the
return value is not written to any variable.

Applies To

Functions

Location

Item Properties > Function tab
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Enable Access List Command

The Enable Access List command turns on user access control for the communication module,
so that access control list settings are used to determine which IP addresses can access the
communication module, and whether that access is read-only, read/write, or denied.

Does not apply to the following communication modules:
* Tricon ACM, HIM, EICM, NCM, or SMM

*  Model 4351/4352 Tricon Communication Modules (TCMs)
* Trident 1.x CMs

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Access
List tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Access List tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Access List tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Access List tab

Enable Alarm

The Enable Alarm property specifies if a process alarm is enabled for the selected tagname.

If the check box is cleared, an alarm will not be added to the process alarms program, and no
alarm will be configured, even if you have specified alarm attributes.

See also Alarm Attributes on page 562.

Applies To

Input and memory points; process alarms

Location

Application tree > Tagname Declarations > Declaration tab > Alarm Settings > Tag
Configuration dialog box
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Enable All Disabled Points Command

The Enable All Disabled Points command enables all disabled points on an application running
on the controller.

Applies To

Application, tagnames

Location

Configuration tree > Controller or Emulator Panel > Commands menu

Enable Cause Header Functions

The Enable Cause Header Functions property specifies whether an input and function column
are included in a cause header of a CEM program. The default is cleared, which means cause
header functions are not included.

Applies To
CEM programs

Location

Application tree > open a CEM program > Document menu > Options

Enable Color Monitoring

The Enable Color Monitoring property specifies whether color is used when the application is
run on the controller or Emulator. The default is cleared, which means that color monitoring is
not used.

Applies To

Programs

Location

Document Properties > Attributes tab

Enable Communication with Tricon V8 and V9 Peer-to-Peer Systems on

NET 1

The Enable Communication with Tricon V8 and V9 Peer-to-Peer Systems on NET 1 property
specifies whether communication is enabled with these systems on the NET 1 port.

Applies To

Peer-to-Peer communication
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Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Peer-
to-Peer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Peer-to-Peer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Peer-to-Peer
tab

Enable Communication with Tricon V8, Tricon V9, and Trident v1
Peer-to-Peer Systems

The Enable Communication with Tricon V8, Tricon V9, and Trident v1 Peer-to-Peer Systems
property specifies whether communication is enabled with these systems on the selected port
(NET 1 or NET 2). By default, Peer-to-Peer communication with these systems is disabled.

Available on Trident and Tri-GP 2.x systems only.

Applies To
Peer-to-Peer communication

Location

Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Peer-to-Peer tab

Enable Effect Header Functions

The Enable Effect Header Functions property specifies whether an output and function column
are included in an effect header of a CEM program.

The default is cleared, which means effect headers are not included.

Applies To
CEM programs

Location

Application tree > open a CEM program > Document menu > Options

Enable EN/ENO Terminals on Functions by Default

The Enable EN/ENO Terminals on Functions by Default property specifies whether to
automatically include EN (BOOL input) and ENO (BOOL output) parameters that detect and
isolate errors in FBD and LD logic.

The default is cleared, which means EN/ENO terminals are not automatically included.
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Applies To

Functions

Location

Tools menu > TriStation 1131 Options > FBD Editor tab

Enable Floating Text in Intersection Cells

The Floating Text Functions property allows the name of the function or function block to be
displayed in a neighboring cell of the CEM matrix if it is empty. This may be useful if the name
of the function or function block is long. The default is cleared.

Applies To
CEM programs

Location

Application tree > open a CEM program > Document menu > Options

Enable Intersection Functions

The Intersection Functions property specifies whether a function column is included in the
intersection of a CEM matrix. The default is cleared, which means intersection functions are not
included.

Applies To
CEM programs

Location

Application tree > open a CEM program > Document menu > Options

Enable Macro Editing

The Enable Macro Editing property specifies whether you can change the value for a user-
modifiable macro.

User-modifiable macros are identified with a pencil graphic on the Edit Macros screen.
The default is cleared, which means the macro value cannot be changed.

Applies To

Annotations and Comments

Location

Item Properties > Style tab
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Enable Multiple Writes

The Enable Multiple Writes property specifies whether a tagname can be written to multiple
times from programs in the application. If this property is not selected and the tagname is
written to more than once, an error is displayed when the program is compiled.

The default is cleared, which means the tagname can only be written to once in an application.

Applies To
Tagnames

Location

Application tree > double-click a tagname > Point Assignment tab

Enable OVD on All Modules Command

For Tricon controllers, the Enable OVD on All Modules command enables Output Voter
Diagnostics (OVD) on the points of all digital output modules in a controller.

The default OVD state is enabled for all digital output points.

A safety application may not disable the output voter diagnostic.

A WARNING

Applies To

Application, modules

Location

Tricon Controller tree > Controller Panel > Commands menu

Enable OVD on Module... Command

For Tricon controllers, the Enable OVD on Select Module to Enable OVD |
Module... command enables Output Voter
Diagnostics (OVD) for all points on specified
digital output modules in the controller. The
default OVD state is enabled for all digital output
points.

Applies To

Application, modules

Location

Tricon Controller tree > Controller Panel > 0K I Cancel Help
Commands menu
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Enable Programming and Control Operations

For Trident or Tri-GP controllers only. See Set Programming Mode Command on page 698.

Enable Time Synchronization with External Source

See Time Synchronization on page 721.

Enable Tricon Node Time Synchronization

For Tricon controllers, the Enable Tricon Node Time Synchronization property enables the
controller to participate in time synchronization across the Peer-to-Peer network as a Triconex
Time Synchronization master or slave node.

The default value is cleared, which means the controller will not synchronize time across the
Peer-to-Peer network. See also Time Synchronization on page 721.

Applies To
Communication
Location

Controller tree > Configuration > Operating Parameters

Enable Trident/Tri-GP Node Time Synchronization

For Trident 2.x/3.x or Tri-GP controllers, the Enable Trident/Tri-GP Node Time
Synchronization property enables the controller to participate in time synchronization across
the Peer-to-Peer network as a Triconex Time Synchronization master or slave node.

The default value is selected, which means the controller will synchronize time across the Peer-
to-Peer network. See also Time Synchronization on page 721.

Note This value cannot be changed in TriStation 1131 4.10.1.

Applies To

Peer-to-Peer communication, time synchronization

Location

Trident 2.x/3.x or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup
> Operating Parameters tab
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Enable UCN Test Mode

For Tricon controllers, the Enable UCN Test Mode property specifies whether UCN test mode
is enabled on the Tricon SMM module. The default is cleared.

Applies To
Tricon SMM

Location

Tricon Controller tree > Configuration > Hardware Allocation > SMM Setup

Enabled Features

The Enabled Features property specifies whether to allow programs, functions, function blocks,
data types, and multiple program to be created in the project. Options include:

* Programs

* Functions

* Function Blocks

e Data Types

*  Multiple Programs

The default is all options are selected, which means all options are enabled.
Applies To

Programs, functions, function blocks, data types, multiple programs

Location

Project menu > Project Options > Language tab

Enhanced Security

The Enhanced Security property sets the project-level security setting to Enhanced. When
selected, Windows and TriStation 1131 user authentications are required to log in.

See also Standard Security on page 714.

Applies To

User security

Location

Project menu > Security > Security dialog box > Security Setting tab
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Enlarge Font Size Command

The Enlarge Font Size command increases the size of the font for the entire ST program or
function.

Applies To
ST programs and functions

Location

IE‘ * Larger Font button
* View menu

Equipment

The Equipment property allows you to select the line of equipment that the selected tagname is
located in. You create the list of Equipment to match the physical location of equipment and
alarms in your plant.

Applies To

Alarms, tagnames

Locations

* Project menu > Manage Area, Equipment, and SIF Lists dialog box
* Application tree > Tagnames > Item Properties > Location tab

Evaluation Options

The Evaluation Options property specifies how a matrix is evaluated when it includes multiple
intersections between a cause and effect. The evaluation can be based on AND or OR logical
processing. The default is OR.

OR Evaluation

If the matrix is based on an energize-to-trip system, such as a fire suppression system, an OR
evaluation is typically used because the normal state of inputs is False. If one of the inputs
changes to True, the related outputs also change to True.

AND Evaluation

If the matrix is based on a de-energize-to-trip (fail-safe) system, an AND evaluation is typically
used because the normal state of inputs is True. If one of the inputs changes to False, the related

outputs also change to False. This is why it is typically used with systems that are designed to
be fail-safe.

Applies To
CEM programs

Location

Application tree > open a CEM program > Document menu > Options
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Exactly Once

The Exactly Once setting indicates that each function block instance should be executed exactly
once per scan because the function block contains internal data that must be updated exactly
once per scan.

For user-defined function blocks, you can specify this setting. For Triconex Library function
blocks, the setting cannot be changed.

Applies To

Library and user-defined function blocks

Location

Document Properties > Usage tab

Exit Command
The Exit command closes the current project and quits the TriStation 1131 application.
Applies To

Project

Location

Edit menu

Expand Macros

The Expand Macros property specifies whether the values or the name of the macro displays. If
selected, the value displays. For example, the macro %DATE_CREATED displays the month,
day, and year when the project was created. The default is cleared, which means the name, not
the value, of the macro is displayed.

Applies To

Annotations and Comments

Location

Item Properties > Style tab
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Export Command

The Export command specifies a database or text file to export points to. If the file is to be
imported back to TriStation 1131, the filename must be eight characters or less.

Applies To
Tagnames

Location

Right-click the Tagname Declarations folder

Export (TCM, CM, or CIM Configuration) Command

In the TCM Setup, CM Setup, or CIM Setup dialog box, the Export command exports the TCM,
CM, or CIM configuration to an XML file.

Does not apply to model 4351/4352 TCMs, or Trident 1.x CMs.
See also Import (TCM, CM, or CIM Configuration) Command on page 634.

Applies To
TCM, CM, and CIM configuration

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B Setup
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup
* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM

Setup
Export Destination

The Export Destination property specifies the destination to use when exporting a report file.
Settings include Disk file and Microsoft Mail. The default is Disk file.

Applies To

Reports

Location

Export Report button on Project tree > Reports toolbar
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Export Format

The Export Format property specifies the format to use when exporting a report file. Formats

include:
¢ Acrobat Format (PDF) * Excel 8.0 (XLS) (Extended)
* Character-separated values * Paginated Text
* Comma-separated values (CSV) * Rich Text (Exact) Format
* Excel 5.0 (XLS) * Tab-separated text
* Excel 5.0 (XLS) (Extended) * Tab-separated values
* Excel 7.0 (XLS) e Text
* Excel 7.0 (XLS) (Extended) * Word® for Windows document
* Excel 8.0 (XLS) * XML
The default is PDF.
Applies To
Reports
Location

Export Report button on Project tree > Reports toolbar

Export Report Command

The Export Report command exports the viewed report to a file format and destination you
specify.

Applies To

Reports

Location

Export Report button on Project tree > Reports toolbar

Export with Alarm Attributes Command

The Export with Alarm Attributes command specifies a database or text file to export points to,
with process alarm attributes included. If the file is to be imported back to TriStation 1131, the
filename must be eight characters or less.

Applies To

Tagnames

Location
Right-click the Tagname Declarations folder
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False Color

See Monitor Display Options on page 657.

False State Name

See Monitor Display Options on page 657.

Fatal Severity

See System Events Severity on page 717.

FBD Editor Options

The FBD Editor options include:
* Double Space Function (Block) Terminals by Default
* Enable EN/ENO Terminals on Functions by Default
* Left-Handed Wire Tool

Applies To

Functions and function blocks

Location

Tools menu > TriStation 1131 Options > FBD Editor tab

Field Power

For Trident or Tri-GP controllers, the Field Power property specifies whether field power is
connected to the Pulse Input Baseplate for use by the field sensors. The default is cleared, which
means that field power is absent.

Setting Description

Field Power Absent  Select if field power is not connected to the PI Baseplate. This setting is
typically chosen if all the field sensors are passive.

Field Power Present Select if field power is connected to the PI Baseplate. This setting is typically
chosen if some or all the sensors are active.

Applies To
Trident or Tri-GP Pulse Input or Enhanced Pulse Input Setup

Location
Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > PI or EPI Setup
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Field Power Monitoring

For Tricon controllers, the Field Power Monitoring property specifies whether the module
should monitor the 24V field power (also known as loop power) at the external termination
panel. When field power monitoring is on, the module will report when field power at the term
panel goes in or out of range.

Available only with the model 3720 and 3721 Analog Input Modules. Applicable only if you are
using a term panel that passes field power to the module. The default is Off.

If you are not using a term panel that passes field power to the module, you must select Off. If
you select On, and the term panel does not support field power monitoring, you will see Field
Power faults on the module.

Applies To
Al Modules

Location

Tricon Controller tree > Configuration > Hardware Allocation > Single-Ended and Differential
Al Setup

Find In Application Command

The Find In Application command finds the specified text by searching through the entire
application (project). Click the Options button to further narrow the search.

Applies To

Application elements

Location

Edit menu

Find Text Command

The Find Text command finds the specified text in the current program, function, or function
block. Click the Options button to narrow the search. If you select items on a sheet first, this
command will search for the specified text only in the selected items.

Applies To

Application elements

Location

Edit menu
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Find Text Options

The Find Text Options dialog box allows you to
narrow the search for text on a specific element
or in an application.

Applies To

Application elements

Locations

¢ Find Text button

e View menu

First Out

See Alarm Attributes on page 562.

Formatted Name

Find| Text Options

Search ltems
[¥ Literals: include ‘zonstant’ item values in search
[¥ Mames: variable and function block item names
[v Data Types: variable, function block and function data types
[v Comments: include comment and annatation text in search

[ Declarations: include document declarations in search

Senzitivity

[~ Match Case: perfarm a case-sensitive search
[ whole 'word
[v “wiild Card: allow asterisks () to match all characters

ok | Cancel | Help |

The Formatted Name property specifies a pattern to use when naming variables or tagnames.

The pattern includes:

e Text: The text used as the base for the name. Should be 25 characters or less, to ensure
you do not exceed the 31-character limit on tagname and variable names.

* Macro: The numbering scheme to use as an increment.

— For theater numbering (A to Z, and AA to ZZ), use %A.

— For normal numbering, (0-nnn), use %0.

For example, ALARM_%0 would result in names of ALARM_1 through ALARM_nnn.
ALARM_ %A would result in ALARM_A ... ALARM_Z, depending on the start and increment

value, and the number of variables.

Applies To

Comments and variables in user documents

Locations

* Jtem Properties > Auto Name > Auto Name button

¢ Tools menu > Auto Name Selected Items

* Application tree > Tagname Declarations > right-click, select New Tagnames
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Font Size
The Font Size property specifies the size of the font displayed for Structured Text code.

Applies To
ST Language

Location

View menu > Set Editor Options

FP Ordering

The FP Ordering property specifies which 16-bit section of a 32-bit floating point number is read
first.

* High 16 Bits First: the 16 most significant bits of the floating point number (the first 16)
are read first.

* Low 16 Bits First: the 16 least significant bits of the floating point number (the last 16)
are read first.

The default value is Low 16 Bits First.

Note On Trident/Tri-GP 2.x controllers only, if you select Modbus Master as the

communication protocol, this property is automatically set to High 16 Bits First and
cannot be changed.

Applies To

Modbus communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports and Modbus TCP tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports and Modbus TCP tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
and Modbus TCP tabs

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Serial Ports and Modbus TCP tabs

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Serial Ports and Modbus TCP tabs

Function Variables

See Default Macros or Text on page 595.
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Full Name
The Full Name property specifies the name of the user.

Applies To
User Security
Location

Project menu > Security > Users tab > Modify button

Function Block Command

The Function Block command allows you to add multiple function blocks at the same time to a

program. If a function block has not been selected, a dialog box allows you to select the function
block.

Applies To

Programs

Locations

@ ¢ Function Block button
¢ Tools menu > Select Tool > Function Blocks

General Monitor Colors

The General Monitor Colors property specifies the colors to display for the value of BOOL
variables and wires. The default for True is red. The default for False is green.

Applies To
Tagnames
Location

Project menu > Project Options > Monitor Colors tab

Generate Alarm When a Certificate Expires

The Generate Alarm When Certificate Expired property specifies if you want to be alerted when
a certificate used for secure communication expires.

When selected, the fault LEDs on the MPs will turn ON when a certificate has expired, or is close
to expiring. An alarm event will also appear in the Enhanced Diagnostic Monitor.

Applicable to Trident/Tri-GP 3.x systems with a CIM installed only.
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Applies To

Secure communication

Location
Trident or Tri-GP 3.x Controller tree > Configuration > MP Setup > Operating Parameters tab

Global Positioning System Installed

For Tricon controllers, the Global Positioning System Installed property specifies whether a GPS
interface is installed. The default is cleared, which means GPS is not installed.

Applies To

Tricon communication, Time Synchronization

Location
Tricon Controller tree > Configuration Panel > NCM Setup

Go To Cell Command
The Go To Cell command allows you to go to a specific row and column in the matrix.

Applies To
CEM programs

Location

Application tree > User Documents > Programs > open a CEM program > Edit menu

Group 1 and Group 2

The Group 1 and Group 2 properties specify group names to use for tagnames. Group names
allow you to categorize tagnames by a name you define. Group 2 is subordinate to group 1. All
the tagnames in a group must be of the same data type. The name can be a maximum of 63
characters.

Applies To

Tagnames

Location

Tagname Declarations > Declaration tab

TriStation 1131 Developer’s Guide, 4.10.0



630 Appendix A Commands and Properties

Halt Command

The Halt command stops the execution of an application in the controller or Emulator. In Halt
mode, tagnames retain the values they had in the scan during which the application was halted.
For Tricon controllers, the Halt command is used. For Trident or Tri-GP controllers, the Halt
command or the SYS_APP_HALT function can be used.

Applies To
Application

Locations

e Halt button
* Configuration tree > Controller or Emulator Panel > Commands menu

Handshake

The Handshake property specifies whether to use signals to establish a valid connection. With
hardware handshake, a separate wire sends a signal when the receiving device is ready to
receive the signal, which ensures that a device transmits data only when the other device is
ready to receive it.

*  On the Tricon EICM, the switch settings determine whether handshaking is allowed.

*  On the Tricon TCM, the Trident/Tri-GP 2.x/3.x CM, or Trident/Tri-GP 3.x CIM, the
setting is configured on the Serial Ports tab.

* On the Trident 1.x CM, the setting of the Transceiver Mode property determines
whether hardware handshake is valid.

The default is None, which means hardware handshake is not used. Settings include:

Setting Description

Hardware Select for:
* Any 2-wire configuration (required)
* A multi-point configuration that uses the R5-485 transceiver mode (required)

* A point-to-point configuration that uses an external modem with RS-232
transceiver mode (optional)

None Select for configurations that do not allow or require Hardware Handshake.

Used with RS-232 Transceiver Mode

With the Handshake property set to Hardware, the Trident or Tri-GP CM asserts the Request to
Send (RTS) signal when it has a message to transmit. The CM begins transmission when it
receives a Clear to Send (CTS) signal from the Modbus master. The Trident or Tri-GP CM
ignores all characters unless the Modbus master asserts the Data Carrier Detect (DCD) signal.
This settings allows the Modbus master to use half-duplex modem:s.

With the Handshake property set to None (typically for point-to-point connections), the Trident
or Tri-GP CM asserts RTS at all times and ignores CTS and DCD. In other words, the CM
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transmits characters even if the receiving device is not ready. This could result in an overrun
state, and the characters would have to be re-transmitted.

Used with RS-485 Transceiver Mode

With the Handshake property set to Hardware, the Trident or Tri-GP CM enables its RS-485
transmit driver only when it is sending data. Use this setting for all single-pair networks and for
slave ports in two-pair, multi-point networks.

With the Handshake property set to None, the Trident or Tri-GP CM enables its RS-485 transmit
driver at all times. Use this setting for a Modbus slave port in a two-pair, point-to-point
network.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup >
Serial Ports tab

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM Setup >
Serial Ports tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
> Serial Ports tab
Hardware Allocation Command

The Hardware Allocation command displays the Hardware Allocation screen in the Controller
tree.

Applies To
Configuration

Locations
m ° Hardware Allocation button

e View menu
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Hide Causes Unrelated to Effects Command

The Hide Causes Unrelated to Effects command hides causes on a CEM program that are not
related to an effect.

Applies To
CEM programs

Location

View menu

Hide Effects Unrelated to Causes Command

The Hide Effects Unrelated to Causes command hides effects on a CEM program that are not
related to a cause.

Applies To
CEM programs

Location

View menu

High Active / High High Active

See Alarm Attributes on page 562.

High Limit / High High Limit

See Alarm Attributes on page 562.

High Severity / High High Severity

See Alarm Attributes on page 562.

Highest TCP Port Number

The Highest TCP Port Number property specifies the highest port number the communication
module can use for outgoing TCP connections. Allows the communication module to operate
behind a firewall that has implemented port restrictions.

For most networks, the default setting should be sufficient.
Applicable only for:

*  Modbus/TCP and OPC ports on TCMs installed in Tricon 10.3 and later systems.
*  Modbus/TCP ports on CMs installed in Trident or Tri-GP 2.x and later systems.
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*  Modbus/TCP ports on CIMs installed in Trident or Tri-GP 3.x and later systems.

Note If this setting is misconfigured, Modbus TCP and/or OPC will be unable to connect. If
this occurs, reset the value to the default setting to fix the problem and re-enable Modbus
TCP and/or OPC. If you need to use this feature, please contact Invensys Technical
Support for assistance with configuring this setting.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Network tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Network tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Network tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Network tab

Horizontal Network Divider Command

The Horizontal Network Divider command allows you to place a horizontal divider on a logic
sheet to divide networks.

Applies To
FBD logic sheets

Locations

¢ Horizontal Network Divider button

¢  Tools menu > Select Tool

See Alarm Attributes on page 562.

IDLE State

IDLE is an application state which indicates that the TriStation PC is connected to a controller
or the Emulator, but the application has not been downloaded.

Applies To
Application

Location

Controller tree > Controller or Emulator Panel > Title bar
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Import Command

The Import command provides a wizard that allows you to specify the fields to import, and how
to link them to tagname properties.

Applies To

Tagnames

Location

Right-click the Tagname Declarations folder

Import (Certificate) Command

In the Certificates folder, the Import command allows you to select and add a new certificate for
use with secure communication.
Applies To

Certificates

Location
Application tree > Right-click a Certificates folder

Import (TCM, CM, or CIM Configuration) Command

In the TCM Setup, CM Setup, or CIM Setup dialog box, the Import command imports all
settings from a previously exported TCM, CM, or CIM configuration XML file.

Does not apply to model 4351/4352 TCMs, or Trident 1.x CMs.
See also Export (TCM, CM, or CIM Configuration) Command on page 622.

Applies To
TCM, CM, and CIM configuration

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B Setup
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup
e Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup
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Include Alarm Attributes

The Include Alarm Attributes property specifies whether to include the process alarms
attributes when you import or update tagname properties.

Applies To

Tagnames

Location

Right-click the Tagname Declarations folder > Import Wizard > Select Data Source screen

Include Monitor Value in Annotation

The Include Monitor Value in Annotation property specifies whether to display the value of the
variable in the annotation. The default is cleared, which means the value is not displayed in the
annotation.

Applies To

Variables

Location

Item Properties > Annotation tab

Info Severity

See System Events Severity on page 717.

Initial Value

The Initial Value property specifies the beginning value assigned to a variable on the first scan
of the application. The value can be changed with a Download Changes command, however,
the value is not used until a first scan which is not issued with the Download Changes command.

A first scan occurs under any of these conditions:
* The Download All and the Run command are issued
* The Halt command and the Run command are issued
* The application is restarted after a power failure

To identify whether a first scan has occurred, use the TR_SCAN_STATUS (Tricon) or
SYS_SYSTEM_STATUS (Trident/Tri-GP) function blocks.

In programs, only local variables are assigned an initial value. In functions and function blocks,
all variables are assigned an initial value. The value is either the value declared for the property
or zero. If you have selected a user-defined Data Type for a local variable, you cannot assign an
initial value to the variable.
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Applies To
Tagnames, Variables
Location

Application tree > Tagname Declarations > Declaration tab

Insert Columns Command

The Insert Columns command displays a dialog box that allows you to insert columns in a CEM
program.

Applies To
CEM programs

Locations

¢ Insert Columns button

¢ Edit menu

Insert From File Command

The Insert From File command displays an Open dialog box that allows you to select a file to be
inserted in the ST program or function.

Applies To

ST programs and functions

Location

Edit menu

Insert Input Variable Command
The Insert Input Variable command inserts an input variable to a logic sheet.

Applies To
CEM, FBD, and LD functions

Locations

* Input Variable Tool button
e Edit menu
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Insert In/Out Variable Command

The Insert In/Out Variable command inserts an in/out variable to a logic sheet. In Structured
Text language, VAR IN/OUT are added to the code, not inserted by a command.

Applies To

FBD and ST functions and function blocks

Locations

* In/Out Variable Tool button
e Edit menu

Insert Local Variable Command

The Insert Local Variable command inserts a local variable to a logic sheet.
Applies To
CEM, FBD, and LD programs

Locations

3| * Local Variable Tool button
¢ Edit menu

Insert Output Variable Command

The Insert Output Variable command inserts an input variable to a logic sheet.
Applies To
FBD and LD functions

Locations

* Input Variable Tool button
* Edit menu

Insert Module Command

The Insert Module command displays a dialog box that allows you to select a module to add to
the configuration.

Applies To
Hardware configuration

Locations

{F| * Insert Module button (on Trident or Tri-GP Configuration toolbar)
* Tricon Configuration tree > Hardware Allocation > double-click slot

* Trident or Tri-GP Configuration tree > Hardware Allocation > MP/IOP1 > Tools menu
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Insert Rows Command

The Insert Rows command displays a dialog box that allows you to insert rows in a CEM
program.

Applies To
CEM programs

Locations

BEl| ¢ Insert Rows button
* Edit menu

Insert Sheet Command

The Insert Sheet command adds a new logic sheet before the sheet currently being viewed. You
must enter a title for the new sheet before it will be added.

Applies To

Logic sheets

Location

Sheets menu

Insert Tagname Declaration Command
The Insert Tagname Declaration command inserts a tagname declaration to the program.

Applies To
FBD and LD programs

Locations

| ¢ Tagname Declaration Tool button

¢ Edit menu

Internal State

The Internal State setting means each function block instance may have an internal state which
is remembered from one execution to the next and from one scan to the next. There are no
restrictions on usage of a function block labeled internal state; that is, you can execute the
function block instance more than once per scan, or you can skip scans.

For user-defined function blocks, you can specify this setting. For Triconex Library function
blocks, the setting cannot be changed.
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Applies To

Library and user-defined function blocks

Location

Document Properties > Usage tab

Intersection Functions On by Default

The Intersection Functions On by Default property specifies whether a function column is
automatically included in the intersection when a matrix is created. The default is cleared.

Applies To
CEM programs

Location

Tools menu > TriStation 1131 Options > CEM Editor tab

Invert Input

The Invert Input property specifies whether to invert the value of a BOOL input
that is connected to a function or function block. If selected, the value for the
input is changed to the opposite value when the function or function block is
executed. For example, if the value is True it is changed to False. The defaultis —f o
cleared, which means the input value is not inverted. ' '

.

When an input is inverted, a small circle (referred to as a fiducial) is displayed
on the input terminal of the function.

Applies To
BOOL input points

Location

Function and function blocks

Invert Input/Output

The Invert Input/Output property specifies whether to invert the value of a
BOOL input/output that is connected to a function block. If selected, the value CTU
for the input/output is changed to the opposite value when the function block

is executed. For example, if the value is True it is changed to False. The default =
is cleared, which means the input value is not inverted. ' '

When an input/output is inverted, a small circle (referred to as a fiducial) is
displayed on the input terminal of the function.
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Applies To
BOOL input points

Location

Function blocks

Invert Output

The Invert Output property specifies whether to invert the value of a BOOL
output that is connected to a function or function block. If selected, the value for
the output is changed to the opposite value when the function is executed. For
example, if the value is True it is changed to False. The default is cleared, which _E
means the output value is not inverted. »

When an output is inverted, a small circle (referred to as a fiducial) is displayed
on the output terminal of the function.

Applies To
BOOL output points

Location

Functions and function blocks

IP Address

The IP Address property specifies a unique 32-bit address of a computer attached to a network.
A network uses IP addresses to route messages to their destinations.

An IP address is formatted as four numbers separated by periods, where each number can be
zero to 255. An example is 1.160.10.240.

Every client and server in a network requires an IP address, which is either permanently or
dynamically assigned at startup. The defaults are as follows:

e ACM/NCM: 192.168.1.<node number>
TCM: 192.168.0.<node number> for NET 1; 192.168.1.<node number> for NET 2
e Trident 1.x: 0.0.0.0

* Trident 2.x/3.x or Tri-GP: 192.168.255.<node number> for Left MP network port only;
0.0.0.0 for all other MP and CM/CIM network ports

Note The highest and lowest IP addresses in a subnet (addresses where the last number is 0
or 255, such as 192.168.55) are reserved for broadcast messaging and cannot be used as
a valid IP address for a Triconex communication module.

Applies To

Communication
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Locations

Controller tree > Configuration > Communication
Tricon Controller tree > Configuration > Hardware Allocation > ACM or NCM Setup

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Network, Peer-to-Peer, Modbus TCP, and Printer tabs

Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Network, Peer-to-Peer, Modbus TCP, and Printer tabs

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Network,
Peer-to-Peer, Modbus TCP, and Printer tabs

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Network or Printer tab

Trident 2.x/3.x or Tri-GP Controller tree > Configuration > Hardware Allocation > MP
Setup > Network Ports tab

IP Subnet Mask

The IP Subnet Mask property specifies a binary pattern that is matched with the IP address to
turn part of the host ID address field into a field for subnets.

*  For Tricon ACM and TCM, see your network administrator.
* For Tricon NCM, do not change the default setting which is eight zeroes.

* For Trident or Tri-GP CM or CIM, see your network administrator.

Applies To

Communication

Locations

Tricon Controller tree > Configuration > Hardware Allocation > ACM and NCM Setup

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Network and Routing tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Network and Routing tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Network
and Routing tab

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Network and Routing tab
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Item Properties Command

The Item Properties command displays an Item Properties dialog box, which varies depending
on the item currently selected.

Applies To

Chassis, modules, tagnames, variables

Locations

| ¢ Item Properties button

e View menu

Language
The Language property specifies the language to be used for the program, function, function

block, or data type. Settings include:
* Function Block Diagram
* Ladder Diagram
* Structured Text
* Cause Effect Matrix
Applies To

Programs, functions, function blocks, and data types

Location

Project menu > New Document

LD Editor Options

The LD Editor Options include:

* Compiler Warning When Right Power Rail is Missing on page 587
* Double Space Function (Block) Terminals by Default on page 606
* Left-Handed Link Tool on page 642

Left-Handed Link Tool

The Left-Handed Link Tool specifies whether to have the link tool configured for left-handed
use for LD programs. The default is cleared, which means the right-handed link tool is used.

Applies To
Ladder Diagrams

Location
Tools menu > TriStation 1131 Options > LD Editor tab
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Left-Handed Wire Tool

The Left-Handed Wire Tool specifies whether to have the wire tool configured for left-handed
use for FBD programs.

The default is cleared, which means the right-handed tool is used.

Applies To

Project

Location
Tools menu > TriStation 1131 Options > FBD Editor tab

Line Width

The Line Width property specifies the number of characters per line. The default is 80.

Applies To

Project

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Printer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Printer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Printer tab

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Printer tab

Link Command

The Link command draws a horizontal or vertical link between power rails and logic elements.
The direction of the link determines how it is evaluated in the logic.

Link Direction Description

Horizontal Transmits the state of the element on its immediate left to the element on its
immediate right. The state represents the Inclusive OR of the On states of the
horizontal links on its left side.

Vertical Intersects one or more horizontal link elements on each side. The state is copied to
all attached horizontal links on its right, but is not copied to attached horizontal
links on its left.

¢ [s Off if the states of all attached horizontal links to its left are Off.

¢ Is On if the state of one or more attached horizontal links to its left is On.
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Applies To
LD programs

Locations

| * Link Tool button
¢ Tools menu > Select Tools

List Disabled Points Command

The List Disabled Points command displays a list of all disabled points on a controller, so that
individual points can be selected and enabled. To use this command, the application must be
running on the controller.

Applies To

Tagnames

Location

Controller tree > Controller Panel > Commands menu

Loc

The Loc property displays the coordinates for the location of an element in terms of cause row
and effect column in a CEM program. For example, C01 identifies cause 1 and C02E02 identifies
the intersection of cause 2 and effect 2.

Applies To
CEM programs

Location
Application tree > open a CEM program > Variable Detail Table

Location

The Location property specifies the location of the tagname based on the position in the Tricon

chassis, Trident system, or Tri-GP system. The address is a three-part number in this format:
CC.Ss.prp

Identifier Description

CcC Stands for Tricon chassis, or Trident/Tri-GP I/ O Processor (IOP).
SS Stands for slot (Tricon), or baseplate (Trident/ Tri-GP).
PP Stands for point number.

For example, 01.02.23 is the address for point 23, on the module in slot 2, in chassis 1.
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Applies To

Tagnames

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > DO and PI Setup
* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > PI or EPI Setup

Log On As New User Command

The Log On As New User command allows you to save and close the current project and log on
as a different user. You are prompted on whether to save project elements.

Applies To

Project

Location

File menu

Logon Name
The Logon Name property specifies the identifier used to log on to the TriStation 1131 project.

Applies To

User access

Location

Project menu > Security > Users tab > New or Modify button

Low Active / Low Low Active

See Alarm Attributes on page 562.

Low Limit / Low Low Limit

See Alarm Attributes on page 562.

Low Severity / Low Low Severity

See Alarm Attributes on page 562.
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Lowest TCP Port Number

The Lowest TCP Port Number property specifies the lowest port number the communication
module can use for outgoing TCP connections. Allows the communication module to operate
behind a firewall that has implemented port restrictions. For most networks, the default setting
should be sufficient. Applicable only for:

*  Modbus/TCP and OPC ports on TCMs installed in Tricon 10.3 and later systems.
*  Modbus/TCP ports on CMs installed in Trident or Tri-GP 2.x and later systems.
*  Modbus/TCP ports on CIMs installed in Trident or Tri-GP 3.x and later systems.

Note If this setting is misconfigured, Modbus TCP and/or OPC will be unable to connect. If
this occurs, reset the value to the default setting to fix the problem and re-enable Modbus
TCP and/or OPC. If you need to use this feature, please contact Invensys Technical
Support for assistance with configuring this setting.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Network tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Network tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Network tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Network tab

Macros Command

The Macros command displays macros that can be included in an annotation or comment. You
can specify whether to display macros available by Project, Document, or Sheet.

To copy, click the macro and press Ctrl+C. To paste, close the Edit Macro dialog box, click in the
Comment area, and press Ctrl+V.

Applies To

Comments and variables

Locations

* Document, Project, and Sheets menus
* Annotation tab (tagnames and variables)

* Comments tab (comments)
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Main Processor Connection Setup

For Trident 1.x, the Main Processor Connection Setup property specifies which MP is connected
to the TriStation PC. The options are Left, Middle, and Right. The default is left.

Applies To

TriStation communication

Location

Trident 1.x Controller tree > Configuration > TriStation Communication

Major Severity

See System Events Severity on page 717.

Manage Sheets Command

The Manage Sheets command displays a screen that allows you to manage logic sheets.

These commands are on the Sheets Manager screen:

Command Action
Append Adds a new sheet after an existing sheet.
Insert Adds a new sheet before an existing sheet
Delete Delete the selected sheet.
Title Allows you to edit the title of the current sheet. The sheet title is displayed
in the title block, the window caption bar and the Window Menu list.
GoTo Click a sheet to be displayed, and then click Go To.
Applies To

Logic sheets

Location

Sheets menu
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Manage Views Command

The Manage Views command allows you to save, load, and remove views of a CEM program.
These commands are on the View Manager screen.

Command Action

Load Click a view and click Load to have it displayed.

Save Click to save the view currently displayed.

Remove Click a view and click Remove to delete the view from the list.

Restore All Defaults Click to restore the current view to show all causes and effects.

Close Click to close the View Manager screen.
Cancel Click to cancel the action.

Applies To

CEM programs

Location

View menu

Management Port Number

The Management Port Number property identifies the UDP port number used for the Enhanced
Diagnostic Monitor’s connection to the TCM, Trident 2.x/3.x CM, or Tri-GP CM communication
status information. The default number is 1510. Cannot be the same as the TriStation or TSAA
port numbers.

This must be the same value as the Management UDP Port Number property in the Enhanced
Diagnostic Monitor’s Network Configuration dialog box. For more information, see the
Enhanced Diagnostic Monitor User’s Guide.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC or TCM/B
Setup > Protocols tab

e Tricon Controller tree > Configuration > Hardware Allocation > TCM/ A Setup > Network
tab

* Trident or Tri-GP 2.x/3.x Controller tree > Configuration > Hardware Allocation > CM
Setup > Protocols tab
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Master Logical Port

The Master Logical Port property specifies the logical port number that the TriStation 1131
application uses with Modbus Master Functions to access the port. Must be unique for each
TCM, Trident 2.x/3.x CM, Tri-GP CM, or Trident/Tri-GP 3.x CIM installed in a system. This
property is only available for Modbus Master.

For TCM and the CIM, the valid range is 1-32. For Trident 2.x/3.x or Tri-GP CM, the valid range
is 1-15.

Applies To

Modbus Communication

Location

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Modbus TCP and Serial Ports tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Modbus TCP and Serial Ports tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Modbus
TCP and Serial Ports tabs

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Modbus TCP and Serial Ports tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Modbus TCP and Serial Ports tab

Max Field

For Trident or Tri-GP controllers, the Max Field property specifies the maximum range for

power, based on volts on the Pulse Input or Enhanced Pulse Input Module. The default is 33
volts.

Applies To
Trident or Tri-GP Pulse Input or Enhanced Pulse Input Module

Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > PI or EPI Setup

Maximum Number of Peer-to-Peer Receives

The Maximum Number of Peer-to-Peer Receives property specifies the maximum number of
Receive function blocks for each TriStation 1131 application.

e For Trident and Tri-GP 3.x controllers, the maximum value of Peer-to-Peer Receives can
be set to 100.

e For Trident 2.x and earlier, Tri-GP 2.x, and Tricon controllers, the maximum value of
Peer-to-Peer Receives can be set to 50.
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To conserve memory and minimize scan time, set this number as low as possible. However, if
you plan to add Receive function blocks in the future, specify the anticipated maximum to avoid
having to perform a Download All later.

When you build the application, TriStation 1131 calculates how many Peer-to-Peer Receives are
being used. During the Download All operation, TriStation 1131 adds 20% to this calculation to
determine the number of Receives to be configured. (For example, if 10 Sends are being used,
TriStation 1131 will configure 12 Receives.)

This number set for Receive and Send does not have to be the same. The default is 0.

Applies To

Peer-to-Peer communication

Location

Application tree > Implementation > Peer-to-Peer Configuration

Maximum Number of Peer-to-Peer Sends

The Maximum Number of Peer-to-Peer Sends property specifies the maximum number of Send
function blocks for each TriStation 1131 application.

¢ For Trident and Tri-GP 3.x controllers, the maximum value of Peer-to-Peer Sends can
be set to 100.

¢ For Trident 2.x and earlier, Tri-GP 2.x, and Tricon controllers, the maximum value of
Peer-to-Peer Sends can be set to 50.

To conserve memory and minimize scan time, set this number as low as possible. However, if
you plan to add Send function blocks in the future, specify the anticipated maximum to avoid
having to perform a Download All later.

When you build the application, TriStation 1131 calculates how many Peer-to-Peer Sends are
being used. During the Download All operation, TriStation 1131 adds 20% to this calculation to
determine the number of Sends to be configured. (For example, if 10 Sends are being used,
TriStation 1131 will configure 12 Sends.)

The number set for Send and Receive does not have to be the same. The default is 0.

Applies To

Peer-to-Peer communication

Location

Application tree > Implementation > Peer-to-Peer Configuration

Maximum RPM

The Maximum RPM property specifies the revolutions per minute for the device attached to the
Pulse Input Module. The number must be a positive floating point value. The default is 30,000.
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Applies To
Tricon Pulse Input Module

Location

Tricon Controller tree > Configuration > Hardware Allocation > Pulse Input Setup

Maximum Speed

The Maximum Speed property specifies the speed for the device attached to the Pulse Input
Module. The number must be a positive floating point value. The default is 30,000.

Applies To
Tricon Pulse Input Module

Location

Tricon Controller tree > Configuration > Hardware Allocation > Pulse Input Setup

Maximum Value (Engineering Unit Range)

The Maximum Value (Engineering Unit Range) property identifies the maximum value for the
engineering unit range used by OPC UA; must be greater than the minimum value.

Any value outside of the specified range will cause the OPC UA server to clamp its value to the
specified range and report a status code of “Uncertain_EngineeringUnitsExceeded”.

The maximum value and default value is 2147483647.

Applies to Trident or Tri-GP 3.x or later projects only. This property appears in Trident 1.x/2.x
or Tri-GP 2.x projects, but has no meaning for those controller versions.

Applies To
Tagnames with DINT data types

Location

Application tree > Tagname Declarations > Scaling tab (in Trident or Tri-GP projects only)

Maximum Value (Max Span)

The Maximum Value (Max Span) property identifies the maximum value for the range to scale
a REAL tagname to an integer; must be greater than the minimum value.

The maximum value and default value is 32,767. (For Honeywell, the maximum value is 9,999.)

Applies To
Tagnames with REAL data types
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Location

Application tree > Tagname Declarations > Scaling tab

Memory Allocation Command

The Memory Allocation command displays the Memory Allocation screen in the Controller
tree.

Applies To

Configuration

Locations
IE *  Memory Allocation button

e View menu

Message Options Command

The Message Options command allows you to

specify the type of messages to be sent between the
TriStation PC and controller, and is generally used _
to troubleshoot problems. hieseegs L fons

[ Meszages Sent & Received

x)

Message Options

The default for all options is cleared. ™ Message Detai

[ State Changes
[ Emars

[ Informatian

Applies To

Troubleshooting problems

Location o

kezzages that go between TriStation 1131 and the
Configuration tree > Controller Panel > Tools controller can be monitored. |n normal operation all
menu > Message Options these options should be left unchecked.

k. | Cancel Help

Message View Command
The Message View button displays a message area at the bottom of the TriStation 1131 screen.

Tabs in the area allow you to display information for Application, Controller, Find Results, and
Compare Results. You can toggle the Message View On or Off.
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Applies To

View

Locations

[B| * Message View button

* View menu > Messages

Min Field

For Trident or Tri-GP controllers, the Min Field property specifies the minimum range for
power, based on volts for the Pulse Input or Enhanced Pulse Input Module. The default is 0
volts.

Applies To
Trident or Tri-GP Pulse Input or Enhanced Pulse Input Module

Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > PI or EPI Setup

Minimum Value (Engineering Unit Range)

The Minimum Value (Engineering Unit Range) property identifies the minimum value for the
engineering unit range used by OPC UA; must be less than the maximum value.

Any value outside of the specified range will cause the OPC UA server to clamp its value to the
specified range and report a status code of “Uncertain_EngineeringUnitsExceeded”.

The minimum value and default value is -2147483648.

Applies to Trident or Tri-GP 3.x or later projects only. This property appears in Trident 1.x/2.x
or Tri-GP 2.x projects, but has no meaning for those controller versions.
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Applies To

Tagnames with DINT data types

Location

Application tree > Tagname Declarations > Scaling tab (in Trident or Tri-GP projects only)

Minimum Value (Min Span)

The Minimum Value (Min Span) property identifies the minimum value for the range used to
scale a REAL tagname to an integer; must be less than the maximum value.

The minimum value and default value is -32,768. (For Honeywell, the maximum value is 9,999.)

Applies To
Tagnames with REAL data types

Location

Application tree > Tagname Declarations > Scaling tab

Minor Severity

See System Events Severity on page 717.

Modbus (Minimum and Maximum) Range

The Modbus (Minimum and Maximum) Range property specifies the minimum and maximum
limits of values communicated via serial ports. This property is used with the Minimum Value

(Engineering Unit Range) and Maximum Value (Max Span) to communicate REAL values using
Modbus or Honeywell protocol.

¢ The minimum value is -32,768; the default is 0.
¢ The maximum value is 32,767; the default is 32,767.

* For Honeywell, the minimum is 0; the maximum is 9,999.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation >TCM/A or TCM/B
Setup > Serial Ports tab
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Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > MP and CM
Setup > Serial Ports tab

Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > MP, CM or
CIM Setup > Serial Ports tab

Modbus Slave Address

The Modbus Slave Address property specifies the number of the Modbus slave device which is
connected to the Modbus master. This property is only available if using Modbus slave, and
master/slave protocols. If using Modbus master protocol, the address of the slave is specified
in the Modbus Read and Write function blocks.

The address can be from 1 to 247; the default is 1.

Applies To

Communication

Locations

Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

Tricon Controller tree > Configuration > Hardware Allocation >TCM/A or TCM/B
Setup > Serial Ports tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > MP and CM
Setup > Serial Ports tab

Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > MP, CM or
CIM Setup > Serial Ports tab
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Mode

The Mode property specifies the type of communication, which can support one or more
communication protocols.

Table 58 Communication Modes

Modes Supported Protocols
Open Network TriStation, TSAA, OPC, DDE, and printer protocol

Peer-to-Peer Peer-to-Peer and Time Synchronization

TriStation TriStation

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > NCM Setup

* Trident 1.x Controller tree > Configuration > Hardware Allocation > MP and CM Setup >
Network tab

* Trident 2.x/3.x or Tri-GP Controller tree > Configuration > Hardware Allocation > MP
Setup > Network tab

Model

The Model property specifies the model of Main Processor installed in the Tricon, Trident, or
Tri-GP controller that the project will be downloaded to.

* For Tricon system versions 9.5.x, 9.51.x, or 9.52.x, select 3006/N, 3007.
* For Tricon system versions 9.6 and later, select 3008.
* For Trident system versions 1.2 and later, select 3101.

* For Tri-GP system versions 2.x and later, select 3101S2.

Note TriStation 1131 4.10.1 does not support Tricon system versions 9.4.x and earlier, or
Trident system versions 1.1 and earlier. For a list of TriStation 1131 versions compatible
with your controller, see the applicable Tricon, Trident, or Tri-GP Product Release Notice
(available on the Invensys Global Customer Support website).

See also Target System Version on page 718.

Applies To

Project

Locations

* File menu > New Project or > Select Main Processor
* File menu > Open Project > Select Main Processor
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* Tricon, Trident, or Tri-GP Controller tree > Configuration > Hardware Allocation >
Replace MPs

Modify Banner Message Command

The Modify Banner Message command allows you to customize the security banner that
appears each time you start TriStation 1131.

Applies To

User security

Location

Edit menu

Monitor Display Options

The Monitor Display Options include properties that specify the names and colors for BOOL
variables. The display options can help an operator identify alarm conditions at a glance.

These options are used only when the tagname is displayed in SOE Recorder. For more
information, see the Triconex SOE Recorder User’s Guide.

Properties include:

Property Description

True State Name Specifies the name to display for a variable in the true state.
The default is TRUE.

False State Name Specifies the name to display for a variable in the false state.
The default is FALSE.

True Color Determines the color used to display the true state of a variable.

The default is red.

False Color Determines the color used to display the false state of a variable.
The default is Green.

Applies To
BOOL values

Location

Application tree > Tagname Declarations > Item Properties > Display tab
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Monitor Value on by Default

The Monitor Value on by Default property specifies whether to display the value of the variable
when the program or function block is executed. The default is cleared, which means the
monitor does not display the value of the variable.

Applies To

Variables

Location

Project menu > Project Options > Annotations tab

Move Behind Logic Elements

The Move Behind Logic Elements property moves a selected comment box behind a logic
element. This affects the appearance of the logic sheet only; it does not affect the execution of
the logic element. The default is cleared.

Applies To

Annotations and Comments

Location
Item Properties > Style tab

Multicast IP Address

See TSAA Multicast IP Address on page 728.

Name

The Name property specifies an identifier or description for an element.

Feature Description

Restrictions The name must begin with an alpha character (A to Z) and can include up to 31
alphanumeric characters (A to Z, and 0 to 9), including the underscore (_) character.
Letters are not case-sensitive.

Version Names of documents include a version number at the end of the name. The number
Numbers includes a major number, which is always 1 and a minor number, which changes
when the document is changed, saved, and closed.

Applies To

Variables, Contacts, Coils

Location

Item Properties
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Name Order

The Name Order property specifies how automatic naming is applied to the selected variables.
Settings include:

* Rows—Names are applied vertically, from left to right.
* Columns—Names are applied horizontally, from top to bottom.

* Selection order —Names are applied based on the order in which they were selected.

Applies To

Comments and variables in user documents

Locations

* Item Properties > Auto Name > Auto Name button
* Tools menu > Auto Name Selected Items

Network
The Network property specifies the network port—NET 1 or NET 2 — on the communication
module that the selected external device is connected to.
Applies only to the following communication modules:
« TCM
e Trident or Tri-GP 2.x CM
¢ Trident or Tri GP 3.x CM or CIM

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/ B Setup
* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup

e Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup

e Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup
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New Document Command

The New Document command opens a dialog box that allows you to specify the type of
document to create and the type of language to use.

Applies To
Application

Location

Project menu

New Project Command

The New Project command creates a new project.
Applies To

Project

Location

File menu

New Tagname Command

The New Tagname command opens a screen that allows you to specify a new tagname.
Applies To

Tagnames

Locations

* Project menu

* Application tree > right-click Tagname Declarations

New Tagnames Command

The New Tagnames command opens a screen that allows you to create multiple tagnames based
on a naming scheme. Properties include:

* Formatted Name on page 626
e Start Value and Increment on page 714
* Name Order on page 659

Applies To

Tagnames

Locations

* Project menu

* Application tree > right-click Tagname Declarations
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NIC Index

The NIC Index property specifies the index position of the network interface card in the
TriStation PC.
To determine the NIC index:

1 Open the Control Panel and click the System icon.

2 On the Hardware tab, click Device Manager, and then expand the Network Adapters
tree.

3 Starting with zero, count down the list of adapter cards to the one that is connected to
the TriStation PC. For example, if your adapter card is fifth in the list, its index position
is 4.
Applies To

Communication

Location

Trident 1.x Controller tree > Configuration > TriStation Communication

Node Name

The Node Name property specifies the name for a Triconex controller, which can be a default
name or a user-defined name. The default names are TRINODEOQ1 through TRINODE31.

Applies To

Communication

Location

Controller tree > Configuration > TriStation Communication

Node Number

The Node Number property specifies a number for a Triconex controller, which must be the
same as on the switch setting (Tricon) or the address plug (Trident or Tri-GP). The numbers can
be from 1 to 31 for Tricon controllers, or from 1 to 63 for Trident or Tri-GP controllers.

Applies To

Communication

Location

Controller tree > Configuration > TriStation Communication
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Number of Days Before an Alarm Is Generated

The Number of Days Before an Alarm Is Generated property specifies how many days prior to
certificate expiration an alarm will sound. You can enter from 0 to 255 days. If you enter 0, an
alarm will sound immediately upon certificate expiration. The default is 1 day.

For example, if you want to be warned one week before a certificate is due to expire, enter 7. To
be warned one month prior to certificate expiration, enter 30.

Available only if you also selected the Generate Alarm When a Certificate Expires property.

Applicable to Trident/Tri-GP 3.x systems with a CIM installed only.

Applies To

Secure communication

Location
Trident or Tri-GP 3.x Controller tree > Configuration > MP Setup > Operating Parameters tab

Number of Extended Block

For Tricon controllers, the Number of Extended Block property specifies a pair of HIM blocks
consisting of a base block and a secondary block (which is offset from the six-bit block address
by 32). The default is 4. For more information, see the HIM User’s Guide.

Applies To

Tricon HIM

Location

Tricon Controller tree > Configuration > Hardware Allocation > HIM Setup

Number of Gear Teeth

For Trident or Tri-GP controllers, the Number of Gear Teeth property specifies the number of
gear teeth that are counted in each revolution for the Pulse Input or Enhanced Pulse Input
Module. The Point Options property must be specified as RPM to enable this property. The
default is 60.

Applies To
Trident or Tri-GP Pulse Input or Enhanced Pulse Input Module

Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > PI or EPI Setup
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Number of Inputs

The Number of Inputs property specifies the number of inputs to include with the function.
Only extensible functions, which are functions that can include additional inputs, have this

property.

For more information, see the TriStation 1131 Libraries Reference.

Applies To

Functions

Location

Item Properties > Function tab

Number of Instances

The Number of Instances property specifies how many instances of the Emulator you want
available at any one time.

If this option is set to Multiple, more than one instance of the Emulator can be running at the
same time. If this option is set to Single, only one instance of the Emulator can be running at any
one time.

The default is Single.

Applies To

Emulator

Location

Project menu > Project Options > Emulator Options tab

OFFLINE State

The OFFLINE state is an application state which indicates the application is not connected to the
Emulator or to a controller.

Applies To
Application

Location

Controller tree > Controller or Emulator Panel > Title bar

On NET 1 Enable Time Synchronization

See Time Synchronization on page 721

TriStation 1131 Developer’s Guide, 4.10.0



664 Appendix A Commands and Properties

On NET 2 Enable Time Synchronization

See Time Synchronization on page 721.

Only Once

The Only Once setting means each instance of a function block should be executed only once
per scan, but does not need to be executed every scan. This means the function block has internal
data that does not need to be updated on every scan, but should not be updated more than once
per scan. For user-defined function blocks, you can specify this setting. For Triconex Library
function blocks, the setting cannot be changed.

Applies To

Library and user-defined function blocks

Location

Document Properties > Usage tab

OPC System Events Severity

See System Events Severity on page 717.

Open Document Command

The Open Document command opens an existing document.

Applies To
Application

Location

Project menu

Open Point Alarm Threshold

The Open Point Alarm Threshold property specifies the number of ohms above which values
are alarmed as an open load. This option is only available if the points are supervised. Typical
threshold values are 480 to 3,200 ohms. The available range is 0 to 65,535 ohms. The default is
2,400 ohms. Available only with the model 3625 Digital Output Module.

Applies To
Tricon DO points

Location

Tricon Controller tree > Configuration > Hardware Allocation > DO Setup
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Open Project Command

The Open Project command allows you to specify an existing project to open.

CAUTION

Applies To

Project

Location

File menu

Operation Type

TriStation 1131 projects must always be run from a local drive. Projects
may be saved to a network drive for backup purposes, but you must copy
the project to your local drive before you open it in TriStation 1131.

The Operation Type property specifies whether the security selection is for controller operations
or TriStation 1131 operations. Depending on the selection, different operations are displayed.

Applies To

Project

Location

Project menu > Security command > Privileges tab

Operations

The Operations property specifies TriStation 1131 and controller operations that can be assigned
a security level. These tables describe the operations and default settings for security levels.

Table 59  Controller Operations

: _— Default
Operation Description Level
Change point Permits use of the Set Value command for variables in the 1
values Controller and Emulator Panels.

Download All Permits use of the Download All command in the Controller and 1
Emulator Panels.

Download Changes Permits use of the Download Changes command in the Controller 1
and Emulator Panels.

Enable and disable =~ Permits points to be disabled in the Controller Panel. 1

points

Change state to
Download All

Permits state to be changed from Download Changes to Download 1
AllL

TriStation 1131 Developer’s Guide, 4.10.0



666 Appendix A Commands and Properties

blocks.
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Table 59  Controller Operations (continued)

. L Default
Operation Description Level
Halt and run Permits use of the Halt, Download All, and Run commands when 1
mismatched the project executing in the controller does not match the
application application that is currently open in TriStation 1131.

Halt application Permits use of the Halt command in the Controller and Emulator 1
Panels.
Modify Permits use of the Configuration editor and the Build Element, 1
configuration Build Configuration, and Rebuild Configuration commands.
Modify Controller =~ Permits use of the Controller Panel. 1
Panel
Open Permits the Configuration editor to be opened. 1
Configuration
Open Controller Permits use of the Controller Panel. 1-2
Panel
Pause and Single Permits use of the Pause and Single Step commands in the 1
Step application Controller or Emulator Panel.
Run Application Permits use of the Run command in the Controller or Emulator 1
Panel.
Set Operating Permits the operating parameters to be set. 1
Parameters
Open Emulator Permits use of the Emulator Panel. 1-3
Panel
Table 60  TriStation 1131 Operations
. o Default
Type Operation Description Level
Elements Change Access Permits changes to Access Attributes property, which ~ 1-3
Attributes allows Read Only, Read/Write, or Lock status.
Change Owner Permits using the Change Owner command to change 1-3
the owner of a document.
Modify control Permits creating, modifying, and deleting programs, 1-5
elements functions, and function blocks which are defined for
control applications.
Modify safety Permits creating, modifying, and deleting programs, 1-5
elements functions, and function blocks which are defined for
safety applications.
View elements Permits viewing of programs, functions, and function =~ 1-9
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Table 60  TriStation 1131 Operations (continued)
. L Default
Type Operation Description Level
Libraries Export Permits exporting project documents to a shared 1-2
library.
Import Permits importing shared libraries. 1-2
Printing Print reports Permits printing of reports. 1-9
Update report Permits use of the Update Data command. 1-5
database
Project Change Project Permits changes to properties in Project Options. 1-3
Options
Change state to Permits use of Change State to Download All 1-2
Download All command.
Clear history logs ~ Permits use of the Clear History command. 1-2
Security Add/Modify Permits adding, modifying, and deleting users if the 1-2
Users user has equal or higher privileges than the selected
user.
Change level Permits changes to the names associated with security =~ 1-2
descriptions levels.
Change level Permits changes to the privileges associated with 1-2
privileges security levels if the user has equal or higher privileges
than the selected user.
Workbench = Change TriStation = Permits changes to properties in TriStation Options. 1-2
Options

Applies To

Security

Location

Project menu > Security > Privileges tab

Organize Command

The Organize command allows you to organize the data types, functions, and function blocks
in the TriStation 1131 Libraries in these ways:

Property Description

By Library Organizes by the library where the elements are located.

By Type Organizes by Functions and Data Types. This is the default selection.

By Category = Organizes by the typical usage. For example, Arithmetic, Data Type, Counter, and so
on.

By Name Organizes alphabetically by name.
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Applies To
TriStation 1131 Library data types, functions, and function blocks
Location

Application tree > right-click the Library Documents folder

Parity

The Parity property indicates whether to use parity checking, which is a way to detect data
communication errors on the transmitted data. Odd and Even parity counts the number of 1 bits
in a one-byte data item then sets the parity bit (9th bit) to 0 or 1 to result in an Odd or Even total
number of 1 bits. Mark and Space parity (also called high/low parity) set the parity bit to 1 or 0
regardless of the number of 1 bits in the data item.

Settings include:

Property  Description

Odd Sets the parity bit to 0 or 1 to make the total number of 1 bits odd.
Even Sets the parity bit to 0 or 1 to make the total number of 1 bits even.
Mark Sets the parity bit to 1 for each data item.
Space Sets the parity bit to O for each data item.
None Deletes the parity bit.

The default is Odd.

Applies To

Communication

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

e Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > Trident MP
or CM Setup > Serial Ports tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > Trident MP,
CM, or CIM Setup > Serial Ports tab
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Password

The Password property specifies a code required to access the project or to perform certain
operations in the project.The default is PASSWORD.
Applies To

Security

Locations

* Controller tree > Configuration > Operating Parameters
* Project menu > Security command > Users tab > Add or Modify button

Password Required for Connection

The Password Required for Connection property § e o i
o . . Enter TriStation Password

specifies whether a password is required to

connect to the controller. If selected, you must

enter a password. This setting takes effect after

the application is downloaded to the controller.

X

Mode: TRINODE3D
Project:  TRICONMOD
User:

The defaultis cleared, which means a password is Enter Password:

not required. i :
Thiz Tricon node is pazsword protected.
To connect, enter the appropriate password.

If selected, a dialog box displays that requires the

E:ZS&?;?, tté)dbe entered before the connection can J— ’T' Cancel | Help |
Applies To

Security

Locations

* Controller tree > Configuration > Operating Parameters
* Project menu > Security command > Users tab > Add or Modify button

Paste Command
The Paste command puts the current contents of the clipboard onto the current sheet.
Applies To
Editing

Locations

[@| ¢ Pastebutton
e Edit menu
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Pause Command

The Pause command pauses the execution of an application in the controller or the Emulator. If
an application is paused, the Run command must be used to resume execution.

Applies To
Application

Locations

it| * Pausebutton

* Configuration tree > Controller or Emulator Panel > Commands menu

Peer-to-Peer Time Synchronization Enabled

The Peer-to-Peer Time Synchronization Enabled property determines whether the Triconex
Time Synchronization protocol is used to synchronize time with controllers on the network.

Applies to TCM models 4351 and 4352 only.
Applies To

Communication
Location

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Time Sync tab

Permission

The Permission property specifies the level of access to the communication module for the
selected client IP address. If the application includes safety-critical outputs, you should not set
this property to Read/Write.

Setting Description

Deny Access Prevents all access to resources provided by the TCM, CM, or CIM. Connections
to the controller are not allowed.

Read Allows client to connect to the controller and view information provided via the
TCM, CM, or CIM. Does not allow the client to change any settings or perform
certain commands.

Read/Write Full access. Allows client to view information provided by the TCM, CM, or CIM;
change settings; and perform all commands (including Download Changes or
Download All for TriStation 1131). This access level should only be provided to
trusted clients.

Does not apply to the following communication modules:
e Tricon ACM, HIM, EICM, NCM, or SMM
* Tricon model 4351/4352 TCMs
* Trident 1.x CMs
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Applies To

Communication

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Access
List tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Access List tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Access List tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Access List tab

Physical Address

The Physical Address property specifies the physical point location on an input or output
module. The address is a three-part number in this format: CC.SS.PP

Identifier Description

CcC Stands for Tricon chassis, or Trident/Tri-GP I/ O Processor (IOP).
SS Stands for slot (Tricon), or baseplate (Trident/Tri-GP).
PP Stands for point number.

For example, 01.02.23 is the address for point 23, on the module in slot 2, in chassis 1.

Applies To
Input and output tagnames
Location

Application tree > Tagname Declarations > Item Properties > Point Assignment tab

Pickup Command

The Pickup command picks up all the elements enclosed by the comment box so they are
considered part of the comment and ignored by the compiler.

To pick up, move the comment box so it entirely covers the elements to be captured. Resize the
box if needed. To drop, double-click the comment box, click the Pickup/Drop tab, and click
Drop.

Applies To

Comments

Location
Item Properties > Pickup/Drop tab
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Point Assignment

The Point Assignment properties specify whether the point uses an alias, and whether the point
has a physical or local address.

Properties include:

* User alias: A number that can be assigned if the point is a Read or Read/Write Alias.

* Default alias: A number is automatically assigned if the point is a Read or Read/Write
Alias.

* No alias: Means the point is input, output, or an unaliased memory point.

Applies To

Tagnames

Location

Tagname References > Item Properties > Point Assignment tab

Point Options

The Point Options properties specify options on a Pulse Input or Enhanced Pulse Input Module.
Settings include:

*  Maximum RPM on page 650
*  Maximum Speed on page 651
* Number of Gear Teeth on page 662

* Scale Factor on page 692

Applies To
Pulse Input or Enhanced Pulse Input Setup

Location

Controller tree > Configuration > Hardware Allocation > Pulse Input or EPI Setup

Point Type

The Point Type property specifies the type of tagname. Settings include Input, Output, and
Memory.

Applies To

Tagnames

Location

Item Properties > Point Assignment tab
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Port Selection

The Port Selection property specifies the port to be configured. The default is port 1 or Left.

Table 61 Protocols Available with Specific Ports

Module Selections

Tricon EICM Ports 1-4 and 6-9: TriStation, Debug, Modbus Slave, Modbus Master, and

Modbus Master Slave.
Ports 5 and 10: Printer.

Tricon TCM Ports 1-3 and 6: Modbus Slave RTU, Modbus Slave ASCII, Modbus Master,

and GPS.

Ports 4 and 9: Modbus Slave ASCII, Modbus Slave RTU, Modbus Master, and
TriStation.

Ports 5 and 10: Printer.

Trident MP Left, Middle, and Right: Modbus Slave RTU.

Tri-GP MP Left, Middle, and Right: Modbus Slave RTU.

Trident 1.x CM Ports 1-3 and 6-8: Modbus Slave ASCII, Modbus Slave RTU, Modbus Master,
Modbus Master/Slave.

Trident 2.x/3.x CM Ports 1-3: Modbus Slave RTU, Modbus Slave ASCII, Modbus Master.
and CIM

Port 3: TriStation.

Tri-GP CM and CIM  Ports 1-3: Modbus Slave RTU, Modbus Slave ASCII, Modbus Master.

Port 3: TriStation.

Applies To

Communication

Locations

Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports tab

Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup >
Serial Ports tab

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM Setup >
Serial Ports tab

Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
> Serial Ports tab

TriStation 1131 Developer’s Guide, 4.10.0



674 Appendix A Commands and Properties

Port Write Enabled

The Port Write Enabled property provides a fast and easy way to manage port security if you
do not want to configure an access control list (see Controlling Access to the TCM on page 459).

Select this property to allow writes to the selected port. The default value is cleared, meaning
the port is read-only.

Available for the following;:

*  Modbus TCP and serial protocols on Tricon 10.1 and later systems
* Modbus TCP and serial protocols on Trident/Tri-GP 2.x and later systems
* TSAA protocol on Tricon 10.1 and 10.2 systems only

Note Projects converted from earlier versions of TriStation 1131 will have the default value
automatically set for this property, so that ports configured for TSAA, Serial Modbus
Slave, and TCP Modbus Slave will be read-only until selected otherwise.

Does not apply to the following communication modules:

e Tricon ACM, HIM, EICM, NCM, or SMM
* Tricon model 4351/4352 TCMs
¢ Trident1.x CMs

Applies To

Communication

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports and Modbus TCP tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports and Modbus TCP tabs (Tricon 10.3 and later)

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/ A Setup > Network,
Serial Ports and Modbus TCP tabs (Tricon 10.1 and 10.2 only)

e Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Serial Ports and Modbus TCP tabs

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Serial Ports and Modbus TCP tabs
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Precision

The Precision property specifies the number of decimals to use with a REAL point that has been
scaled. The default is 0.

Applies To
Tagnames with REAL data types

Location

Application tree > Tagname Declarations > Item Properties > Scaling tab

Prevent Restart Following Fatal Error

The Prevent Restart Following Fatal Error property specifies whether the Trident or Tri-GP MPs
should restart automatically after a fatal error occurs.

When this property is selected, if the MP detects a fatal error, it will shut down without a restart
attempt, requiring user intervention to restart the MP. This will cause the controller to go to
either DUAL or SINGLE mode.

Applicable to Trident/Tri-GP 2.x and later systems only. The default is cleared (the MPs will
automatically restart after a fatal error).

Note The default restart behavior described above applies to Trident 1.x systems, but cannot
be changed.

Applies To
Trident 2.x/3.x or Tri-GP controllers

Locations

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > MP Setup >
Operating Parameters tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > MP Setup >
Operating Parameters tab
Previous Sheet Command
The Previous Sheet command displays the previous logic sheet.

Applies To

Logic sheets

Locations

¢ Previous Sheets button
¢ Sheets menu
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Print Command

The Print command prints the logic sheet, function block, or report displayed in the current
window.

Applies To
Logic Sheets, Function Blocks, Reports

Locations

e Print button

¢ Edit menu

Print All Command

The Print All command allows you to print multiple documents at one time. You have the
ability to select which documents you want to print.

Applies To

Logic Sheets, Module Configuration, Library Documents, Functions, Function Blocks, Reports,
Project History, Users, Programs, Tagnames

Location

Edit menu

Print Preview Command

The Print Preview command displays the sheets to be printed.

Applies To
Logic Sheets, Reports

Location

Edit menu

Print Report Command
The Print Report command allows you to print the selected report.

Applies To
Reports

Locations

* Print Report button

¢ Edit menu
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Printer Number

The Printer Number property specifies the number used in the Printer parameter declared for
the print function blocks in the TriStation 1131 project.

¢ For Trident 1.x, the value must be from 1 to 10.

* For the following communication modules, the value must be either 5 or 10:
— TCM
— Trident or Tri-GP 2.x CM
— Trident or Tri-GP 3.x CM or CIM

Applies To

Project

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Printer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Printer tab

* Tricon Controller tree > Configuration > Hardware Allocation >TCM Setup > Printer tab

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM Setup >
Printer tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
> Printer tab

Privilege

The Privilege property specifies whether Read or Read/Write access is allowed by external
devices. You should set this property to Read, if the application includes safety-critical outputs.

Setting Description

Read An external device cannot write to any point, regardless of the settings for other
properties. This is the default for Tricon ACM.

Read/Write = Other properties may need to be set to enable write access. See Disable Remote

Changes to Outputs on page 602. This is the default for Tricon NCM and Trident 1.x
CM.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > ACM Setup
* Tricon Controller tree > Configuration > Hardware Allocation > NCM Setup

* Trident 1.x Controller tree > Configuration > Hardware Allocation > CM Setup > Network
tab
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Program Execution List

The Program Execution List property identifies the programs included in the application.
Programs can be added, deleted, or moved up and down in order.

Applies To
Application

Location

Application tree > Implementation > Execution List

Program Command

The Program command allows you to implement or change an application in these ways:
* Perform a Download All or Download Changes
* Disable points
* Change the values of points
For Tricon controllers, the Program command is set by turning the keyswitch to PROGRAM.

For Trident or Tri-GP controllers, the Program command is set with the Set Programming Mode
command in the Controller Panel, or the SYS_SET_APP_LOCK function in a program.
Applies To

Application, controller

Locations
* Tricon keyswitch on PROGRAM

* Trident or Tri-GP Configuration tree > Controller Panel > Set Programming Mode
command

* Trident or Tri-GP Application tree > Programs > SYS_SET_APP_LOCK function

Prohibit Writes

For Tricon controllers, the Prohibit Writes property specifies whether to deny Honeywell
workstations from writing to the application running on the Tricon controller. The default is
cleared, which means Honeywell workstations can write to memory and output tagnames.

Applies To
Tricon HIM Module

Location

Tricon Controller tree > Configuration > Hardware Allocation > HIM Setup
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Project Description Command

The Project Description command displays information about the project including the file
name and location, current and downloaded version, and controller type.

Applies To

Project

Location

Project menu

Project Files

The Project File property specifies the path name for documents including projects and related
files. The default path name and file extension is:

¢ Windows XP/2003: C: \Documents and Settings\All Users\Application
Data\Triconex\TriStation 1131 4.10.1\Projects

¢  Windows Server 2008 and Windows 7: C: \Program Data\Triconex\TriStation 1131
4.10.1\Projects

Applies To

Project

Location

Tools menu > TriStation 1131 Options > Directories tab

Protocol

The Protocol property specifies the communication protocol used with the port. This table
describes the protocols available with specific communication modules.

Table 62 Communication Module Available Protocols

Protocol Description Communication Module

GPS Controller receives time synchronization via the = TCM
Global Positioning System.

Modbus Slave Controller acts as a slave to a Modbus master. Tricon EICM

Modbus Slave Controller acts as a slave to a Modbus master e TCM

ASCII with data sent in pairs of ASCII characters. * Trident/Tri-GP CM
* Trident/Tri-GP CIM

Modbus Slave Controller acts as a slave to a Modbus master e TCM

RTU with data sent in 8-bit binary characters. * Trident/Tri-GP MP

¢ Trident/Tri-GP CM
* Trident/Tri-GP CIM
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Table 62  Communication Module Available Protocols (continued)

Protocol Description Communication Module
Modbus TCP Controller acts as a slave to a Modbus master on * TCM
Slave Net an open network. * Trident 2.x/3.x CM
* Tri-GP CM
* Trident/Tri-GP CIM
Modbus Master Controller acts as a Modbus master. * Tricon EICM
* TCM

* Trident/Tri-GP CM
* Trident/Tri-GP CIM

Modbus TCP Controller acts as a Modbus master on an open * TCM
Master network. e Trident 2.x/3.x CM
* Tri-GP CM
* Trident/Tri-GP CIM
Modbus Controller acts as a Modbus master or slave. ¢ Tricon EICM
Master/Slave « Trident/ Tri-GP CM
Peer-to-Peer Controller communicates with other controllers * Tricon NCM
on an open network. « TCM

* Trident/Tri-GP CM
* Trident/Tri-GP CIM

TriStation Controller communicates with a TriStation PC. * Tricon EICM
The NCM/TCM/Trident 1.x CM communicates e Tricon NCM
on an open network. The EICM/TCM/ Trident
2.x CM/Tri-GP CM/ Trident CIM/ Tri-GP CIM * TCM
connect on a serial port. * Trident/Tri-GP CM

* Trident/Tri-GP CIM

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > EICM and NCM Setup

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports and Modbus TCP tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports and Modbus TCP tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
and Modbus TCP tabs

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP and CM
Setup

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
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Protocols

The Protocols property specifies the protocol(s) that a selected client can use to access a
communication module: TriStation, OPC, and/or TSAA. Configured in the communication
module’s access control list.

The OPC protocol is supported only by model 4353 or 4354 TCMs, and model 3211 or 321152
CIMs. Additionally, the TSAA protocol is supported only on NET 1 for model 4353 and 4354
TCMs.

Does not apply to the following communication modules:
* Tricon ACM, HIM, EICM, NCM, or SMM
* Tricon model 4351/4352 TCMs
* Trident 1.x CMs

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Access
List tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Access List tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Access List tab

* Trident or Tri-GP 2.x/3.x Controller tree > Configuration > Hardware Allocation > CM or
CIM Setup > Access List tab
Pulses Per Revolution

For Trident or Tri-GP controllers, the Pulses Per Revolution property specifies the number of
pulses per revolution of the measuring shaft for the Pulse Input or Module. The default is 1.

Applies To
Tricon or Tri-GP Pulse Input Module

Location

Tricon or Tri-GP Controller tree > Configuration > Hardware Allocation > Pulse Input Setup

Rate Type

The Rate Type property specifies how the Pulse Input or Enhanced Pulse Input Module is to
measure pulse inputs. Settings include:

* Speed: Used for pulses measured in seconds, minutes, or hours.(Default)
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* RPM: Used for pulses measured in the number of revolutions per minute of the shaft
that connects a gear to the rotating equipment.

Applies To
Pulse Input or Enhanced Pulse Input Module

Location

Controller tree > Configuration > Hardware Allocation > Pulse Input or EPI Setup

Read Only Command

The Read Only command toggles between read only and edit in Structured Text programs and
functions.

Applies To

ST programs and functions

Locations

* Read Only button

e View menu

Rebuild Application Command

The Rebuild Application command builds an application by compiling all documents required
by the programs in the execution list, then linking all the object code, library routines, and
configuration information to form an executable application.

Applies To
Application

Location

Project menu

Redo Command

The Redo command reverses the last Undo command. You must use this command before other
editing is done or the changes cannot be redone.

Applies To

Programs, functions, and function blocks

Location

Edit menu
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Reduce Font Size Command

The Reduce Font Size command reduces the size of the font for the entire ST program or
function.

Applies To

ST programs and functions

Locations

¢ Reduce Font Size button, or View menu

Redundant Mode

For Tricon controllers, the Redundant Mode property specifies whether there is a redundant
Tricon ACM module in the installation. The default is cleared, which means not redundant.

Applies To
Tricon ACM Module

Location

Tricon Controller tree > Configuration > Hardware Allocation > ACM Setup

Refresh Command

7

The Refresh command replaces the data on a report that is currently displayed with data from

the reports database. If project changes are made, you must first update the report database, and
then click Refresh.

Applies To
Reports

Location

Refresh button on Project tree > Default Reports or User Reports folder

Remote Access to Aliased Taghames

The Remote Access to Aliased Tagnames property specifies whether external devices using the
TSAA client/server protocol can write to output tagnames (points) that have aliases. (Read
access is always allowed for input, memory, and output points.)

This property must be used for DDE communication and can be used for OPC, TSAA, and Peer-
to-Peer communication.

In addition to setting this property, these properties must be set:

* The Disable Remote Changes to Outputs property on the Trident or Tri-GP MP
Operating Parameters screen must be cleared. The default is selected.
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* The Privilege property must be set to Read/Write (Trident 1.x CM only).

* The access control list is configured to allow read/write access for TSAA clients
(Trident or Tri-GP 2.x/3.x CMs or CIMs only).

Applies To

Tagnames for outputs

Location
Trident or Tri-GP MP > Item Properties > Module tab

Remote Access to All Tagnames

The Remote Access to All Tagnames property specifies whether external devices using the
TSAA client/server protocol have read/write access to all tagnames (points) whether or not
they have aliases. This property can be used for OPC, TSAA, and Peer-to-Peer communication.

In addition to setting this property, these properties must be set:

* The Disable Remote Changes to Outputs property on the Trident or Tri-GP MP
Operating Parameters screen must be cleared. The default is selected.

* The Privilege property must be set to Read/Write (Trident 1.x CM only).

* The access control list is configured to allow read/write access for TSAA clients
(Trident or Tri-GP 2.x/3.x CMs or CIMs only).

Applies To

Application

Location

Trident or Tri-GP MP > Item Properties > Module tab

Remote Mode

The Remote mode enables external (remote) devices to have read/write access to aliases in an
application running on a controller.

* For Tricon controllers, Remote mode is set by turning the keyswitch to REMOTE.

* For Trident or Tri-GP controllers, Remote mode is set programmatically by enabling
write access with the SYS_SET_REMOTE_WRT_ENBL function block in a program.

The default is not enabled, which means external devices are not allowed to write to aliases.
Applies To
Application, controller, tagnames

Locations
* Tricon keyswitch set to REMOTE

* Trident or Tri-GP Application tree > Library Documents > Functions
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Remove File Command

The Remove File command removes a custom Help file from the TriStation 1131 Help menu. A
maximum of 32 customized HTML Help files (.chm) may be added to the TriStation 1131 Help
menu.

Applies To
Application

Location
Help menu > Options > Add or Remove Custom Help Files

Remove Invalid Items (Red X’d)

The Remove Invalid Items (Red X’d) command removes, from all test sheets, any invalid
elements (each marked with a red X) that may be left over from previous builds or editing.

Applies To

Test sheets in the Emulator and controller

Location

Configuration tree > Controller or Emulator Panel > Tools menu

Remove Private Key Command

The Remove Private Key command allows you to remove a private key from a certificate.

Applies To

Certificates

Location

Application tree > Certificates folder > Right-click a certificate
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Replace Command

The Replace command searches and replaces specified text in programs, functions, function
blocks, or variable names

If you select items on a sheet first, this
command will search and replace the

specified text only in the selected items. Search For. [input | ActOn
@+ Mames

(" Comments

Find First | Find Mest | Replace | Heplacehll| Optiors... | Cloze

Find / Replace

Replace With: |F‘I_input

Applies To
Editing

Locations

| * Replace Text button

¢ File menu

Replace Private Key Command

The Replace Private Key command allows you to replace an existing private key associated
with a certificate.

Applies To

Certificates

Location

Application tree > Certificates folder > Right-click a certificate

Resolution Type

The Resolution Type property specifies the resolution for the Tricon Single-Ended and
Differential AI Modules (models 3720 and 3721 only). The Single-Ended AI uses unipolar input.

Types include:

¢ Standard Resolution: Data resolution is 12 bits.

* High Resolution: Data resolution is 14 bits.
The default is Standard Resolution.

The value returned is based on the input voltage, the resolution type, and the module type. This
table identifies the ranges and returns.

Table 63  Resolution Type Ranges and Returns

Input Standard Resolution High Resolution High Resolution
(volts) (Unipolar Input) (Unipolar Input) (Bipolar Input)
<53 32767 -32767 -32767

(out-of-range under) (out-of-range under) (out-of-range under)
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Table 63  Resolution Type Ranges and Returns (continued)
Input Standard Resolution High Resolution High Resolution
(volts) (Unipolar Input) (Unipolar Input) (Bipolar Input)
-5.3 32767 -32767 -17366
(out-of-range under) (out-of-range under) (under-range)
-5 32767 -32767 -16383
(out-of-range under) (out-of-range under) (minimum range)
<0 32767 -32767 —
(out-of-range under) (out-of-range under)
0 0 0 0
(minimum range) (minimum range) (minimum range)
5 4095 16383 16383
(maximum range) (maximum range) (maximum range)
53 4341 17366 17366
(over-range) (over-range) (over-range)
>5.3 32767 32767 32767

(out-of-range over)

(out-of-range over)

(out-of-range over)

Applies To
Al Modules

Location

Tricon Controller tree > Configuration > Hardware Allocation > Single-Ended and Differential

Al Setup

Restart on Power Up

For Trident or Tri-GP controllers, the Restart on Power Up property specifies whether the
controller automatically restarts on power up. The default is cleared, which means the controller
is not automatically restarted on power up.

Applies To
Trident or Tri-GP MP

Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup >

Operating Parameters tab
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Restore Command

The Restore command returns the previous settings for the item, if the Apply command has not
been used. For example, if you changed the default values for a property such as the Initial
Value, you can go back to the defaults by clicking Restore.

Applies To

Project elements

Location

Item Properties

Restore Project Command

The Restore Project command allows you to open a backup file named project_name.BT2. You
can then save the file to a name with a project file extension, such as project_name.PT2.

Applies To

Project

Location

File menu

Retentive

The Retentive property specifies whether the value of a memory point is retained if a power
failure occurs. If selected, when the system is powered up the memory point uses the value it
had prior to the power failure. Only memory points can be specified as retentive. For input and
output points, the value retained after a power failure is either zero or the value set for the Initial
Value property. The default is cleared, which means the value is not retained.

Applies To

Memory points

Location

Application tree > Tagname Declarations > Item Properties > Declaration tab
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Right Power Rail Command

The Right Power Rail command allows you to place a right power rail on a logic sheet to delimit
the LD network. The right power rail has an undefined status, and can be explicit or implicit.

The left power rail is automatically included when a new logic sheet is created. The first element
in every network must be linked to the left power rail, which is considered On at all times.

To change the height of the rail, double-click the rail and use the + or - buttons.

Applies To
LD logic sheets

Locations

“4| * Right Power Rail button
¢ Tools menu > Select Tools

Ringback

See Alarm Attributes on page 562.

Roll Backward or Forward Command

The Roll Backward or Forward command
displays all the project changes made since the
last save, and allows you to roll backward or
forward to a specific change.

Roll Backward or Forward E|

Set Position

After the project is saved, the changes are
incorporated and the listing is cleared.

Applies To

To undo or redo changes, click the lazt change to be included, and then click

) Set Position.

Project — -
Location

Edit menu

Routing Configuration

The Routing Configuration property displays the Destination Gateway I Address, I’ Subnet
Mask, and Default Gateway [P Address for the node.

Applies To

Communication
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Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Routing tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Routing tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Routing tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Routing tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Routing tab

Run Command

The Run command executes an application in the controller or Emulator. Programs to be
executed must be included on the Program Execution List.

* For Tricon controllers, the Run command is only available when the keyswitch is set to
the RUN or PROGRAM mode. The Run command is unavailable if the keyswitch is set
to STOP or REMOTE.

¢ For Trident or Tri-GP controllers, the Run command is unavailable if the
SYS_APP_HALT function is set to halt execution programmatically.
Applies To

Application, programs

Locations
| * Runbutton

* Configuration tree > Controller or Emulator Panel > Commands menu

RUNNING State

The RUNNING state is an application state which indicates the application is downloaded and
running in the controller or Emulator.

Applies To
Application

Location

Controller tree > Controller or Emulator Panel > Commands menu or Title bar
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Save As Command

The Save As command saves a project under a different name or folder.

CAUTION

Applies To

Project

Location

File menu

Save Element Comman

TriStation 1131 projects must always be saved to a local drive. Projects
may be saved to a server or network drive for backup purposes, but you
must copy the project to your local drive before you open it in TriStation
1131.

d

The Save Element command saves an open element.

Applies To

Project

Location

Save Element button,

Save History Command

or File menu

The Save History command exports the project history log to a text file. Each item includes the
date, element, user, action, and comment for the change.

Applies To

Project

Location

Project menu

Save Implementation

The Save Implementation command saves the changes made to the Implementation area, which
includes the Execution List, SOE Configuration, and Peer-to-Peer Configuration.

Applies To

Project

Location

File menu
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Save Project Command

The Save Project command saves an open project.

TriStation 1131 projects must always be saved to a local drive. Projects
CAUTION may be saved to a server or network drive for backup purposes, but you
must copy the project to your local drive before you open it in TriStation
1131.

Applies To

Project

Locations

* Save Project button

¢ File menu

Save View Command

The Save View command saves a view of a matrix, which is a display of a selected portion of the
matrix. You can create a view by hiding or showing columns and rows on the matrix, either by
using menu commands or by dragging columns and rows on the matrix. Saving the view allows
you to load it anytime.

Applies To
CEM programs

Location

Application tree > open a CEM program > View menu

Scale Factor

The Scale Factor property specifies how to convert pulse input signals into engineering units.
The default is 1. The number must be a positive real number.

This table shows the correct scale factor to use for converting pulse input signals into seconds,
minutes, and hours.

To Convert Set Scale to
Pulses per second 0.016667

Pulses per minute 1.000000 (default)
Pulses per hour 60.000000
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Speed Measurement

This formula converts speed measurement to different engineering units. The default is pulses
per minute.

Speed =(Pulses /Minute) x Scale

RPM Measurement

This formula scales RPM measurements under special circumstances. For example, the Scale
Factor property can be used to adjust the RPM measurement when the measuring shaft rotates
at a different rate from the output shaft.

Speed =((Pulses /Minute)/Number of Gear Teeth) x Scale

Applies To

Pulse Input Configuration

Location

Controller tree > Configuration Panel > Hardware Allocation > Pulse Input Setup

Scan Time

The Scan Time property specifies the requested number of milliseconds for a scan (execution of
the application) on the controller. The number is requested before an application is built. After
the application is built and downloaded, the controller determines an actual scan time range
and uses the specified scan time if it falls within these limits.

When a Download Changes command is issued, the scan time is doubled
CAUTION for one scan immediately following the command. For example, if the
normal scan time is 100 ms, the scan following a Download Changes
would be 200 ms.

The controller determines a valid range for the scan time based on these operations:
* Reads inputs
* Executes the application
* Processes messages

*  Writes outputs

If the application is running, the scan time can be set to a number different from the requested
number without downloading the application. To determine what the actual, requested and
surplus scan times are, see the Enhanced Diagnostic Monitor (sold separately).

* For Tricon controllers (3006/3007 MP), the maximum scan time is 500 milliseconds.
* For Tricon controllers (3008 MP), the maximum scan time is 450 milliseconds.

e For Trident or Tri-GP controllers, the maximum scan time is 450 milliseconds.

For all controllers, the default is 200 milliseconds.
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Applies To
Application

Location

Application tree > Implementation > Execution List

Search Text Command
The Search Text command allows you to search for text in a report.

Applies To
Reports

Location

Search Text button

Security Command

The Security command opens the Security dialog box, which allows user access to be created
and modified.

Applies To

User security

Locations

* Security button

* Project menu

Security Level

The Security Level property specifies the level of security for the user. Settings include:
* Level 01 is the highest security level

* Level 10 is the lowest security level

Each level allows access to its own operations and the operations associated with all lower
levels. For example, a user with security level 03 has access to operations for security levels 04,
05, 06, 07, 08, 0,9 and 10.

Applies To

Security

Location

Project menu > Security command > Users tab

TriStation 1131 Developer’s Guide, 4.10.0



695

Select for Secure Communication Command
The Select for Secure Communication command allows you to designate the certificate you

want to use for secure communication between the TriStation PC and the Trident or Tri-GP 3.x
controller.

Only a certificate in the TriStation > Client folder can be enabled for secure communication.

Applies To

Certificates

Location

Application tree > Certificates > TriStation > Client > Right-click a certificate

Select Function Block Command

The Select Function Block command displays a dialog box that allows you to select a function
block to add to a program.

Applies To

Programs

Locations

¢ Select Function Block Element button

¢ Tools menu > Select Tool > Function Block

Select Network Contents Command
The Select Network Contents command selects all the elements in a network for the current

document. You must select at least one element (input, output variable) before using this
command.

Applies To
Editing

Location

Edit menu
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Select Sheet Contents Command

The Select Sheet Contents command selects all the elements on the current logic sheet.
Applies To
Editing

Location

Edit menu

Selection Tool

The Selection Tool command changes the cursor to a selection tool, which allows you to select
elements.

Applies To

Logic sheets in user documents, test sheets in Emulator and controller

Locations

[:] * Selection Tool button
¢ Tools menu > Select Tool

Serial Port

The Serial Port property specifies the port on the TriStation PC that is connected to the
controller.

Applies To

Communication

Location

Controller tree > Configuration tree > TriStation Communication

Set Calendar Clock Command

The Set Calendar Clock command sets the controller clock to the TriStation PC time. Before
using the Set Calendar Clock command, you should ensure the PC is set to the correct local time.

This command changes both the clock time and the time zone on the controller so that it matches
the clock time and time zone set on the TriStation PC.

Note On the Tricon controller, if you want to change only the time zone location, you can also
use the Set Time Zone command (see page 698).
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When you download and run a TriStation 1131 application, the controller automatically sets its
clock to the TriStation PC time. If the accuracy of the controller clock degrades over time, you
can reset the clock while the application is running, without having to download again.

Procedure

1 Onthe TriStation PC, right-click the time icon in the message bar or open the Date/ Time
dialog box from the Control Panel.

2 Ensure the PC is set to the correct local time.

3 Open the TriStation 1131 project that is running in the controller.

4 On the Configuration tree, double-click the Controller Panel.

5 On the Commands menu, click Connect, and then click Set Calendar Clock.

6 Click Yes when asked whether to set the calendar clock to the current configuration.
Applies To
Controller
Location

Configuration tree > Controller Panel > Commands menu

Set Editor Options Command

The Set Editor Options command specifies how to set tabs, font size, and auto-scroll delay.
Properties include:

* Tabs on page 717
¢ Font Size on page 627

e Auto Scroll Delay on page 573

Applies To
ST Language

Location

View menu
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Set Programming Mode Command

For Trident or Tri-GP controllers, the Set Programming Mode command specifies whether
changes to the application are allowed. To use this command, the application must be
downloaded to the controller.

Setting Description

Enable Programming and Control =~ Allowed changes include: Download Changes and Download
All commands, changing the values of variables, changing scan
time, and changing the operational mode.

Disable Programming and Control  Prohibits all changes to the application.

The Set Programming Mode command is unavailable if the SYS_SET_APP_LOCK function has
been set to prohibit (lock out) changes programmatically. The default setting is Enable
Programming and Control.

Applies To

Application, controller

Location

Trident or Tri-GP Controller tree > Controller Panel > Commands menu

Set Scan Time Command

The Set Scan Time command specifies, in milliseconds, how often the Emulator or controller
performs a scan. Changing the scan time on the Set Scan Time screen does not change the scan
time for the project. To change the time for the project, you must set the time on the Execution
List.

The minimum time is determined by the controller after the application is downloaded. The
maximum time is determined by the type of controller. The scan time must be within the
minimum and maximum range.

* For Tricon 3006/3007 MPs, the maximum is 500 milliseconds.
¢ For Tricon 3008 MPs, the maximum time is 450 milliseconds.

¢ For Trident or Tri-GP controllers, the maximum is 450 milliseconds.

For Trident or Tri-GP controllers, you can set the scan time between the minimum and
maximum times. The scan time must be larger than the Al and DI poll times.

Applies To
Application

Location

Configuration tree > Controller or Emulator Panel > Commands menu
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Set Time Zone Command

The Set Time Zone command sets the Tricon controller clock to the time zone you select. Before
using the Set Time Zone command, you should ensure the PC is set to the correct local time
zone.

Note This command applies to the Tricon controller only. To change the time zone on the
Trident or Tri-GP controller, see Set Calendar Clock Command on page 696.

When you perform a Download All and run a TriStation 1131 application, the Tricon controller
automatically sets its time zone location to the time zone defined in the TriStation PC. However,
if you perform a Download Changes operation, the time zone is not set automatically. Use this
command to manually set or change the time zone on the Tricon controller.

Procedure

1 Onthe TriStation PC, right-click the time icon in the message bar or open the Date/ Time
dialog box from the Control Panel.

2 Ensure the PC is set to the correct local time zone.

3 Open the TriStation 1131 project that is running in the controller.

4 On the Configuration tree, double-click the Controller Panel.

5 On the Commands menu, click Connect, and then click Set Time Zone.

6 Click Yes when asked whether to set the time zone to the current configuration.
Applies To
Controller
Location

Tricon Configuration tree > Controller Panel > Commands menu

Set Value
The Set Value property specifies the value for the variable during testing on the controller or
Emulator. To ensure the value is valid for the data type, click Confirm when specifying the value

on the Variable tab.

Applies To

Variables on test sheets in the Controller and Emulator Panels

Location

Item Properties > Variable tab

Setpoint

See Alarm Attributes on page 562.
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Shared Read

The Shared Read property specifies whether a program can read a tagname that is a different
Application type. For example, if the tagname is a Control type, it cannot be read by a Safety
program unless Shared Read is checked. The default is cleared, which means that programs can

only read tagnames that have the same Application type.

Applies To

Tagnames

Location

Application tree > Tagname Declarations > Item Properties > Declaration tab

Sheets Menu

The Sheets menu includes commands that allow you to change the properties of logic sheets,
which provide the workspace for developing programs, functions, and function blocks. The
Sheets menu includes these commands:

Command Description

Sheet Title Edits the title of the current sheet. The sheet title is displayed in the title block,
the window caption bar, and the Window Menu list.

Edit Sheet Macros ~ Allows you to change the text associated with macros which are identified by a

Next Sheet
Previous Sheet

pencil icon.

Displays the next sheet.

Displays the previous sheet.

Append Sheet Adds a new sheet after an existing sheet.
Insert Sheet Adds a new sheet before an existing sheet.
Delete Sheet Deletes the selected sheet.
Manage Sheets Allows you to append, insert, and delete sheets. Also allows you to change the
sheet title and to display (go to) the selected sheet.
Select Sheet Includes the following sheet templates:
Template... * Sheet A — 85" x 11"
* Sheet B — 11" x 17" (default)
* Sheet C — 17" x 22"
* Sheet D — 22" x 34"
Applies To

Logic sheets in user documents, test sheets in Controller and Emulator Panels

Locations

* Sheet Manager button, or Sheets menu
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Shift Change Request

See Alarm Attributes on page 562.

Shorted Point Alarm Threshold

The Shorted Point Alarm Threshold property specifies the number of ohms below which values
are alarmed as a shorted load. This option is only available if the points are supervised. Typical
threshold values are 10 to 48 ohms. The available range is 0 to 65,535 ohms. The default is 10
ohms. Available only with the model 3625 Digital Output Module.

Applies To

Tricon DO points

Location

Tricon Controller tree > Configuration > Hardware Allocation > DO Setup

Show Causes for Selected Effect Command

The Show Causes for Selected Effects command displays the causes of all selected effects in a
CEM program.

Applies To
CEM programs

Location

View menu

Show Effects for Selected Causes Command

The Show Effects for Selected Causes command displays the effects of all selected causes in a
CEM program.

Applies To
CEM programs

Location

View menu
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Show Grid Command
The Show Grid command toggles on and off to show or hide dotted grid lines.

Applies To
FBD and LD programs and functions

Location

View menu

Show IEC Representation

The Show IEC Representation command toggles between displaying the IEC (International
Electro-Technical Commission) representation and the TriStation 1131 graphical view.

Applies To
FBD and LD programs and functions

Location

View menu

Show Network Numbers Command
The Network Number command toggles on and off to show or hide network numbers.

Applies To
FBD and LD programs and functions

Location

View menu

Show Line Numbers Command

The Show Line Numbers command toggles to display or show line numbers in a ST program or
function.

Applies To

ST programs and functions

Locations

21 * Line Numbers button
e  View menu
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Show Zones Command
The Zones command toggles on and off to show or hide network zone lines.

Applies To
FBD and LD programs and functions

Location

View menu

SIF

The SIF property allows you to select the safety instrumented function that the selected tagname
is located in. You create the list of SIFs to match the physical location of equipment and alarms
in your plant.

Applies To

Alarms, tagnames

Locations

* Project menu > Manage Area, Equipment, and SIF Lists dialog box
* Application tree > Tagnames > Item Properties > Location tab

Signal Delays

The Signal Delays property adjusts the timing of data transmission to Modbus devices that use
hardware handshake, which is a method of ensuring devices are ready to receive data. Signal

delays adjust the timing for CTS and RTS signals for Modbus devices that have slow throughput
or other limitations.

The RTS (Request to Send) signal opens and closes the data transmission channel. The RTS pre-
delay setting specifies the number of milliseconds to wait before the data is transmitted.

The CTS (Clear to Send) signal indicates the transmitting station that it is ready to receive data.
The CTS Pre-delay setting specifies the number of milliseconds to keep the channel open after
data is transmitted.

40001 40004

RTS CTS
Post-delay Pre-delay

E— RTS

L————Data

The settings can be from 0 to 10,000 milliseconds; the default is 0.
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Setting Signal Delays for Tricon EICM
Signal delays are set by using the MBWRITE function blocks in a program.

Procedure

1 Set the Handshake property to Hardware on the Tricon EICM Setup screen.

2 Add an MBWRITE function block for each type of delay (CTS and RTS) you want to
specify.

3 Specify these parameters in the function block.

Parameter Action

Alias For CTS, enter 40001.
For RTS, enter 40004.
Port Enter the EICM port number.
Station Enter the slave station address.
D01 Enter the delay in milliseconds; 0 to 10,000.
Applies To

Modbus Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM Setup >
Serial Ports tab

Single Step Command

The Single Step command executes a single scan of the application in the controller or Emulator.

Applies To
Application

Locations

* Single Step button

* Configuration tree > Controller or Emulator Panel > Commands menu

Size/Alignment Command

The Size/ Alignment command includes commands that specify whether to increase or decrease
the size of the element and how to align the element.

The commands apply actions to the other elements using the currently selected element as the

reference. For example, the Same Width command changes all other elements to the same width
as the selected element.
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The subcommands include:

* Same Width * Align Left * Align Bottom * Space Across
* Same Height * Align Right * Center Horizontally * Space Down
* Same Size * Align Top * Center Vertically

Applies To

Comments, constants, variables

Location

Right-click an element

Size/Hide Columns Command

The Size/Hide Columns command displays a dialog box that allows you to specify the font size
and hide or unhide the columns.

Applies To
CEM programs

Locations

M{ * Size/Hide Columns button
* View menu

Size/Hide Comment Column Command

The Size/ Hide Comment Column command displays a dialog box that allows you to specify the
font size and hide or unhide the comment.

Applies To
CEM programs

Location

View menu

Size/Hide Rows Command

The Size/Hide Rows command displays a dialog box that allows you to specify the font size and
hide or unhide the rows.

Applies To
CEM programs

Locations

H| ¢ Size/Hide Rows button
* View menu
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Slot Selection

The Slot Selection property specifies the physical slot where the communication module you
want to configure is installed.

Slot selection rules for the TCM:

* If the TCM you are configuring is installed in the COM slot, you must select the Left
slot.

e If the TCM is installed in any other available logical slot, you can select either the Left
or Right slot.

* Each logical slot can hold two TCMs — one in the left physical slot, and one in the right
physical slot. A TCM can be configured in the right slot only if a TCM in the left slot has
already been configured.

* If you have configured TCMs in both the left and right slots, and then you uninstall the
TCM in the left slot, you will no longer be able to change the configuration of the TCM
installed in the right slot. You must re-install a TCM in the left slot before you can
modify the configuration of the TCM in the right slot.

Slot selection rules for the Trident/ Tri-GP 2.x and later CM or CIM:

* Thelogical COM slot can hold two CM/CIMs —one in the Left physical slot, and one in
the Right physical slot.

* A CM/CIM can be configured in the Right slot only if a CM/CIM in the Left slot has
already been configured.

* If youhave configured CM/CIMs in both the left and right slots, and you then uninstall
the CM/CIM in the left slot, you will no longer be able to change the configuration of
the CM/CIM installed in the right slot. You must re-install a CM/CIM in the left slot
before you can modify the configuration of the CM/CIM in the right slot.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/ B Setup

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Network and Routing tabs

SNTP Master IP Address

The SNTP Master IP Address property specifies the IP Address for the master node using the
Simple Network Time Protocol.

Applies To

Time synchronization
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Locations

* Tricon Controller tree > Configuration > Hardware Allocation >TCM/OPC Setup > Time
Sync tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Time Sync tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Time Sync
tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Time Sync tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Time Sync tab

SNTP Master Network

The SNTP Master Network property specifies the network on which the master node is located.

Applies To

Time synchronization

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Time
Sync tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Time Sync tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Time Sync tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Time Sync tab

SOE Block

The SOE Block property identifies a data structure in the MP memory. The block header
contains the block type, the buffer size, and a list of the event variables assigned to the block.
The buffer stores the event entries, each containing a time stamp and one or more data entries.

There are 16 SOE blocks. For more information, see the Triconex SOE Recorder User’s Guide.

Applies To
Sequence of Events (SOE)

Locations

* Application tree > Implementation > SOE Configuration
* Controller tree > Configuration > Hardware Allocation > HMM Setup
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SOE Block Assignments

The SOE Block Assignments property specifies the SOE blocks that the tagname is assigned to
for purposes of collecting SOE data. For more information, see the Triconex SOE Recorder User’s
Guide.

Applies To
Sequence of Events (SOE)

Location

Application tree > Implementation > SOE Configuration > double-click the row for the tagname

SOE Block Collection Mode

The SOE Block Collection Mode property specifies the collection mode for the block. Primary
blocks are collected by an instance of SOE Recorder running in Primary mode. Redundant
blocks are copies of an existing Primary block, and are collected only by an instance of SOE
Recorder running in Redundant mode.

Each Primary block can have only one Redundant block. The default is Primary. For more
information, see the Triconex SOE Recorder User’s Guide.

Applies To
Sequence of Events (SOE)

Location

Application tree > Implementation > SOE Configuration tree > double-click a block

SOE Block Collection Type

The SOE Block Collection Type property specifies the event collection behavior type for the
block.

Automatic blocks are automatically collected by an instance of SOE Recorder running in either
Primary or Redundant mode. Manual blocks are collected by an external DCS or an instance of
SOE Recorder running in Custom mode. The default is Automatic.

For more information, see the Triconex SOE Recorder User’s Guide.

Applies To
Sequence of Events (SOE)

Location

Application tree > Implementation > SOE Configuration tree > double-click a block

TriStation 1131 Developer’s Guide, 4.10.0



709

SOE Block Name

The SOE Block Name property specifies the name of the SOE block. For more information, see
the Triconex SOE Recorder User’s Guide.

Applies To

Sequence of Events (SOE)

Location

Application tree > Implementation > SOE Configuration tree > double-click a block

SOE Block Number

The SOE Block Number property specifies the block number used when events are retrieved by
SOE Recorder or an OPC client. For more information on using SOE Recorder, see the Triconex
SOE Recorder User’s Guide.

For OPC configuration, must be unique for each TCM or CIM installed in a system. The default
value is 0 (not configured). Applies only to the following communication modules:

e  Model 4353 and 4354 TCM
e  Model 3211 and 321152 CIM

Applies To

Sequence of Events (SOE), OPC communication

Locations

* Application tree > Implementation > SOE Configuration

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Protocols tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
> OPC tab

SOE Block Type

The SOE Block Type property specifies how the events are saved, discarded, or cleared from the

buffer. Types include: External, First Out, History, Modified External, OPC, and Unassigned.
The default is Unassigned.

There are 16 SOE blocks available. Blocks 1 through 14 can use any combination of External,
First Out, History, or OPC types. Blocks 15 and 16 are modified external blocks that are reserved
for use with the Safety Manager Module (SMM).

For more information, see the Triconex SOE Recorder User’s Guide.
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External

The External Block Type setting is typically used when an external device, such as a Foxboro or
Honeywell DCS or PC running SOE Recorder, is retrieving events from a controller on a
continual basis. When events are collected by the external device, event data is cleared from the
block. When the buffer is full, new event entries are discarded.

First Out

The First Out Block Type setting is typically used to retrieve the first and subsequent events that
led to a trip. When the buffer is full, the Main Processors change the block’s status from
collecting to stopped. New events are discarded.

History

The History Block Type setting is typically used to monitor current events in an SOE Recorder
application. An external device can collect events at any time, however, the collection does not
clear the block. If the TriStation 1131 application does not clear and restart recording, the oldest
event entries are overwritten when the buffer is full.

Modified External

The Modified External Block Type setting is used for event retrieval with the Safety Manager
Module (SMM). The SMM is the Triconex communication interface with the Honeywell
Universal Control Network (UCN), which is one of the principal networks of the Honeywell
TCD 3000 Distributed Control System. Only blocks 15 and 16 can be specified as Modified
External.

OPC

The OPC Block Type setting is typically used to retrieve process alarms events from OPC UA
clients. It is supported for use only with the CIM. If the block size is not large enough, process
alarm events may be lost. When the buffer is full, new process alarm events are discarded.
Applies To

Sequence of events (SOE)

Location

Application tree > Implementation > SOE Configuration tree > Blocks

SOE Buffer Size

The SOE Buffer Size property specifies the size of the buffer in the SOE block, based on the
number of events.The buffer stores the event entries, each containing a 8-byte time stamp and
one or more 8-byte data entries. The maximum number is 20,000 events (320,000 bytes); the
default is 0. The maximum buffer size across all blocks is 60,000 events (1 MB).

You cannot change the SOE Buffer Size while the project is in the Download Changes state. You
must change the project state to Download All prior to changing the size of the SOE buffer.
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Applies To
Sequence of Events (SOE)

Location

Application tree > Implementation > SOE Configuration tree > Blocks

SOE Dead Time

Defines the length of time (in seconds) after a transition, before a subsequent transition will be
reported. Once a transition on the selected point has occurred, any subsequent transitions will
be reported only after the dead time interval has elapsed.

Alonger dead time interval is better able to prevent the higher-level SOE application from being
flooded with events, but it also means there is a higher chance of losing subsequent transition
events.

The available range is 0 to 250 sec, with an accuracy of 10 msec or less. The default is 0, meaning
any subsequent transition will generate an event as long as the previous transition on the same
point has been collected and cleared. It does not mean that every transition on the same point
will generate an event, as a transition on the same point that occurs too soon —before the
previous event is cleared —may be missed.

Applies To
Trident or Tri-GP HRDI Module, Sequence of Events (SOE)

Location
Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > HRDI Setup

SOE Severity

The SOE Severity property specifies the severity (priority) level for SOE system events retrieved
by an OPC client. The default is 500.

Applies only to the following communication modules:

* Model 4353 and 4354 TCM
* Model 3211 and 321152 CIM

Applies To

Sequence of Events (SOE), OPC communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Protocols tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
> OPC tab
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SOE Trigger State

Determines if SOE is enabled for a selected point on the HRDI module. When SOE is enabled,
the module will time stamp and record point transitions for the selected point.

* Disabled: SOE is not enabled for the point. Point transitions will not be reported.

* Rising: SOE is enabled for the point. Point transitions will be reported when the
Boolean value changes from False to True (0 to 1).

* Falling: SOE is enabled for the point. Point transitions will be reported when the
Boolean value changes from True to False (1 to 0).

* Rising/Falling: SOE is enabled for the point. Point transitions will be reported for both
Rising and Falling changes (False to True, or True to False).

The default is Disabled.

Applies To
Trident or Tri-GP HRDI Module, Sequence of Events (SOE)

Location
Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > HRDI Setup

SOE Trigger Time

Defines the number of milliseconds (with an accuracy of 1 msec or less) a signal must be stable
before its change in state (transition) causes the reporting of an event. Also known as the
debounce period.

A longer trigger time results in a longer debounce period, so that pulse widths that fall within
the debounce period will not be reported as an event.

The available range is 0 to 250 msec.

» If any trigger with a pulse width larger than x msec needs to be reported as an event,
then enter x-1 msec.

* If any trigger with a pulse width smaller than x msec needs to be filtered out (not
reported as an event), then enter x+1 msec.

The default is 0, meaning there is no debounce period:

* A trigger with a pulse width larger than 1 msec will always generate an event.

* A trigger with a pulse width smaller than 1 msec may or may not generate an event.

Applies To
Trident or Tri-GP HRDI Module, Sequence of Events (SOE)

Location
Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > HRDI Setup
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Sort by Group

The Sort by Group property organizes the tagnames table in an hierarchical list, where
tagnames are organized according to the groups they are assigned to. This table, with
information about the tagnames and system variables configured in the project, is downloaded
to the TCM/OPC’s embedded OPC server during a Download All or Download Changes
operation. The sort order controls how the information is displayed in the OPC client.

Applicable only if a model 4353 or 4354 Tricon Communication Module (TCM) is installed in
the Tricon controller.

Applies To
Tagnames (OPC)

Location

Project menu > Project Options > Download Options tab

Sort by Taghame

Source

The Sort by Tagname property organizes the tagnames table alphabetically, in a single, non-
hierarchical list, regardless of their group assignments.

This table, with information about the tagnames and system variables configured in the project,
is downloaded to the TCM/OPC’s embedded OPC server during a Download All or Download
Changes operation. The sort order controls how the information is displayed in the OPC client.

Applicable only if a model 4353 or 4354 Tricon Communication Module (TCM) is installed in
the Tricon controller.

Applies To
Tagnames (OPC)

Location

Project menu > Project Options > Download Options tab

ID

See Alarm Attributes on page 562.

Space Saver

The Space Saver property means a single instance can be executed more than once per scan to
reduce memory usage and increase performance.

Note If a function block is not a space saver, using the same function block instance more than
once on a function block diagram results in a WF0031 warning —whereas there is no
such warning for a space saver function block.
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* For user-defined function blocks, you can specify this setting.

* For Triconex Library function blocks, the setting cannot be changed.

Applies To

Library and user-defined function blocks

Location

Function Blocks > Document Properties > Usage tab

Standard Security

The Standard Security property sets the application-level security setting to Standard. When
selected, a user name and password is required to open TriStation 1131. No other user
authentication is required. This is the default setting.

See also Enhanced Security on page 619.

Applies To

User security

Location

Project menu > Security > Security dialog box > Security Setting tab

Start Value and Increment

The Start Value property specifies the beginning letter or number to use when naming multiple
variables or tagnames. The Increment property specifies the number to increase each time a
variable or tagname is named. The default value is 1 for both properties.

Applies To

Comments and variables in user documents
Input, output, and memory points

Locations

* Item Properties > Auto Name > Auto Name button
* Tools menu > Auto Name Selected Items

* Application tree > Tagname Declarations > right-click, select New Tagnames

Stop Bits

The Stop Bits property specifies whether to transmit 1 bit or 2 bits after each character to notify
the receiving computer that the transmission of a byte of data is complete. The default is 1 bit.

Applies To

Communication
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Locations

* Tricon Controller tree > Configuration > Hardware Allocation > EICM Setup

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Serial Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > MP and CM
Setup > Serial Ports tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > MP, CM, or
CIM Setup > Serial Ports tab

Stop Mode

Stop mode stops the TriStation 1131 application from reading field inputs and forces non-

retentive digital and analog outputs to zero. Retentive outputs retain the values they had before
the application was halted.

Stop mode is useful for installation and service of external equipment, but is not required for
service of the controller. Before using the stopping the application, the Halt command should
be used to halt the application.

* For Tricon controllers, Stop mode is set by turning the keyswitch to the STOP position.

* For Trident or Tri-GP controllers, Stop mode is set by using the SYS_APP_HALT
function in a program.

Applies To

Application, controller

Locations

* Tricon keyswitch set to STOP
e Trident or Tri-GP Controller tree > Controller Panel > Commands menu
* Trident or Tri-GP Application tree > Library Documents > Functions

Supports Application Defined States

The Supports Application Defined States property specifies whether to allow user-defined
functions to include a variable that stores application states.

If included, the variable stores application states and is evaluated in the same way as the cause,
intersection, and effect internal variables. The default is cleared, which means not enabled.

Application state inputs and outputs must be a DWORD data type 32-bit string.
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Applies To

Functions, function blocks

Location

Document menu > Item Properties > Attributes tab

Supports Use in Cause Rows with... Inputs

The Supports Use in Cause Rows with... Inputs property specifies whether a specific user-
defined function can be used in a cause row. Invensys-supplied functions do not have to be
enabled. The default is cleared, which means not enabled.

Applies To

Functions, function blocks

Location

Document menu > Item Properties > Attributes tab

Supports Use in Effect Columns With... Outputs

The Supports Use in Effect Columns with... Outputs property specifies whether a specific user-
defined function can be used in an effect column. Invensys-supplied functions do not have to
be enabled. The default is cleared, which means not enabled.

Applies To

Functions, function blocks

Location

Document menu > Item Properties > Attributes tab

Supports Use in Intersections

The Supports Use in Intersections property specifies whether a specific user-defined function
can be used in an intersection. Invensys-supplied functions do not have to be enabled. The
default is cleared, which means not enabled.

Applies To

Functions, function blocks

Location

Document menu > Item Properties > Attributes tab
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System Events Severity

Tabs

The System Events Severity properties identify the severity levels of the different types of
system events (Info, Minor, Major, and Fatal) available through the communication module’s
embedded OPC server.

The severity level identifies the urgency or priority of an event, where 1 is the lowest and 1000
is the highest. Enter 0 to prevent the OPC server from sending event notifications for the
selected event type.

Applies only to the following communication modules:

e  Model 4353 and 4354 TCM
e  Model 3211 and 3211S2 CIM

Applies To

OPC communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Protocols tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
> OPC tab

The Tabs property specifies the number of tab settings used in the Structured Text code. The
default is 8.

Applies To
ST Language

Location

View menu > Set Editor Options

Tagname

The Tagname property specifies the name of an input, output, or memory point. The name
comes from the use of tags tied to field points. In TriStation 1131, it generally refers to points.

Tagnames can include up to 31 alphanumeric (A to Z and 0 to 9) characters and the underscore
(L) character. Tagnames cannot begin with an underscore.

Applies To

Input, output, and memory points

Location

Application tree > Tagname Declarations > Declaration tab
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Target System Version

The Target System Version property specifies the version of the controller that the project will
be downloaded to. It also determines which controller features and modules can be configured
in a project. The target system version is configured when you create a project, or when you
convert a project from a previous version of TriStation 1131.

When changing the target system version, you cannot be connected to the controller.

Changing the target system version requires a Download All. You cannot change the project’s
target system version while the project is in the Download Changes state.

Applies To

Project

Locations

File menu > New Project or > Select Main Processor

File menu > Open Project > Select Main Processor

Tricon, Trident, or Tri-GP Controller tree > Configuration > Hardware Allocation >
Replace MPs

Tricon, Trident, or Tri-GP Controller tree > Operating Parameters

TCP Port Number

The TCP Port property specifies a port number used by a network device in a Modbus
configuration, OPC UA configuration, or by a printer. There are no reserved TCP port numbers,
and duplicate port numbers are allowed in a Modbus configuration.

For a Modbus TCP port, the default is 502.
For the Trident/ Tri-GP 3.x CIM OPC UA server, the default is 4840.

For a printer connected to one of the following communication modules, the default is
9100:

— Tricon TCM
— Trident or Tri-GP 2.x/3.x CM
— Trident or Tri-GP 3.x CIM

For the Trident 1.x CM, the TCP Port property specifies a port number specified by a
printer manufacturer. This information should be available with the printer
instructions. The default is blank.

An HP JetDirect print server with one port uses port number 9100.

An HP JetDirect print server with three ports uses port numbers 9100, 9101, and 9102.

Applies To

Communication
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Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Printer and Modbus TCP tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Printer and Modbus TCP tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Printer and
Modbus TCP tabs

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Printer tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CIM Setup
> OPC tab

TCP Port Restrictions

See Highest TCP Port Number on page 632 and Lowest TCP Port Number on page 646.

Temporary Files

The Temporary Files property specifies the path name for documents which include temporary
tiles created by TriStation 1131 or other utilities. The default path name is:

*  Windows XP/2003: C:\Documents and Settings\All Users\Application
Data\Triconex\TriStation 1131 4.10.1\Temp

¢ Windows Server 2008 and Windows 7: C: \Program Data\Triconex\TriStation
1131 4.10.1\Temp

Applies To

Project

Location

Tools menu > TriStation 1131 Options > Directories tab

Terminal
The Terminal property displays the names of the input and output terminals for the function or
function block included with the selected cause, intersection, or effect. Extensible functions do

not have terminal names.

Applies To
CEM programs

Location
Variable Detail Table
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Terminals

See Double Space on page 605 and EN/ENO on page 612.

Termination Options
The Termination Options property specifies whether resistors are used to terminate the Modbus
cable connections. This option is only available with RS-485 Transceiver Mode.

Options include:

* None: The cables are not terminated. This is the default.

* Resistor: Resistors are used at each end of the cables.

e Pull-Up/Pull-Down Resistors: Pull-up/pull-down resistors are used.
* All: Both pull-up/pull-down and standard resistors are used.

Applies To

Modbus communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Serial
Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B Setup
> Serial Ports tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Serial Ports
tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Serial Ports tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Serial Ports tab

Text Size

The Text Size property specifies the point size for the text; from 3 to 24 points.
The defaults are: A=6, B=8, C=10, and D=10.

Applies To

Comments

Locations

* Properties > Comment tab
* Project menu > Project Options > Annotations tab
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Time After Trip

The Time After Trip property specifies the number of minutes after the trip to continue
collecting events for the trip snapshot. The minimum is two minutes; the maximum is 10
minutes. The default is two minutes.

Applies To
SOE

Location
Application > Implementation > double-click SOE Configuration branch

Time Before Trip

The Time Before Trip property specifies the number of minutes before the trip to begin
collecting events for the trip snapshot. The minimum is two minutes; the maximum is 10
minutes. The default is two minutes.

Applies To
SOE

Location

Application > Implementation > double-click SOE Configuration branch

Time Delay

See Alarm Attributes on page 562.

Time Synchronization

The Time Synchronization properties specify whether and how time is synchronized for the
controller. Depending on the controller, the following properties can be specified. The default
is cleared, which means time synchronization is not used.

Controller Property

Tricon ACM On NET 1 enable time synchronization with external source
Tricon ACM On NET 2 enable time synchronization with Tricon Master Node
Tricon NCM On NET 1 enable time synchronization with Tricon Master Node
Tricon SMM Enable time synchronization with external source

Tricon TCM See Time Synchronization Configuration on page 722.

Trident 1.x CM On NET 1 enable time synchronization with Trident Master Node

On NET 2 enable time synchronization with Trident Master Node
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Controller Property

Trident or Tri-GP See Time Synchronization Configuration on page 722.
2.x/3x CM

Trident or Tri-GP See Time Synchronization Configuration on page 722.
3.x CIM

Applies To

Controller

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > ACM, NCM, SMM, TCM
Setup

e Trident 1.x Controller tree > Configuration > Hardware Allocation > CM Setup > Network
tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Time Sync tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Time Sync tab

Time Synchronization Configuration

The Time Synchronization Configuration property specifies the type of synchronization to be
performed by the following communication modules:

e Tricon TCM
e Trident or Tri-GP 2.x/3.x CM
¢ Trident or Tri-GP 3.x CIM

These options are available.

Option Description
None No time synchronization.
GPS Time synchronization based on the GPS interface and one TCM module.

Not available on the Trident /Tri-GP CM or CIM.

GPS Redundant Time synchronization based on the GPS interface and two TCM modules.
Not available on the Trident /Tri-GP CM or CIM.

SNTP Redundant Simple Network Time Protocol with two TCMs.
Not available on the Trident /Tri-GP CM or CIM.

SNTP Simple Network Time Protocol with one TCM, CM, or CIM.

Peer-to-Peer Triconex Time Synchronization based on the master node in the Peer-to-

Peer network.
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Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Time
Sync tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Time Sync tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Time Sync
tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Time Sync tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Time Sync tab

Toggle Terminal Inverter Command

The Toggle Terminal Inverter command toggles the inversion state of an input or output
terminal on the selected function or function block. When the terminal is inverted, a small circle
appears at the terminal connection.

Applies To
CEM programs

Location
Application tree > open a CEM program > right-click in the FBD Network

Transceiver Mode
The Transceiver Mode property specifies the type of physical connection.

Ethernet Port Settings
For TCM, Trident CM, or Tri-GP CM Ethernet ports, settings include:
* Auto-Negotiate (Tricon TCM, Trident CM, or Tri-GP CM on NET 2, only)
* 10 Mbps Half Duplex
* 10 Mbps Full Duplex
* 100 Mbps Half Duplex (Tricon TCM, Trident CM, or Tri-GP CM on NET 2, only)
* 100 Mbps Full Duplex (Tricon TCM, Trident CM, or Tri-GP CM on NET 2, only)

Note If you have a model 4352, 4352A, 4352B, or 4354 TCM with fiber connectors, you must
select 100 Mbps as the communication mode. These TCMs cannot negotiate the
connection speed or connect at 10 Mbps.

TriStation 1131 Developer’s Guide, 4.10.0



724 Appendix A Commands and Properties

If you have a model 4353 TCM, you cannot select 10 Mbps as the communication mode
on NET 2. Connections to the TCM’s embedded OPC server can be made only at 100
Mbps.

For Trident or Tri-GP CIM Ethernet ports, settings include:

* Auto-Negotiate
* 100 Mbps Full Duplex

Choosing the Appropriate Ethernet Port Setting

» If Auto-Negotiate is selected, the module will connect at either 10 Mbps (TCM or CM
only) or 100 Mbps, depending on the speed of the connection. All communication
modules (except the Trident 1.x CM) will always negotiate to Half Duplex.

» If Half Duplex is selected, only one network peer can transmit at a time. If you have a
network hub, you must select Half Duplex.

e If Full Duplex is selected, both network peers can transmit at the same time. This
setting is typically used only for applications with high-bandwidth requirements. If
you have a switch, you can select Full Duplex or Half Duplex.

Serial Port Settings
For Serial Ports, settings include:

e RS-232 for point-to-point communication over distances up to 50 feet

*  RS-485 for multi-point communication over distances up to 4,000 feet

RS-232 Transceiver Mode with Handshake

Hardware handshake is a method for controlling the flow of serial communication between two
devices which uses a separate wire to send a signal when the receiving device is read to receive
the signal. Hardware handshake can be used with Tricon TCM, Trident CM/CIM, and Tri-GP
CM/CIM.

With the Handshake property set to Hardware, the communication module asserts the Request
to Send (RTS) signal when it has a message to transmit. The communication module begins
transmission when it receives a Clear to Send (CTS) signal from the Modbus master. The
communication module ignores all characters unless the Modbus master asserts the Data
Carrier Detect (DCD) signal. This settings allows the Modbus master to use half-duplex
modems.

With the Handshake property set to None (typically for point-to-point connections), the
communication module asserts RTS at all times and ignores CTS and DCD. In other words, the
communication module transmits characters even if the receiving device is not ready. This
could result in an overrun state, and the characters would have to be re-transmitted.

RS-485 Transceiver Mode with Handshake

With the Handshake property set to Hardware, the communication module enables its RS-485
transmit driver only when it is sending data. Use this setting for all single-pair networks and for
slave ports in two-pair, multi-point networks.
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With the Handshake property set to None, the communication module enables its RS-485
transmit driver at all times. Use this setting for a Modbus slave port in a two-pair, point-to-point
network.

RS-485 cannot be used for a TriStation serial connection on TCM port 4, Trident 2.x CM port 3,
or Tri-GP CM port 3.

Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Network and Serial Ports tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Network and Serial Ports tabs

* Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Network
and Serial Ports tabs

* Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP Setup >
Serial Ports tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Network and Serial Ports tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Network and Serial Ports tab
Transceiver Port

For Trident 1.x, the Transceiver Port property specifies the type of connection to be used for the
port. Settings include RJ-45 and MAU. The default is RJ-45.

Applies To

Communication

Location

Trident 1.x Controller tree > Configuration > Hardware Allocation > CM Setup > Network tab
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Triggering Mode
For Trident or Tri-GP controllers, the Triggering Mode property specifies where the input signal

is triggered. For asymmetrical waveforms, select the option that corresponds to the sharper
edge. Settings include Rising Edge and Falling Edge.

The default is Rising Edge.

Applies To
Trident or Tri-GP Pulse Input or Enhanced Pulse Input Module

Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > PI Setup or EPI
Setup

Trip Level

See Alarm Attributes on page 562.

Trip Severity

See Alarm Attributes on page 562.

Trip State

The Trip State property specifies the value on which to begin collecting events.

Applies To
SOE

Location

Application tree > Implementation > SOE Configuration

Trip Tagname

The Trip Tagname property specifies the tagname (variable) that identifies whether a trip has
occurred.

Applies To
SOE

Location

Application tree > Implementation > SOE Configuration
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TriStation Port Number

The TriStation Port Number property identifies the UDP port number used for the TriStation
connection to the following communication modules:

e TCM
¢ Trident or Tri-GP 2.x CM
e Trident or Tri-GP 3.x CM or CIM

The default number is 1502.

Cannot be the same as the Management, Peer-to-Peer, or TSAA port numbers; or 1505, 1506,
1507, 1508. See UDP Base Port Number on page 730 for the list of reserved values.
Applies To

Communication

Locations

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC or TCM/B
Setup > Protocols tab

* Tricon Controller tree > Configuration > Hardware Allocation >TCM or TCM/ A Setup >
Network tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Protocols tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Protocols tab

TriStation UDP Port Number

The TriStation UDP Port Number property identifies the UDP port number used for the
TriStation connection to the following communication modules:

e  Trident or Tri-GP 2.x CM
e Trident or Tri-GP 3.x CM or CIM

The default number is 1502.

Cannot be the same as the Management or TSAA port numbers. See UDP Base Port Number on
page 730 for the list of reserved values.

Applies To

Communication

Location

Trident or Tri-GP Controller tree > TriStation Communication
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True Color

See Monitor Display Options on page 657.

True State Name

See Monitor Display Options on page 657.

TSAA Multicast IP Address

The TSAA Multicast IP Address property specifies the IP address that TSAA multicasts should
be sent to. The default is 0.0.0.0 (IP multicasting is disabled).

Bin data and/or SOE data available messages will be sent to the specified address, so that all
members of the group will receive the data.

Note TSAA IP multicasting is available only with Tricon 10.3 and later systems, Trident 2.x
and later systems, or Tri-GP systems. Because NET 2 is reserved for OPC
communication, the TSAA protocol is available only on NET 1 for model 4353 and 4354
TCMs. Additionally, your network hardware (such as routers) must also support
multicasting. See your Network Administrator or IT department for more information.

See also Update Rate on page 731.

Applies To

Communication

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Protocols tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Protocols tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Protocols tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Protocols tab

TSAA Port Number

The TSAA Port Number property identifies the UDP port number used with TSAA
client/server network communication. The default number is 1500.

For communication with DDE Server and SOE Recorder clients, the UDP port configured in
those applications must match the TSAA Port Number configured in TriStation 1131. Cannot be
the same as the Management or TriStation port numbers. See UDP Base Port Number on

page 730 for the list of reserved values.
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Additionally, because NET 2 is reserved for OPC communication, the TSAA protocol is
available only on NET 1 for model 4353 and 4354 TCMs.

Applies To

Communication

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC or TCM/B
Setup > Protocols tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/ A Setup > Network
tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Protocols tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Protocols tab

Type Over Command

Ouw

The Type Over command toggles between typing over and inserting characters in a Structured
Text program or function.

Applies To

ST programs and functions

Locations

* Type Over button
* View menu

UCN Node Number

For Tricon controllers, the UCN Node Number property specifies an number on the Tricon
SMM, which can be any odd number from 1 to 63. Even numbers are used for hot-spare module
communication. The default is 1.

Applies To
Tricon SMM

Location

Tricon Controller tree > Configuration > Hardware Allocation > SMM Setup
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UDP Base Port Number

The UDP Base Port Number property specifies the UDP port number for the controller where
the TriStation 1131 application is to be run. This number identifies the controller in a Peer-to-
Peer network.

Entering 0 as the UDP port number disables Peer-to-Peer over UDP/IP on the network. The
default is 1503 on both NET 1 and NET 2 (meaning Peer-to-Peer is enabled on both ports).

UDP port numbers do not need to be unique, as long as the IP addresses for each port is unique.
For example, you can assign 1600 as the TriStation UDP port number on NET 1, and 1600 as the
Peer-to-Peer UDP port number on NET 2, because the ports are on separate networks. However,
you cannot assign 1600 as the TriStation UDP port number on NET 1, and 1600 as the Peer-to-
Peer port number on NET 1, because the ports are on the same network.

Because NET 2 is reserved for OPC communication, the Peer-to-Peer and TSAA protocols are
available only on NET 1 for model 4353 and 4354 TCMs.

The following values are reserved:

Reserved Value(s) Protocol Notes

1500 TSAA Can be changed via configuration

1502 TriStation Can be changed via configuration
1503-1504 Peer-to-Peer Can be changed via configuration

1505-1508 Firmware download  Cannot be changed; for Invensys use only
1510 Management Can be changed via configuration

1-1023 — Reserved by the Internet Assighed Numbers

Authority (IANA)

Also see Management Port Number on page 648, TriStation Port Number on page 727, and
TSAA Port Number on page 728.

Applies To

Communication

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup > Peer-
to-Peer tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Peer-to-Peer tab

e Tricon Controller tree > Configuration > Hardware Allocation > TCM Setup > Network tab
* Tricon Controller tree > Configuration > TriStation Communication

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Peer-to-Peer tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Peer-to-Peer tab
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Unbypass Request

See Alarm Attributes on page 562.

Undo Command

The Undo command reverses the last action performed when editing a program, function, or
function block.

Applies To

Editing

Location

Edit menu

Update Rate

The TSAA Multicast Update Rate property specifies the update rate, in milliseconds, for TSAA
IP multicasting.

Bin data and/or SOE data available messages will be sent to the multicast IP address at the
specified update rate (for example, by default, bin data will be multicast every 1000ms).

TSAA IP multicasting is available only with Tricon 10.3 and later systems, Trident 2.x and later
systems, or Tri-GP systems. See also TSAA Multicast [P Address on page 728.

Applies To

Communication

Locations
* Tricon Controller tree > Configuration > Hardware Allocation > TCM/OPC Setup >
Protocols tab

* Tricon Controller tree > Configuration > Hardware Allocation > TCM/A or TCM/B
Setup > Protocols tab

* Trident or Tri-GP 2.x Controller tree > Configuration > Hardware Allocation > CM Setup >
Protocols tab

* Trident or Tri-GP 3.x Controller tree > Configuration > Hardware Allocation > CM or CIM
Setup > Protocols tab
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Update Reports Database Command

The Update Reports Database command copies project information to a database used when
reports are generated.

Applies To
Reports

Location
Project tree > right-click the Default Reports or User Reports folder

Update Selected Function Cells Command

Usage

The Update Selected Function Cells command updates selected out-of-date elements which are
marked with a red X in the active window.

Applies To

CEM programs

Location

Tools menu

The Usage property specifies how function blocks can be used in a function or function block.
For library function blocks, the options determine the usage and cannot be changed. For user-
defined function blocks, the settings can be specified. Settings include:

* Exactly Once on page 621
*  Only Once on page 664

* Space Saver on page 713
* Internal State on page 638

Applies To

Library and user-defined function blocks

Location

Document Properties > Usage tab
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Use Local Time

The Use Local Time property specifies whether to use local time or universal time. The default
is selected, which means local time is used.

Applies To
Application
Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP > Setup >
Operating Parameters tab

Use Secure Communication

The Use Secure Communication property specifies whether secure communication is enabled
between the Trident or Tri-GP 3.x controller and TriStation 1131.

When this option is selected, the default connection type will automatically use secure
communication to connect to the controller. The default is cleared (secure communication is not

enabled).
Applicable to Trident/Tri-GP 3.x systems with a CIM installed only.

Applies To

Secure communication

Location

Trident or Tri-GP 3.x Controller tree > Configuration > MP Setup > Operating Parameters tab

Validate Only Command

The Validate Only command analyzes your project settings and current controller configuration
to determine the modifications that will be made to the project if you change to the selected
target system version. Results of the validation appear in the Messages pane.

Applies To

Project

Location

Controller tree > Configuration > Hardware Allocation > Replace MPs
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Value

The Value property specifies the value for the constant. To ensure the value agrees with the Data
Type, click Apply.

Applies To

Constants

Location

Properties > Constant tab

Value Range to Scale an Integer

The Value Range to Scale an Integer properties specify how a REAL number is scaled to an
integer so it can be transmitted using Modbus protocol, which does not use REAL numbers. The
values set for the scale range are used with the Modbus minimum and maximum range to
derive an integer value that represents the real value.

Properties include:
* Minimum Value (Engineering Unit Range) on page 653
* Maximum Value (Max Span) on page 651
* Precision on page 675

* Disable Scaling on page 602

Applies To
Points with REAL data types

Location

Application tree > Tagname Declarations > Scaling tab

Var/Const

The Var/Const property displays the names of the variables connected to the terminals of the
function or function block in a CEM program. Only user-defined variables are displayed.
Internal variables are hidden.

Applies To
CEM programs

Location
Application tree > open a CEM program > Variable Detail Table
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Var Type

The Var Type property specifies the type of variable. Types include:

Type Description

Input A variable which provides a value to a program, function, or function block. Must be
connected to a point.

Output A variable which returns the result of a program, function, or function block. Must be
connected to a point.

In/Out A variable which is used as both an input and output variable. Must be connected to a
point.
Local A variable used for internal logic. Cannot be connected to a point.
Tagname A variable that references a point. Also known as a global variable.
Applies To
Variables
Location

Properties > Declarations tab

Verify Last Download to the Controller Command

The Verify Last Download to the Controller compares the application that was last downloaded
to the controller with the application running on the controller. If there is a difference, you
should contact Invensys support.

Applies To
Application

Location

Controller tree > Controller Panel > Commands menu

Verify Password

The Verify Password property allows you to enter the password a second time to verify it is the
same as entered for the Password property.

Applies To

User access, Security

Location

Project menu > Security command > Users tab > Add or Modify button
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Verify Version Command

The Verify Version command compares the version of the selected library in the project with the
most current version available. If the version in the project is out of date, you are prompted to
update it. Only libraries located in the default library directory are verified.

Applies To

Libraries

Location

Application tree > right-click Library Documents > Manage command

Vertical Network Divider Command

The Vertical Network Divider command allows you to place a vertical divider on a logic sheet
to divide networks.

Applies To
FBD logic sheets

Locations

1 | * Vertical Network Divider button
* Tools menu > Select Tool

View Details Command

The View Details command allows you to view detailed information about a certificate, such
as the serial number, issuer, expiration date, and more.

Applies To

Certificates

Location
Application tree > Right-click a certificate

TriStation 1131 Developer’s Guide, 4.10.0



737

View Download History Command

The View Download

Download History. g|
Hlstpry .comman‘d displays Versior: Elements downloaded 6/21/2002 10:16:23 AM by Manager
version information for each 5t [Element Nome [ [ver [siee Jiboy |
download for the current Z A DS SR A
project, which is a list of the T FOD3 0.0 B EXENO 31
E _ulib Fool - 0.0 2 <externals
elements affected for the last T _add Bc FI2e 00 65 <extemab
Download AH and E _add_tod_time_c F103 0.0 244 <external:
5 _boopy Flz0 00 38 <external>
Subsequent Download 3 _cmp_B4 Fi26 00 B2 <external>
Ch d Th 3 _DE_GET_LONG FOss 00 14 <external>
anges commands. e 3 _DeltaT_Get F111 0.0 26 <externalr
. g . 3 _DelkaT_Init F112 00 118 <extemnal>
hlstory is cleared and T _dvBic FIZl 00 474 <estemab
restarted Wlth eaCh g _div_time_lreal_c F115 00 E42  <external:
& EMO Set F138 00 14 <estemal> ¥
Download All command. < >
These properties are The download history includes the last Download All and any subzequent Download Changes.
. Cl Hel
displayed on the Download [ ]

History screen.

Property Description

St An icon that indicates the status of the element. An arrow indicates that the
element was included in a Download All operation; an ellipsis (...) means it was
included in a Download Changes operation.

Element Name The name of the program, function, or function block.

ID# A system-generated identification for the program or function.
Ver The version of the element.

Size The size of the element in bytes.

Library The library the element is included in.

Applies To

Project

Location

Project menu

View Intermediate FBD Command

The View Intermediate FBD command displays source code that is generated in the Function
Block Diagram language when the CEM program is compiled.

Applies To
CEM programs

Location

Document menu
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View Intermediate ST Command

The View Intermediate ST command displays source code that is generated when the program
is compiled. You can copy the source code by using the Write to File command on the Edit

mendu.

Applies To

Programs, Functions, and Function Blocks

Location

Document menu

View Manager Command

The View Manager command allows you to save, load, or remove views of a CEM matrix.

Applies To
CEM programs

Location

View menu

The View Project History §
command displays an
audit trail of user access
and modification of the
project.

This history is
automatically generated
during project
development.

Click the Save History
button to export the

project history to a text
file.

Applies To

Project

View Project History Command

Project History

£

Clear History | Save History |

|Date Uszer Element Action Cornment |
3182010 32837 AM b anager FROJECT Login DB TET1Z A
341842010 22325 AM M anager FROJECT Saved 35.0 Build configura
31842010 22926 AM M anager PROJECT Saved 35.0 Clazing Praoject
3M18/2010 171:47:00 P b anager FROJECT Login Db T571 2
31842010 171:47:07 P b anager FROJECT Saved 35.0 Build configura
3M8/201011:47:07 PM b anager FROJECT Saved 35.0 Clozing Project
L32M0 12612 AM b anager FROJECT Login DN T571 2
32342010 1. 27:00 AM M anager PROJECT Saved 35.0 Build configura
23200 1:27:00 Ak b anager FROJECT Saved 300 Closing Project
3242010 40517 A bl anager FROJECT Login DiWwdtihT571 2
32402010 4£:05:29 AW b anager FROJECT Saved 35.0 Build configura
34242010 4:05:29 AM M anager FROJECT Saved 35.0 Closing Project
32942010 171:20:53 AM M anager PROJECT Login C:ADocuments
3292010 1:33:41 PM b anager FROJECT Download Al 34.00  Emulator: Emul
3292010 1: 3244 PM M anager PROJECT Saved 35.0 Build configura
3292010 1:47:47 PM b anager A3100L Paint forced to 50 Emulator: Forci s

Close

>

Help

Locations

* Project History button
* Project menu
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Width

The Width property specifies the width (horizontal space) of the variable or constant symbol.
By selecting either the plus (+) or the minus (-) buttons, you can expand or shrink the width of
the variable symbol so you can use a longer name or fit the symbol into a smaller space.
Applies To

Variables

Location
Properties > Selected tab

Wire Tool Command

The Wire tool command provides a pointer tool to a connect logic elements in FBD programs.

The signal flow is from an output of one function block, through a wire, to an input of a second
function block.

Settings include:

* Normal: The first function block is always evaluated before the second function block.
For example, the first function block writes the value and the second function block
reads the value. Represented by a solid line.

* Feedback: The first function block is always evaluated after the second function block.
Typically used to tie the output of a function block to an input of the same function
block —so that the value of the output is used to “feed” it “back” to the input. Also
useful for delaying a write from the first function block until after the second function
block has read a value. Represented by a dashed line.

The default is Normal. To set, double-click the wire and select either Normal or Feedback.

Note Attempting to create a feedback loop without using the feedback wire will cause an
error.

Applies To

FBD programs

Locations

| * Wire Tool button
¢ Tools menu > Select Tool
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Wire Type

The Wire Type property specifies the type of wire used for serial communication.

Settings include:

* 2-Wire (half duplex) if using one pair of wires for Modbus reads and writes. (Only
available when the Transceiver Mode property is set to RS-485.)

* 4-Wire (full duplex) if using two pairs of wires —one pair for Modbus reads and the
other pair for Modbus writes. (Trident or Tri-GP MP serial ports must use this setting.)

The default is 4-Wire.

Applies To

Serial ports

Location

Trident or Tri-GP Controller tree > Configuration > Hardware Allocation > MP or CM Setup >
Serial Ports tab

Workspace View Command

The Workspace View command toggles to display or hide the Application and Controller
workspace tree.

Applies To
TriStation 1131 workspace

Locations

M| ¢ Workspace View button
* View menu

Write To File Command

The Write To File command displays a dialog box that allows you to specify a file name and
location to save ST code as a text file.

Applies To

ST programs, ST functions, and intermediate ST for all programs and functions

Location

Edit menu

TriStation 1131 Developer’s Guide, 4.10.0



741

Zoom Command

The Zoom command enlarges or decreases the view J
of an element.

Change Z00M Magnification

t agnifization

Standard settings are: 50%, 75%, 100%, and 200%.
You can also enter a number or click Zoom To Fit to 200%
size the elements to fit the current window. You can
enlarge the view of elements on a logic sheet by:

Chooze a zpecific
" 100% magnification,
of just click Eoom to Fit!
" 75%
* Using the Zoom button or Zoom command e

B0
from the View menu Custom 188 oo i
* Double-clicking an empty area to see a

Zoom Selection view.
(] | Eancel| Help |

Logic sheets for user documents, test sheets for Controller and Emulator Panels

3

Applies To

Locations
@ e Zoom button

¢  View menu

* Double-click an empty area in a logic sheet

Zoom To Fit Command

The Zoom To Fit command toggles between a large and small view of the logic sheet.

Applies To

Logic sheets for user documents, test sheets for the Controller and Emulator Panels

Locations
o | © Zoom To Fit button

e  View menu

* Double-click an empty area in a logic sheet

TriStation 1131 Developer’s Guide, 4.10.0



742 Appendix A Commands and Properties

Zoom To Region

The Zoom To Region command allows you to zoom into a region of the sheet.

Procedure
1 On the View menu, click Zoom to Region.
The cursor changes to a cross-bar.
2 Select the region to view by dragging the cross-bar across the area.

The region is magnified.

Applies To
FBD and LD editors

Location

View menu
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Overview

Data types, which adhere to the IEC 61131-3 standard, specify the type of data used for the
following:

e Constants
* Tagname declarations and references

* Local, input, output, and I/O variables
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Elementary Data Types

An elementary data type specifies the size and characteristics of most data used in a program,
function, or function block and the operations that can be applied to the data.

This table describes the elementary data types and how they can be used.

Table 64  Elementary Data Types and Usage

Constants and

Data Type Description Tagnames Local Variables
BOOL A Boolean, 1 bit in length v v
DATE A specific date v
DINT A double integer, 32 bits in length v v
DT A specific date and time v
DWORD A double word, 32 bits in length v
INT An integer, 16 bits in length v
LREAL A long real number, 64 bits in length v
REAL A real number, 32 bits in length v v
STRING A sequence of up to 132 alphanumeric v
characters delimited by single quotes
TIME A period of time (duration) expressed in days, v
hours, minutes, seconds, or milliseconds
TOD A specific time of day v

Only three data types can be declared as controller points: BOOL, DINT, and REAL. These
variables point to hardware addresses in the controller and are accessible to all programs in a
project.
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BOOL Data Type

A BOOL data type is one bit in length and has two possible values: false (0) or true (1).

Attribute Description
Keyword/type BOOL

Description Boolean

Size 1 bit

Default value False (0)

Lower limit False (0)

Upper limit True (1)

Result if intermediate value is less than lower limit N/A

Result if upper limit is less than intermediate value Intermediate Value MOD 2

Application Notes
* Can be used in Safety or Control applications.

¢ Can be used in CEM Cause, Effect, and Intersection cells.

DATE Data Type

A DATE data type refers to a specific date expressed as the year, month, and day.

Attribute Description
Keyword/type DATE

Description Date

Size 64 bits

Syntax D#CCYY-MM-DD
Default value D#1970-01-01
Lower limit D#1970-01-01
Upper limit D#2029-12-31

Result if intermediate value is less than lower limit Invalid date

Result if upper limit is less than intermediate value  Invalid date

Application Notes
* Can be used in Safety or Control applications.

¢ Can be used in CEM Cause, Effect, and Intersection cells.
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DINT Data Type

A DINT data type is a double integer, 32 bits in length.

Attribute Description
Keyword/type DINT

Description Double integer

Size 32 bits

Default value 0

Lower limit -2**31

Upper limit 2¥%31-1

Result if intermediate value is less than lower limit -2**31 or V modulo 2**32
Result if upper limit is less than intermediate value 2**31-1 or V modulo 2**32

Note If the intermediate conversion value is out of range (for example, when converting
LREAL to DINT), the return value is the smallest or greatest double integer.

Application Notes
* Can be used in Safety or Control applications.

¢ Can be used in CEM Cause, Effect, and Intersection cells.

DT Data Type

A DT data type represents a date and time of day. To specify the time of day, you can use
fractions (FFF) of a second. Values are stored internally in microseconds and displayed in the
TriStation 1131 Controller Panel in milliseconds.

A DT data type cannot be used as a program input or output.

Attribute Description

Keyword/type DT

Description Date and time of day

Size 64 bits

Syntax DT#CCYY-MM-DD-HH:MM:SS
or

DT#CCYY-MM-DD-HH:MM:SS.FFF

or

DATE_AND_TIME#CCYY-MM-DD-HH:MM:SS
Default value DT#1970-01-01-00:00:00
Lower limit DT#1970-01-01-00:00:00
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Attribute Description

Upper limit DT#2029-12-31-23:59:59.999
Result if intermediate value is less than lower Invalid date

limit

Result if upper limit is less than intermediate Invalid date

value

Application Notes
* Can be used in Safety or Control applications.

¢ Can be used in CEM Cause, Effect, and Intersection cells.

DWORD Data Type

A DWORD data type is a double word, 32 bits in length. The result is always in the range from
0 to 16#FFFFFFFF. If the intermediate value is out of range, then the result is the least-significant
32 bits of the intermediate value. For example, if you shift 16#FFFFFFFF to the left once, the
intermediate value is 16#1FFFFFFFE and the result is 16#FFFFFFFE.

A DWORD data type cannot be used as a program input or output.

Attribute Description
Keyword/type DWORD
Description Double word
Size 32 bits
Default value 0

Lower limit 0

Upper limit 16#FFFFFFFF

Result if intermediate value is less than lower limit N/A

Result if upper limit is less than intermediate value =V and 16#FFFFFFFF

Application Notes
* Can be used in Safety or Control applications.

¢ Can be used in CEM Cause, Effect, and Intersection cells.
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INT Data Type

An INT data type is an integer, 16 bits in length. Arithmetic operators ADD, SUB, and MUL are
implemented with 32-bit arithmetic and the container for INT is 32 bits. The ADD, SUB, and
MUL operations do not check the range of results and can have resultant values out of the
specified range (-32768 and +32767). For example, using the SUB function to subtract 1 from
-32768 results in -32769 (clearly out of range) without clearing ENO or reporting a BADPARAM
error. However, an out-of-range value does display “Inv INT” on the Controller Panel.

To verify that output values from these functions are within range, connect the output terminal
to the INT_TO_DINT function, which converts the integer output to double integer and does a
range check for the integer output.

An INT data type cannot be used as a program input or output.

Attribute Description
Keyword/type INT
Description Integer

Size 32 bits
Default value 0

Lower limit -2**15
Upper limit 2%*15-1
Result if intermediate value is less than lower limit InvINT
Result if upper limit is less than intermediate value InvINT

Application Notes
* Can be used in Safety or Control applications.

¢ Can be used in CEM Cause, Effect, and Intersection cells.

LREAL Data Type

An LREAL data type is 64 bits in length and has 15 decimal digits of precision. In TriStation
1131, the LREAL data type follows the IEC-559 Standard floating-point format.

An LREAL data type cannot be used as a program input or output.

Attribute Description
Keyword/type LREAL

Description Long-real number

Size 64 bits

Default value 0.0

Most positive number 1.7976931348623158 e +308
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Attribute Description
4.9406564584124654 e -324
- 4.9406564584124654 e -324

-1.7976931348623158 e +308

Least positive number
Least negative number
Most negative number
Result if intermediate value is less than lower limit -Infinity or HUGE

Result if upper limit is less than intermediate value +Infinity or HUGE

Gradual Underflow for LREAL Data Types

In PCs and controllers, the floating-point implementation includes a standard feature called
gradual underflow that extends the range for an LREAL number and gradually changes the

precision as values approach zero.

This table compares the values obtained when gradual underflow is not present, to the values

obtained when it is present.

Without Gradual Underflow

With Gradual Underflow

The smallest positive number that can be
stored in an LREAL variable is:

2-1022 = 2 2250738585072014E-308.

The precision changes abruptly from 17 digits
to 0 digits when the value changes from a
number greater than 2-1023 to a number less
than 2-1023,

The maximum relative error changes abruptly
from 2-53 to 1 when the value changes from a
number greater than 2-192 to a number less
than 2-1023,

For values from 2-1075 to 2-1022) the maximum
absolute error equals the value.

The smallest positive number that can be stored in
an LREAL variable is:

2-1074 = 4 9406564584124654E-324.

The precision changes gradually from 17 digits to 1

digit as the value changes from
9-1023 ¢ 1074,

The maximum relative error changes gradually from
2-53 to 1 as the value changes from 2-1023 to 2-1074,

For values from 2-1075 to 2-1022 the maximum
absolute error is a constant 2-1075,

This table shows how the precision changes as LREAL numbers approach zero.

If | x| Is Greater Than:

Then the Precision Is Greater Than:

5.0E-308 17 digits
5.0E-309 16 digits
5.0E-310 15 digits
5.0E-322 3 digits
5.0E-323 2 digits
5.0E-324 1 digits
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If | x| Is Greater Than: Then the Precision Is Greater Than:

0.0 0 digits

Absolute error is the absolute value of x - a, where x is the exact value and 4 is the actual value
stored.

Relative error is the absolute value of (x - a) /x, where x is the exact value and a is the actual value
stored.

This table shows how gradual underflow affects absolute error and relative error as LREAL
numbers approach zero.

Range Maximum Maximum Relative
Absolute Error Error

0< |x| <£2-107 [ x| 1

2-1075 < | x| <2-1022 2-1075 2-1075 /| x|

271022 < | x| < 210242972 D-53% || 2-53

Application Notes
* Can be used in Safety or Control applications.

e Can be used in CEM Cause, Effect, and Intersection cells.

REAL Data Type

A REAL data type is 32 bits in length and has 6 decimal digits of precision. In TriStation 1131,
the REAL data type follows the IEC-559 Standard Floating-Point format.

Attribute Description
Keyword/type REAL

Description Real number

Size 32 bits

Default value 0.0

Most positive number 3.402823466 e +38
Least positive number 1.401298464 e -45
Least negative number -1.401298464 e 45
Most negative number -3.402823466 e +38
Result if intermediate value is less than lower limit ~Infinity or HUGE
Result if upper limit is less than intermediate value +Infinity or HUGE
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Gradual Underflow for REAL Data Types

In PCs and safety controllers, the floating-point implementation includes a standard feature
called gradual underflow. This feature extends the range of a REAL number and gradually
changes the precision as values approach zero.

This table compares the values obtained when gradual underflow is not present, to the values
obtained when it is present.

Without Gradual Underflow With Underflow
The smallest positive number that can be stored = The smallest positive number that can be stored in
in a REAL variable is: a REAL variable is:

2-126 =1.175494351E-38. 2-149=1.401298464E-45.

The precision changes abruptly from 7 digitsto0  The precision changes gradually from 7 digits to 1
digits when the value changes from a number digit as the value changes from 2-127 to 2-149,
greater than 2-127 to a number less than 2-127.

The maximum relative error changes abruptly The maximum relative error changes gradually
from 2-2* to 1 when the value changes from a from 2-2* to 1 as the value changes from 2-127 to
number greater than 2-127 to a number less than =~ 27149,

2-127,

For values from 2-150 to 2-126, the maximum For values from 2-150 to 2-126, the maximum
absolute error equals the value. absolute error is a constant 2-150,

This table shows how the precision changes as numbers approach zero.

Then the Precision Is

If | x| Is Greater Than: Greater Than:

1.5E-39 7 digits
1.5E-40 6 digits
1.5E-41 5 digits
1.5E-42 4 digits
1.5E-43 3 digits
1.5E-44 2 digits
1.5E-45 1 digits
0.0 0 digits

Absolute error is the absolute value of x - a, where x is the exact value and a is the actual value
stored.

Relative error is the absolute value of (x - a)/x, where x is the exact value and a is the actual value
stored.

This table shows how gradual underflow affects absolute error and relative error as REAL
numbers approach zero.
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Range Maximum Maxirpum
Absolute Error Relative Error

0< |x| £2-150 | x| 1

2-150 < | x| <2-126 2-150 2-150 / | x|

27126 < | x| <2128 22103 D-24% || 2-24

Application Notes
* Can be used in Safety or Control applications.

¢ Can be used in CEM Cause, Effect, and Intersection cells.

STRING Data Type

A STRING data type is an alphanumeric sequence, up to 132 characters in length, which is
delimited by single quotation marks (' ). The count of 132 characters does not include the null
terminator or the single quotation mark.

A STRING data type cannot be used as a program input or output.

Attribute Description

Keyword/type STRING

Description Character string

Size 136 bytes

Default Value Empty string (two single quotation marks not
separated by any characters)

Lower limit 0 characters

Upper limit 132 characters

Result if intermediate value is less than lower Truncated string

limit

Result if upper limit is less than intermediate N/A

value

Application Notes
* Can be used in Safety or Control applications.

e Can be used in CEM Cause, Effect, and Intersection cells.
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TIME Data Type

A TIME data type refers to a period of time (duration) in days, hours, minutes, seconds, and
milliseconds. The range is + 9999 years and the precision is 0.1 milliseconds.

A TIME data type cannot be used as a program input or output.

Attribute Description

Keyword/type TIME
Description Duration
Size 64 bits
Syntax TIME#11d
or
TIME#22.2h
or
TIME#33.3m
or
TIME#44.4s
or
TIME#55.5ms
or
TIME#11d22h33m44s55.5ms
or
T#11d22h33m44s55.5ms
or
T#44.4s
Default value TIME#0S
Lower limit TIME#-3652134d
Upper limit TIME#3652134d

Result if intermediate value is less than lower limit Inv Time

Result if upper limit is less than intermediate value Inv Time

Application Notes
* Can be used in Safety or Control applications.

e Can be used in CEM Cause, Effect, and Intersection cells.
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TOD Data Type

A TOD data type refers to a specific time of day expressed in hours, minutes, seconds, and
fractions (FFF) of a second. The precision is 0.001 seconds.

A TOD data type cannot be used as a program input or output.

Attribute Description
Keyword/type TOD
Description Time of day
Size 64 bits
Syntax TOD#HH:MM:SS
or
TOD#HH:MM:SS.FFF
or
TIME_OF_DAY#HH:MM:SS
Default value TOD#00:00:00
Lower limit TOD#00:00:00
Upper limit TOD#23:59:59.999
Result if intermediate value is less than lower limit V modulo 24 hours
Result if upper limit is less than intermediate value V modulo 24 hours

Application Notes

* Can be used in Safety or Control applications.

e Can be used in CEM Cause, Effect, and Intersection cells.
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Generic Data Types

Generic data types, identified by the prefix ANY, are used exclusively in the functions and
function blocks that are available in the TriStation Standard Library.

If a function specifies a generic data type for an argument, then the argument type must be one
of the data types represented by that generic data type. If a function specifies one generic data
type for more than one argument, then all such arguments must have the same data type.

For example, the function ADD specifies type ANY_NUM for all arguments and the return
value. You can add two double integers, or two integers, or two long real numbers, or two real
numbers, but you cannot add a real number to a long real number.

The TriStation generic data types are based on the IEC 61131-3 standard. The hierarchy for them
is shown in this figure.

ANY

‘ANYI_EIIT | ‘STRIING ‘ ‘ ANY_:ZJATE | | TIME |
|

BOOL
ANY_REAL ANY_INT DWORD DATE
oT

TOD
LREAL DIMT
REAL INT

Figure 43 Generic Data Types Hierarchy
This table lists the meaning of each generic data type and the standard data types it represents.

Table 65  Generic Data Types

Data Type Standard Data Type Represented

ANY Any of the standard data types: BOOL, DATE, DINT, DT, DWORD, INT, LREAL,
REAL, STRING, TIME, TOD, or Derived

ANY_NUM Any number: DINT, INT, LREAL, or REAL

ANY_REAL Any real number: LREAL or REAL

ANY_INT Any integer: DINT or INT

ANY_BIT Any bitwise data type: BOOL or DWORD

ANY _DATE Any date or time of day or both: DATE, DT, or TOD

ANY_NOTE1 Any elementary data type: BOOL, DATE, DINT, DT, DWORD, INT, LREAL,
REAL, STRING, TIME, or TOD. Note that each of these types is ordered so that
values of the same type can be compared (see functions EQ, GE, GT, LE, LT, NE,
MIN, and MAX).
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Overview

If you have an older model 4351 or 4352 TCM installed in your system, some of the
configuration options are different than those for later model TCMs (models 4351A, 4352A,
4351B, 4352B, 4353, and 4354).

Note Model 4351 and 4352 TCMs can be installed only in Tricon 10.0.x systems. Tricon 10.1
and later systems do not support the model 4351 and 4352 TCMs.

The procedures in this appendix apply specifically to configuring the ports on the model 4351
or 4352 TCM, and should be followed in place of the TCM configuration procedures provided
in Chapters 3 and 5 of this guide.

If you have a model 4351A, 4352A, 4351B, 4352B, 4353, or 4354 TCM, do not use the procedures
in this appendix. You should instead use the information found in the following sections:

. Configuring TCM Ports on page 324
. Using a Tricon TCM to Synchronize Time on page 349
. Configuring a Tricon TCM Port for Printing on page 470
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Configuring TCM Ports

A single Tricon 10.0.x system supports a maximum of four TCMs, which must reside in two
logical slots.

*  Model 4351 and 4352 TCMs can be installed only in Tricon 10.0.x systems.

* Model 4351 /4352 TCMs cannot be installed in a system that also has 4351A /4352A or
4351B/4352B TCMs installed, even if they are installed in different chassis.

*  Model 4351/4352 TCMs cannot be installed in Tricon 9.x or earlier systems, or in Tricon
10.1.x and later systems.

See the Planning and Installation Guide for Tricon v9-v10 Systems for detailed TCM installation
guidelines. For more detailed compatibility information, please see the Product Release Notice for
your Tricon system version.

TCM models 4351 (Copper)/4352 (Fiber) support the following protocols on network and serial

ports.
Protocol Network Ports Serial Ports

TriStation NET 2 Port 4
TSAA (UDP/IP) NET 2 —a
Peer-to-Peer (UDP/IP) NET 1 -
Peer-to-Peer (DLC) NET 1 —
Modbus Slave (ASCII or RTU) — Any port
Modbus Master (RTU) — Any port
Modbus Master or Slave (TCP) NET 2 -
GPS Time Synchronization — Port 1
Triconex Time Synchronization via DLC or UDP/IP NET 1
SNTP Triconex Time Synchronization NET 2 —
Network Printing using Jet Direct NET 2 -

a. — means the protocol is not available on this port.

Note Invensysrecommends configuring a serial connection to the TCM first, because it is less
complex and easier to successfully connect to the TCM through the serial port.

Once you have successfully connected to the TCM and downloaded the initial
configuration to the Tricon, you can go back and configure the more complex network
connection, without worrying about losing the ability to communicate with the
controller altogether.
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To configure specific types of ports, see these topics:
* Configuring TCM Peer-To-Peer Ports on page 765
* Configuring TCM Network Ports on page 763
* Configuring TCM Peer-To-Peer Ports on page 765
* Configuring TCM Modbus TCP Ports on page 767
* Configuring TCM Routing on page 769
For additional information on configuring the TCM, see these topics:

* Using a Tricon TCM to Synchronize Time on page 771 for instructions on configuring
the TCM to synchronize time.

* Configuring a Tricon TCM Printer Port for Printing on page 776 for instructions on
configuring the TCM for use with a printer.

Changing TCM Models

Once TCM ports have been configured, but prior to downloading the configuration to the controller,
you can change the existing TCM model to a different model TCM without losing your port
settings (see Inserting and Removing Tricon Modules on page 311).

Only the following model changes will retain your port settings:

* 4351 to 4352
* 4352 to 4351

Any other TCM model changes will result in all port settings being reset to their default values.

However, once the configuration has been downloaded to the controller, you cannot change the
TCM model installed in the Tricon system without downloading a new configuration.
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Configuring TCM Serial Ports

This procedure explains how to configure serial ports on a Tricon TCM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click the Serial tab.

TCM Setup 53
Network] Time Sync  Senal Ports l Peer-to-Peer] Modbus TEIF'] Printer] Houting]
Port Selection Port Configuration Options
Port wiite Enabled [
r Left Slat— Modbus Slave Address: |1
1
2 " 1200 " 2400 " 4800 + 9600
o " 19200 " 33400 " B7600 115200
~ g [rata Bits Stop Bitz
4 = o & 1Bt O 2Bis
Parity
" Mone + Odd " Even " Mak " Space
_ Transceiver Mode Handshake
™ R5485 * Mone
- (+ R5232 " Hardware
~
- i+ i i i
- FF Ordering Modbus Range
" High 16 Bits First * Low 16 Bits First Mir: [
Master Logical Port: M | 32767
QK | Cancel | Help |
4 Specify these properties.
Property Action
Port Selection Click the port to be configured. Ports can be configured only
for a slot with an installed module.
Protocol Select the communication protocol for the port:
* All ports can use Modbus Master, Modbus Slave ASCI],
Modbus Slave RTU.

* Only port 1 can use GPS. This port is automatically
configured for GPS when you enable time

synchronization. See Using a Tricon TCM to Synchronize
Time on page 771.

* Only port 4 can use TriStation.
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Property

Action

Port Write Enabled

Modbus Slave Address

Baud Rate

Data Bits

Stop Bits
Parity

Transceiver Mode

Handshake

Termination Options

FP Ordering

Modbus (Minimum and
Maximum) Range

Master Logical Port

Available only if Modbus Slave (ASCII or RTU) is selected as
the communication protocol. Select this check box if you
want to allow Modbus writes to this slave port. The default is
cleared (the port is read-only).

If you selected Modbus Slave RTU or ASCII, enter the
number of the Modbus slave device. The default is 1.

Enter the communication rate for the port. The default is
9600.

Select 8 or 7 bits. The default is 8. Available only with
Modbus Slave ASCII.

Select 1 or 2 bits. The default is 1 bit.
Select the type of parity for the port. The default is Odd.

Select R5-485 or RS-232. The default is R5232. On port 4 when
TriStation is selected as the protocol, RS-485 is not available.

Select None or Hardware; the default is None.

Select the type of termination used with cables. Only
available with RS-485 Transceiver Mode. The default is None.

Select the order to be used with floating point numbers.
Determines whether the most significant bits in a32-bit
address are the first 16 (high) or the last 16 (low). The default
is Low 16 Bits First.

Enter the minimum and maximum values to be used for the
Modbus data range. The default minimum is 0. The default
maximum is 32,767.

Enter the port number that the TCM will use in the Modbus
Master functions to access the port. Only available for
Modbus Master.

5 Click OK to save your changes.

Note Even if port 4 is set to Not Configured (the default value), it can still be used to connect
to the Tricon controller via TriStation. This is useful when you are unable to connect via
a network connection.
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Configuring TCM Network Ports

This procedure explains how to configure network ports on a Tricon TCM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware

Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.

The TCM Setup dialog box appears.

-
TCM Setup

Slot Selection

&+ Left Slat
" Right Slot

" Nat Installed

Metwork l Time Sync ] Senal F‘orts] F‘eer-to-F‘eer] Modbus TCF'I Printer ] Fouting ]

{* Installed

- MetlMet2 Configuration
Metl
I¥ Enable Metwark
Tranzceiver Mode:

Met2
[ Enable Metwark,
Tranzceiver Mode:

|Aut0-N egotiate j
IP Address:

|Auto-N eqotiate j
IP Address:

| 192168 . 0 . &
IP Subnet Mask:

| 192 188 . 1 . B
IP Subnet Mask:

| 255 . 255 . 255 . 0
Default Gateway |P Address:

| 255 . 256 . 2585 . O
Default Gateway |P Address:

[ o .0 . 0.0

[ 0.0 . 0.0

r Ports Configuration

TriStation Canfiguration

UDP Port Mumber: (1502

TS44 Configuration
UDP Port Humber:

1500

Port \wiite Enabled [

()

-

Cancel |

Help

B

3 Specity these properties on the Network tab.

Property

Action

Slot Selection

Not Installed,
Installed

Enable Network

is installed.

Select the slot where the TCM module you want to configure

Click Installed to enable configuration of the module. Clicking
Not Installed resets all options to their default state and makes

them unavailable for configuration. The default is Not
Installed.

configured.

Select the check box to enable the network port to be
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Property

Action

Transceiver Mode

Select the communication mode.

For a model 4352 with fiber connectors, the default is 100
Mbps Half Duplex. This TCM cannot negotiate the connection
speed or connect at 10 Mbps.

For a model 4351, the default is Auto-Negotiate.

IP Address Enter the IP Address for the port. NET 1 and NET 2 cannot use
the same IP address. The default for NET 1 is 192.168.1.0; for
NET 2is 192.168.1.1.
The highest and lowest IP addresses in a subnet (addresses
where the last number is 0 or 255, such as 192.168.55) are
reserved for broadcast messaging and cannot be used as a
valid IP address.
IP Subnet Mask If needed, enter the IP address for the subnet. The default is
255.255.255.0.
Default Gateway IP  If needed, enter the IP address for the default gateway. The
Address default is 0.0.0.0. Typically, this is the IP address of the
network router.
The default gateway address must be part of the subnet.
TriStation The UDP port to use for the TriStation connection. The default
Configuration: is 1502. See UDP Base Port Number on page 730 for additional
UDP Port Number  information.
TSAA The UDP port to use for TSAA connections, including DDE
Configuration: Server, SOE Recorder, and OPC Server. The default is 1500.
UDP Port Number  See UDP Base Port Number on page 730 for additional

Port Write Enabled

information.

Select this check box if you want to allow TSAA writes to the
network ports. Applies to all TSAA connections on these
ports. The default is cleared (the ports are read-only).

4 Click OK to save your changes.

Note Changesto TCM IP addresses are not effective until the existing connection is closed and
a new connection is opened. Once a connection is opened, it remains open until you
close it, even if the IP address is changed via a Download Changes operation.
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Configuring TCM Peer-To-Peer Ports

This procedure explains how to configure the IP address for controllers communicating on a
Peer-to-Peer network through a Tricon TCM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click the Peer-to-Peer tab.

X

-
TCM Setup

Network] Time Sync] Serial Pty Peer-to-Peer l Modbus TEIF'] Printer] Houting]

Slot Selection Peer-to-Peer Configuration

@ Left Slot Made 01: 0.0.0.0 - Porté: 1502 P8 ;

r Node 02: 0.0.0.0 - Portt: 1503 = Wela 01 Sietimgs -
Mode 03 0.0.0.0 - Portd: 1503 Destination UDP Part:
Mode 04: 0.0.0.0 - Port: 1503 ’F
Mode 05: 0.0.0.0 - Port: 1503
Mode 07: 0.0.0.0 - Portd: 1503 P Address:
Mode 08: 0.0.0.0 - Portd: 1503
Mode 03 0.0.0.0 - Port: 1503 0.0.0.0

Mode 10: 0.0.0.0 - Portd: 1503

Mode 11: 0.0.0.0 - PortH: 1503

Nade 12 0.0.0.0 - Partf: 1503 Uikl
Mode 13 0.0.0.0 - Portd: 1503

Mode 14: 0.0.0.0 - PortH: 1503

Mode 15: 0.0.0.0 - PortH: 1503

Mode 16: 0.0.0.0 - PortH: 1503

Mode 17: 0.0.0.0 - PortH: 1503 Reset Al
Mode 18: 0.0.0.0 - Port#; 1503 ¥

< ¥

UDP Base Port Mumber: 1303

Iv Enable Communication with Tricon Y8 and %9 Peer to Peer Spstems on NET 1

QK | Cancel | Help |

4 Under Slot Selection, select the module (slot) you want to configure Peer-to-Peer ports
for.

5 Select a node (controller), and specify these properties.

Property Action

Destination UDP Port Enter the UDP port number for each controller to be
communicated with on the Peer-to-Peer network. This must
be the same number that the controller uses as its UDP Base
Port Number.

IP Address Enter the IP address for the controller.

6 Click Update to apply the new settings for the selected node.
7 Repeat steps 4 through 6 for each node to be included in the network.
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Note If necessary, click Reset All to reset all node settings for the selected slot to their
default, unconfigured state.

8 Once all nodes have been configured, specify these properties (applicable to all nodes on

the Peer-to-Peer network).

Property

Action

UDP Base Port Number

Enable Communication
with Tricon V8 and V9
Peer-to-Peer Systems on
NET 1

Enter the UDP base port number for the controller. Enter 0 to
disable Peer-to-Peer over UDP/IP on the network.

The default is 1503. UDP port numbers must be unique. See
UDP Base Port Number on page 730 for reserved values.

Select the check box to enable communication with Tricon
version 8 and 9 systems. The default is cleared. Available only
for a module installed in the left slot.

9 C(lick OK to save your changes.
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Configuring TCM Modbus TCP Ports

This procedure explains how to configure Modbus TCP ports on a Tricon TCM, which enables
Modbus communication through network ports.
Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click the Modbus TCP tab.

r -
TCM Setup 53

Network] Time Sync] Serial Ports] Peerto-Pesr  Modbus TCP l Printer] Houting]

Slot Selection Modbus TCF Configuration Options

. r Paort Settings
+ Left Slat otoeleetion: Protocal:
i Part Humber 1 e
" Right Slot Port Mumber 2
Part Mumber 3 .
Part Number 4 Port wiite Enabled [
Port Mumber & g
F'E:t Nﬂmb:: g Master Logical Port:
Part Mumber 7 .
Port Number & TCF Part Mumber: 502
Port Mumber 9 IP Address:
Port Mumber 10 o.0.0.10
Part Mumber 11
Port Mumber 12 FP Ordering
Part Murnber 13 et e [
Port Humber 14 = ngh1EB.ltS F."St
Port Mumber 15 Low 16 Bits First
Part Murnber 16
Modbus Range
Mir: |0
Maw: | 32767

QK | Cancel | Help |

4 Under Slot Selection, select the module (slot) you want to configure Modbus TCP ports
for.

5 Select a port and specify these properties.

Property Action

Protocol Select the communication protocol for the port. Options
include Modbus TCP Master and Modbus TCP Slave Net.

Port Write Enabled Available only if Modbus TCP Slave is selected as the

communication protocol. Select this check box if you want to
allow Modbus writes to this slave port. The default is cleared
(the port is read-only).

Master Logical Port Enter the number of the Modbus Master node. Available
only with Modbus TCP Master protocol. Must be unique for
each TCM installed in a system.
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Property

Action

TCP Port Number
IP Address

FP Ordering

Modbus (Minimum
and Maximum) Range

Enter the number for the TCP port. The default is 502.

If the port uses Modbus Master protocol, enter the IP
address of the slave node.
If the port uses Modbus Slave protocol, enter either of these:

* To accept communication from any Modbus Master,
leave the IP address as 0.0.0.0.

* To accept communication only from a defined Modbus
Master, enter the specific master IP address.

Select the ordering to use for floating point numbers.

Enter the minimum and maximum for the modbus data
range. Available only with Modbus TCP Slave Net.

6 Click OK to save your changes.
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Configuring TCM Routing

This procedure explains how to configure routing on a Tricon TCM. Up to 10 different routes
can be configured for each module.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click the Routing tab.

r -
TCM Setup 53

Network] Time Sync] Serial Ports] Peer-to-Peer] todbus TEIF'] Printer  Fouting l

Slot Selection Fiouting Configuration

o Left Slot Destination #071 - 55,10 - Gateway: 0.0
oo Destination #02 - 1P = 0.0.0.0 - Subnet: 2552552550 - Gateway: 0.0
Right Slat ||| | Diestination #03 - IP = 0.0.0.0 - Subnet: 255.255.255.0 - Gateway: 0.0
Destination #04 - |P = 0.0.0.0 - Subnet: 255,265, 255.0 - Gateway: 0.0
Destination #05 - |P = 0.0.0.0 - Subnet: 255,255, 255.0 - Gateway: 0.0
Destination #0E - |P = 0.0.0.0 - Subnet: 255,265, 255.0 - Gateway: 0.0
Destination #07 - |P = 0.0.0.0 - Subnet: 255,255, 255.0 - Gateway: 0.0

Destination #02 - 1P = 0.0.0.0 - Subnet: 255.255.255.0 - Gateway: 0.0

Flmabio=bime HOO 1D O ANN Cokesk IRRE IFER WRE N2 abman=ae N

< ¥
Destination P Address: - Destination #01 Settings -

o.o.0.0

Destination IP Subnet Mask:

285 0285 0285 . 0 Update Destination

Destination Gateway |P Address:
o.o0.0.0

Reset Al |

QK | Cancel | Help |

4 Select the module (slot) you want to configure routing for.

5 Select a destination route and then specify these properties.

Property Action

Destination Enter the IP address which is used if the controller is not on
Gateway IP the same subnet as other devices.

Address

Destination IP Enter the IP address of the subnet mask.

Subnet Mask

If the gateway address is on NET 2, then the subnet mask
must be the same as the NET 2 subnet mask defined on the
Network tab. If the gateway address is on NET 1, then the
subnet mask must be the same as the NET 1 subnet mask
defined on the Network tab. See Configuring TCM Network
Ports on page 763.
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Property Action
Destination Enter the IP address of the gateway to which the controller is
Gateway IP connected. The gateway address must always be on NET 1 or
Address NET 2.

6 Click Update Destination to apply the settings. If necessary, click Reset All to reset all
destination settings for the selected slot to their default, unconfigured state.

7 Click OK to save your changes.
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Using a Tricon TCM to Synchronize Time

This procedure explains how to enable time synchronization on a TCM. Time synchronization
can be enabled using the following protocols:

* GPS
¢ SNTP

* Triconex Time Synchronization via DLC or UDP/IP on a Peer-to-Peer network

In a redundant network of Tricon controllers that each have two TCMs installed, you can
implement redundant time synchronization by configuring time synchronization for both TCM
modules (both left and right slots). Time synchronization can be enabled only for a single logical
slot.

If the TCM is installed in the COM slot, you configure time synchronization only for the left slot
(there is no redundancy when installed in the COM slot).

Topics include:
* Configuring GPS Time Synchronization on the TCM on page 771
¢ Configuring SNTP Time Synchronization on the TCM on page 773

e Configuring Triconex Time Synchronization on the TCM on page 775

Configuring GPS Time Synchronization on the TCM

This procedure explains how to configure a TCM to enable time synchronization through the
Global Positioning System (GPS) by using the Trimble Acutime Gold Smart GPS Antenna. For
information on installing the kit, see Triconex Application Note #43, available on the Invensys
Global Customer Support (GCS) website.

To ensure the accuracy of GPS time adjustments, the Tricon clock must be
CAUTION set to within 10 minutes of the correct local time.

If the TCM is in a Peer-to-Peer network, it can also be used as the master node for time
synchronization of other controllers on the network. In this configuration, the master node TCM
synchronizes time with the GPS, and any slave nodes on the Peer-to-Peer network synchronize
their time with the master TCM. In this way, all nodes on the Peer-to-Peer network are
synchronized with GPS time.

If the TCM is acting as a slave node on a Peer-to-Peer network, it cannot be configured for GPS
time synchronization. Slave nodes synchronize their time only to the master node on the Peer-
to-Peer network, and reject all other time change requests.

GPS time synchronization uses Serial Port 1 on the TCM.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.
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2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.

3 Click the Time Sync tab.

TCM Setup

X

Metwork  Time Sync l Serial Ports] Peer-to-Peer] Modbus TEIF'] Printer] Houting]

Slot Selection

r Time Synchronization Configuratio
& Left Slat Y gurtan

~
" Maone

* GPS
" SNTP

SNTP Master IP Address:

™ Peerto-Peer Time Synchronization Enabled

QK | Cancel | Help |

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.
5 Under Time Synchronization Configuration, select GPS.

If you previously configured Port 1 to use a Modbus protocol, selecting GPS will reset
Port 1 to use the GPS protocol. See Configuring TCM Peer-To-Peer Ports on page 765 for
more information.

6 (Optional) If you have a redundant TCM installed in the right slot, under Slot Selection,
click Right Slot, and then select GPS Redundant.

Note The module in the right slot can be configured only if it has been installed (see
Configuring TCM Network Ports on page 763) and if the module in the left slot
has already been configured for GPS time synchronization.

7 Click OK to save your changes.

Enabling the TCM as a Master Node for Triconex Time Synchronization (Optional)

If you also want the TCM to be able to act as a master node for time synchronization of other
controllers on a Peer-to-Peer network (using Triconex Time Synchronization) do the following:

1 In the Configuration tree, click Operating Parameters (see Setting Tricon Operating
Parameters on page 295).

2 Select the Enable Tricon Node Time Synchronization check box.
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Configuring SNTP Time Synchronization on the TCM

This procedure explains how to configure TCM time synchronization to an SNTP server.

If the TCM is in a Peer-to-Peer network, it can also be used as the master node for time
synchronization of other controllers on the network. In this configuration, the master node TCM
synchronizes time with the SNTP server, and any slave nodes on the Peer-to-Peer network
synchronize their time with the master TCM. In this way, all nodes on the Peer-to-Peer network
are synchronized with SNTP time.

If the TCM is acting as a slave node on a Peer-to-Peer network, it cannot be configured for SNTP
time synchronization. Slave nodes synchronize their time only to the master node on the Peer-
to-Peer network, and reject all other time change requests.

Note SNTP time synchronization is less accurate than GPS time synchronization. Because the
SNTP server resides on a PC, network load issues or PC performance can result in delays
in processing time update requests from the Tricon controller.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.

3 Click the Time Sync tab.

=

TCM Setup

®)

Metwork  Time Sync l Serial Ports] Peer-to-Peer] Modbus TEIF'] Printer] Houting]

Slot Selection

r Time Synchronization Configuratio
& Left Slat Y gurtan

~
" Maone

" GPS
* SNTP

SNTP Master IP Address: o.o0.0.10

™ Peerto-Peer Time Synchronization Enabled

QK | Cancel | Help |

4 Under Slot Selection, click Left Slot. You must configure the module in the left slot first.
5 Select these properties.
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Property Action

Time Synchronization Select SNTP. The default is None.
Configuration

SNTP Master IP Address ~ Enter the IP address of the SNTP server to synchronize time
with.

6 (Optional) If you have a redundant TCM installed in the right slot, under Slot Selection,
click Right Slot, and then select these properties.

Property Action

Time Synchronization Select SNTP Redundant.
Configuration

SNTP Master IP Address  Enter the IP address of the SNTP server to synchronize time
with.

Note The module in the right slot can be configured only if it has been installed (see
Configuring TCM Network Ports on page 763) and if the module in the left slot
has already been configured for SNTP time synchronization.

7 Click OK to save your changes.

Enabling the TCM as a Master Node for Triconex Time Synchronization (Optional)

If you also want the TCM to be able to act as a master node for time synchronization of other
controllers on a Peer-to-Peer network (using Triconex Time Synchronization) do the following:

1 In the Configuration tree, click Operating Parameters (see Setting Tricon Operating
Parameters on page 295).

2 Select the Enable Tricon Node Time Synchronization check box.
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Configuring Triconex Time Synchronization on the TCM

In a Peer-to-Peer network, Triconex Time Synchronization can be used to synchronize time
across controllers on a network. The controller with the lowest node number serves as the
master node.

The master node can also synchronize its time with a GPS or an SNTP server. In this
configuration, the master node synchronizes time with the GPS or SNTP server, and any slave
nodes on the Peer-to-Peer network synchronize their time with the master node. In this way, all
nodes on the Peer-to-Peer network are synchronized with GPS or SNTP time.

Configuring a Master or Slave Node

This procedure describes how to configure the TCM as a master or slave node on the Peer-to-
Peer network when GPS or SNTP time synchronization is not being used.

If you want the master node to synchronize to a GPS or SNTP server, use the procedures in the
these sections:

* Configuring GPS Time Synchronization on the TCM on page 771
* Configuring SNTP Time Synchronization on the TCM on page 773

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup. The TCM
Setup dialog box appears.

3 Click the Time Sync tab.
4 Under Time Synchronization Configuration, select None.

Select the Peer-to-Peer Time Synchronization Enabled check box to enable Triconex
Time Synchronization across the Peer-to-Peer network.

Click OK to save your changes.

In the Configuration tree, click Operating Parameters (see Setting Tricon Operating
Parameters on page 295).

8 Select the Enable Tricon Node Time Synchronization check box.

This allows the controller to participate as a master node in time synchronization across
the Peer-to-Peer network.
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Configuring a Tricon TCM Printer Port for Printing

This procedure explains how to configure a Tricon TCM port that is connected to a Centronics-
compatible printer. You do not need the printer driver that may have come with the printer
package. See Configuring Tricon Controller Printing on page 465 for more information about
printing from the Tricon controller.

Procedure

1 Expand the Controller tree, double-click Configuration, and expand Hardware
Allocation.

2 Double-click the slot where the TCM module is installed and then click Setup.
The TCM Setup dialog box appears.
3 Click the Printer tab.

- 5
TCM Setup X
Nelwurk] Time Sync] Serial F'Urls] Peer-tU-Peerl Modbus TCP Printer l F\Uulingl
r LeftSlot
Printer Print Server
Humber: d TCF Port: [3100
Line Width |80 Paddesss | 0 . 0 . 0 . 0

[characters)

r Right Slot

Frintar Frint Server

Number: 0 TCP Port; 3100

Line Width: |80 P &ddress: 0.0 .0.0

[characters)

ak, | Cancel | Help |

4 Specity these properties for the module installed in the Left Slot.

Property Action

Printer Number Enter the number for the printer; can only be 5 or 10. The default
is 0, meaning a printer is not configured.

Line Width Enter the number of characters to be printed on a line. The default
is 80 characters.

TCP Port Number  Enter the number of the TCP port for the print server. The default
is 9100 for an HP printer.

IP Address Enter the IP address of the printer server.

5 If amodule is also installed in the Right Slot, repeat step 4 for that module.
6 Click OK to save your changes.
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Names Reserved by TriStation 1131

This section lists all names reserved by TriStation 1131. These reserved names cannot be used to
name user accounts, variables, tagnames, custom function block names, programs, or program

instances.

Names are not case-sensitive. For example, TriStation 1131 reserves all of the following names:

e AT, At, aT, at

TriStation 1131 Reserved Names

*

*

ABS

ACOS

ACTION

ADD

AIN

AIN_BP
AIN_BP12
AIN_HR

AND

ANY

ANY_BIT
ANY_DATE
ANY_INT
ANY_NOTE1
ANY_NUM
ANY_REAL
AOUT
AOUT_BP12
ARRAY
ARRAY32_BOOL
ARRAY32_DINT
ARRAY32_REAL
ASIN

ASSIGN

AT

ATAN

BECOMES

BLINK

BLINK_I

BLINK_R

BOOL
BOOL_TO_BYTE
BOOL_TO_DWORD
BOOL_TO_STRING
BOOL_TO_WORD
BY

BYTE
BYTE_TO_BOOL
BYTE_TO_DWORD
BYTE_TO_WORD
C##B

C##F#

CASE

CEIL

CHK_ERR
CLR_ERR
CONCAT
CONCAT_DT
CONCAT_STRING
CONFIGURATION
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TriStation 1131 Reserved Names (continued)

CONSTANT
Cos
CSCHED
CSCHED_I
CSCHED_R
CTD

CTU

CTUD
D_ADD
D_CMP
D_CMPE
D_DIV
D_DTOF
D_DTOI
D_DTOLL
D_DTOQ
D_DTOU
D_DTOULL
D_FEQ
D_FGE
D_FGT
D_FLE
D_FLT
D_FNE
D_ITOD
D_LLTOD
D_MUL
D_NEG
D_QTOD
D_SUB
D_ULLTOD
D_UTOD
DATE

DATE_AND_TIME
DDEC
DEBUG_MODVARS
DELETE

DINC

DINT
DINT_TO_DWORD
DINT_TO_INT
DINT_TO_LREAL
DINT_TO_REAL
DINT_TO_SINT
DINT_TO_STRING
DINT_TO_UDINT
DINT_TO_UINT
DINT_TO_USINT
DIV

DO

DPFABS

DT

DT_TO_DATE
DT_TO_TOD
DWORD
DWORD_TO_BOOL
DWORD_TO_BYTE
DWORD_TO_DINT
DWORD_TO_WORD
E##B

E##C##B

E##C##F

E##F#

ELSE

ELSIF

EN
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TriStation 1131 Reserved Names (continued)

END_ACTION
END_CASE
END_CONFIGURATION
END_FOR
END_FUNCTION
END_FUNCTION_BLOCK
END_IF
END_PROGRAM
END_REPEAT
END_RESOURCE
END_STEP
END_STRUCT
END_TRANSITION
END_TYPE
END_VAR
END_WHILE
ENO

EQ

ERRNO

EXIT

EXP

EXPFLTR

EXPT

EXTERN

F_ADD

F_CMP

F_CMPE

F_DIV

F_EDGE

F_FEQ

F_FGE

F_FGT

F_FLE

F_FLT
F_FNE
F_FTOD
F_FTOI
F_FTOLL
F_FTOQ
F_FTOU
F_FTOULL
F_ITOF
F_LLTOF
F_MUL
F_NEG
F_QTOF
F_SUB
F_TRIG
F_ULLTOF
F_UTOF
FALSE
FDEC

FINC

FIND
FLOOR
FOR
FP_ROUND
FPFABS
FROM
FUNCTION

FUNCTION_BLOCK

GASDETR
GATDIS
GATENB
GE

GETDELTA_DINT
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TriStation 1131 Reserved Names (continued)

GETDELTA_REAL
GETDELTAT
GETTIMER
GREATEREQUAL
GT

IDENT

IF
INFINITY_LREAL
INFINITY_REAL
INITIAL_STEP
INSERT

INT
INT_TO_DINT
INT_TO_LREAL
INT_TO_REAL
INT_TO_SINT
INT_TO_STRING
INT_TO_UDINT
INT_TO_UINT
INT_TO_USINT
INTERNAL
INTGTOR
INTGTOR_R
ISFINITE_LREAL
ISFINITE_REAL
ISNAN_LREAL
ISNAN_REAL
L_EDGE

LE

LEADLAG
LEADLAG_R
LEFT

LEN

LESSEQUAL

LIMIT

LINEMNTR

LINT

LN

LOG

LOOPDETR
LPTO5BUF
LPT10BUF

LREAL
LREAL_TO_DINT
LREAL_TO_INT
LREAL_TO_REAL
LREAL_TO_SINT
LREAL_TO_UDINT
LREAL_TO_UINT
LREAL_TO_USINT
LSX_CLEAR_ALL_FAULTS
LSX_DI_POINT
LSX_II_POINT
LSX_RI_POINT

LT

LWORD

MAX

MBCTRL
MBREAD_BOOL
MBREAD_DINT
MBREAD_REAL
MBREAD_REAL_TRD
MBWRITE_BOOL
MBWRITE_DINT
MBWRITE_REAL
MBWRITE_REAL_TRD
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TriStation 1131 Reserved Names (continued)

MEDSEL
MID
MIN

MINUS_INFINITY_LREAL
MINUS_INFINITY_REAL

MOD
MOVE

MUL

MUX
NAN_LREAL
NAN_REAL
NE

NEG

NIL

NOT
NOTEQUAL
NUMBITS

NUMBITS_DWORD

OF

ON

OR
OVDDISABLE
OVDENABLE
PACK16
PACK32
PAGE_EJECT
PERDEV

PID

PID_R

POLY4
POLY5
PRINT_BOOL
PRINT_CDT

PRINT_CRLF
PRINT_CTOD
PRINT_DINT
PRINT_REAL
PRINT_STRING
PRIORITY
PRNTR_FLUSH
PROGRAM
R_EDGE

R_TRIG
READ_ONLY
READ_WRITE
READ_WRT
REAL
REAL_TO_DINT
REAL_TO_INT
REAL_TO_LREAL
REAL_TO_SINT
REAL_TO_UDINT
REAL_TO_UINT
REAL_TO_USINT
REPEAT
REPLACE
REPORT_BAD_PARAM
REPORTBADPARAM
RESOURCE
RETAIN

RETURN

RIGHT

ROL

ROR

RS

RTC
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TriStation 1131 Reserved Names (continued)

SCALE

SEL

SEMA

SET_ERR

SHL

SHR

SIN

SINGLE

SINT
SINT_TO_DINT
SINT_TO_INT
SINT_TO_LREAL
SINT_TO_REAL
SINT_TO_UDINT
SINT_TO_UINT
SINT_TO_USINT
SOECLR
SOESTAT
SOESTOP
SOESTRT

SQRT

SR

STEP

STRING

STRUCT

SUB
SYS_AI32_STATUS
SYS_AO04_STATUS
SYS_APP_HALT
SYS_CLEAR_FLTS
SYS_CM_STATUS
SYS_CRITICAL_IO
SYS_DI_POINT

SYS_DI16_AIl6_STATUS
SYS_DI32_STATUS
SYS_DO16_STATUS
SYS_EPI06_STATUS
SYS_HRDI32_STATUS
SYS_II_POINT
SYS_IO_STATUS
SYS_IOP_STATUS
SYS_MP_EXT_STATUS
SYS_MP_RESET_PORTS
SYS_MP_STATUS
SYS_OVD_INHIBIT
SYS_PI06_STATUS
SYS_RI_POINT
SYS_RO32_STATUS
SYS_SDO16_STATUS
SYS_SERIAL_PORT
SYS_SET_APP_LOCK
SYS_SET_PROG_ALARM
SYS_SET_REMOTE_WRT_ENBL
SYS_SHUTDOWN
SYS_SYSTEM_STATUS
SYS_VOTE_MODE

TAN

TASK

TCJ_CONV
TCK_CONV

TCNX_BD

TDD_I

TDD_R

TDE_I

TDE_R

THEN
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TriStation 1131 Reserved Names (continued)

TIME

TIME_OF_DAY
TIME_TO_LREAL
TIME_TO_SECS
TIME_TO_SECS_REAL
TIMEAD]

TIMESET

TMR

TMR_I

TMR_R

TO

TOD

TOF

TOGGLE

TON

TP

TP_I

TP_R

TRUE
TR_64_POINT_STATUS
TR_CALENDAR
TR_CHASSIS_STATUS
TR_CRITICAL_IO
TR_LOG_EVENT
TR_LOG_EVENT_DINT
TR_LOG_EVENT_DWORDS
TR_MP_STATUS
TR_PEER_STATUS
TR_POINT_STATUS
TR_PORT_STATUS
TR_PROGRAM_STATUS
TR_SCAN_STATUS
TR_SHUTDOWN

TR_SLOT_STATUS
TR_URCV_BOOL
TR_URCV_DINT
TR_URCV_DINT_32
TR_URCV_REAL
TR_URCV_REAL_32
TR_USEND_BOOL
TR_USEND_DINT
TR_USEND_DINT_32
TR_USEND_REAL
TR_USEND_REAL_32
TR_VOTE_MODE
TRANSITION
TRUNC_*_TO_*
TRUNC_LREAL_TO_DINT
TRUNC_LREAL_TO_INT
TRUNC_LREAL_TO_SINT
TRUNC_LREAL_TO_UDINT
TRUNC_LREAL_TO_UINT
TRUNC_LREAL_TO_USINT
TRUNC_REAL_TO_DINT
TRUNC_REAL_TO_INT
TRUNC_REAL_TO_SINT
TRUNC_REAL_TO_UDINT
TRUNC_REAL_TO_UINT
TRUNC_REAL_TO_USINT
TSCHED

TSCHED_I

TSCHED_R

TYPE

UDINT

UDINT_TO_DINT
UDINT_TO_INT
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TriStation 1131 Reserved Names (continued)

UDINT_TO_LREAL
UDINT_TO_REAL
UDINT_TO_SINT
UDINT_TO_UINT
UDINT_TO_USINT
UINT
UINT_TO_DINT
UINT_TO_INT
UINT_TO_LREAL
UINT_TO_REAL
UINT_TO_SINT
UINT_TO_UDINT
UINT_TO_USINT
ULINT
UNPACK16
UNPACK32
UNTIL

UPTO

USINT
USINT_TO_DINT
USINT_TO_INT
USINT_TO_LREAL
USINT_TO_REAL
USINT_TO_SINT
USINT_TO_UDINT
USINT_TO_UINT
VAR
VAR_ACCESS
VAR_EXTERNAL
VAR_GLOBAL
VAR_IN_OUT
VAR_INPUT
VAR_OUTPUT

VAR_TEMP

WHILE

WITH

WORD
WORD_TO_BOOL
WORD_TO_BYTE
WORD_TO_DWORD
X_OF_N

XOR
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Names Reserved by SQL

This section lists names that should not be used to name data files when exporting tagnames to
Microsoft Excel (.xls) files. Using a reserved name results in the following error message:

==

TriStation 1131: ERRD‘

"M CREATE TABLE statement.

-/-. .-\- u .
|'8'| [rata Export - Create Table Failed: Syntax emor in

If you receive this error message when exporting tagnames to Microsoft Excel files, check the
list to see if the name used is reserved. If the name is reserved, use a different name for exporting

tagnames.

For information on how to export tagnames, see Importing and Exporting Tagnames on

page 215.

Names are not case-sensitive. For example, all of the following words are reserved:

e AS, As, aS, as

SQL Reserved Names

ABSOLUTE
ACTION
ADA

ADD

ALL
ALLOCATE
ALTER
AND

ANY

ARE

AS

ASC
ASSERTION
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AUTHORIZATION
AVG

BEGIN
BETWEEN
BIT
BIT_LENGTH
BOTH

BY

CASCADE
CASCADED
CASE

CAST
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SQL Reserved Names (continued)

CATALOG
CHAR
CHAR_LENGTH
CHARACTER
CHARACTER_LENGTH
CHECK

CLOSE
COALESCE
COLLATE
COLLATION
COLUMN
COMMIT
CONNECT
CONNECTION
CONSTRAINT
CONSTRAINTS
CONTINUE
CONVERT
CORRESPONDING
COUNT

CREATE

CROSS
CURRENT
CURRENT_DATE
CURRENT_TIME
CURRENT_TIMESTAMP
CURRENT_USER
CURSOR

DATE

DAY
DEALLOCATE
DEC

DECIMAL

DECLARE
DEFAULT
DEFERRABLE
DEFERRED
DELETE
DESC
DESCRIBE
DESCRIPTOR
DIAGNOSTICS
DISCONNECT
DISTINCT
DOMAIN
DOUBLE
DROP

ELSE

END
END-EXEC
ESCAPE
EXCEPT
EXCEPTION
EXEC
EXECUTE
EXISTS
EXTERNAL
EXTRACT
FALSE
FETCH

FIRST

FLOAT

FOR
FOREIGN
FORTRAN
FOUND
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SQL Reserved Names (continued)

FROM

FULL

GET
GLOBAL
GO

GOTO
GRANT
GROUP
HAVING
HOUR
IDENTITY
IMMEDIATE
IN
INCLUDE
INDEX
INDICATOR
INITIALLY
INNER
INPUT
INSENSITIVE
INSERT

INT
INTEGER
INTERSECT
INTERVAL
INTO

IS
ISOLATION
JOIN

KEY
LANGUAGE
LAST
LEADING
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LEFT
LEVEL
LIKE
LOCAL
LOWER
MATCH
MAX

MIN
MINUTE
MODULE
MONTH
NAMES
NATIONAL
NATURAL
NCHAR
NEXT

NO

NONE
NOT
NULL
NULLIF
NUMERIC

OCTET_LENGTH

OF

ON

ONLY
OPEN
OPTION
OR

ORDER
OUTER
OUTPUT
OVERLAPS
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SQL Reserved Names (continued)

PAD
PARTIAL
PASCAL
POSITION
PRECISION
PREPARE
PRESERVE
PRIMARY
PRIOR
PRIVILEGES
PROCEDURE
PUBLIC
READ

REAL
REFERENCES
RELATIVE
RESTRICT
REVOKE
RIGHT
ROLLBACK
ROWS
SCHEMA
SCROLL
SECOND
SECTION
SELECT
SESSION
SESSION_USER
SET

SIZE
SMALLINT
SOME
SPACE

SQL
SQLCA
SQLCODE
SQLERROR
SQLSTATE
SQLWARNING
SUBSTRING
SUM
SYSTEM_USER
TABLE
TEMPORARY
THEN

TIME
TIMESTAMP
TIMEZONE_HOUR
TIMEZONE_MINUTE
TO

TRAILING
TRANSACTION
TRANSLATE
TRANSLATION
TRIM

TRUE

UNION
UNIQUE
UNKNOWN
UPDATE
UPPER

USAGE

USER

USING

VALUE
VALUES
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SQL Reserved Names (continued)

VARCHAR
VARYING
VIEW
WHEN
WHENEVER
WHERE
WITH
WORK
WRITE
YEAR
ZONE
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A

access
changing element owner 121
to documents, restricting 120
to TCM, controlling 459
to Tricon, restricting 261
to Trident/ Tri-GP, controlling 507
to Trident/ Tri-GP, restricting 266
user 54-73

access control list
see CM/CIM access list
see TCM access list

access levels
CM/CIM 508
TCM 460

access list
see CM/CIM access list
see TCM access list

access logs, user 70-73
viewing 56

ACM, see Tricon ACM

Active alarm attribute 562

actual scan time 543

Add File command 561

Add Program to Execution List command 561

adding
custom Help file 52
custom reports 88
libraries to project 80
logic sheets 127
users 62

addresses, point 671

admin user, Windows 56, 70

Al modules, Tricon 312

alarm attributes, described 202
Alarm Function Block property 565
alarm management software 200
Alarm Status alarm attribute 562

alarms
attributes
configuring 201

alarms (continued)

attributes

defined 562

described 202

export format 218

exporting 215

import format 224
certificates, expired 363
defined 200
deviation, configuring 202
function blocks for 200
level, configuring 202
library for 74
locations, tagname 189, 211
maximum number of 200
maximum per program 285
program, process alarms 285
rate of change, configuring 202
scan time, effect on 214, 543
status of, viewing 200
tagname types supported 200
trip, configuring 207
types of 200
see also deviation alarms
see also level alarms
see also rate of change alarms
see also trip alarms

ALARMS library 74, 200
Alarms SOE Block Number property 565
Alias Number property 565

alias numbers
assigning to tagnames 181, 241
default 181
defined 178
for attributes, Trident/ Tri-GP 442
special for Tricon 242, 243
troubleshooting 181

Alias Type property 566
Alignment property 567

allocating memory
Peer-to-Peer 253
Tricon 297
Trident/Tri-GP 364

Allow Disabling of Points property 567
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Allow Expired Certificate property 568 applications (continued)
Allow Partial Changes to Libraries property 568 scan time, setting 544
testing with Emulator 533

Allow Unsecured Session property 568 types of 571

AND evaluation, CEM matrix 620 verifying download to controller 538
Annotate property 569 Apply command 571
Annotation on by Default property 569 Area
annotations adding 211
adding in FBD and LD 231 deleting 213
Alignment property 567 described 211
Annotate property 569 renaming 213
Annotation on by Default property 569 specifying for tagname 189
Border property 575 Area property 572
macros .
adding 233 array data type, defined 139
default 595 Associated Private Key command 572
using in 237 associating private keys 277
options, selecting 36 attempts, login 26
properties, specifying 233 attributes
specifying in FBD and LD 171, 177 alarm
variables, adding to 542 .
configuring 201
ANY data type 756 described 202
ANY_BIT data type 756 export format 218
ANY_DATE data type 756 exporting with tagnames 215

import format 224

ANY_INT data type 756 d
ocuments 119

ANY_NOTEI data type 756 module, Trident/Tri-GP 442
ANY_NUM data type 756 system, Trident/ Tri-GP 442
ANY_REAL data type 756 audit trail comments 31
Append Sheet command 570 authentication, user 27, 57
appending logic sheets 127, 570 Auto Indent command 572
Application Workspace 106 Auto Name command 573
application-defined states 156, 157 Auto Scroll Delay property 573
applications Automatic collection, SOE 258

access to, Tricon 261 automatic download verification 41

access to, Trident/Tri-GP 266

Application Type, specifying 119 Automatic Reset alarm attribute 562

building 286, 576 Automatic Reset property 573
change requirements 550 auto-negotiate transceiver mode 724
changing document owner 121

comparing to last download 586 B

defined 108

development steps 105

Download All command 606
Download Changes command 607

execution order list 283 glgﬁc’[ fIi11f<3.S 5 5.74 340
function block usage 133 configuration

parts of 108 backup file (.bt2) generation, Emulator 43
Peer-to-Peer 250 Backup Project command 574

planning changes to 549
rebuilding 286

safety and control 110

backing up
CIM configuration 428
CM 2.x or 3.x configuration 408

bad password error 28
banner text, security 7-8
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Base Address property 574
Baud Rate property 574
bipolar input 313, 686
block selection, Foxboro I/ A DCS 255
block types, SOE 709
blocks, SOE, see SOE
BNC connectors, terminating 453
BOOL, defined 746
BOOL values, colors for monitoring 38
Border property 575
BPAO module 182
buffer, SOE 257
Build Application command 576
building an application

procedure for 286

process alarms program creation 285
Bypass alarm attribute 562

Bypass Request alarm attribute 562

C

CASE statement 145

Category property 576

Cause and Effect Matrix, see CEM language

Cause Effect Matrix Support property 577

Cause Header Functions On by Default property 577
cells, CEM 159

CEM editor
FBD Network overview 151
matrix overview 151
options 50
overview 150
properties 153
specifying colors for monitoring 155
Variable Detail Table overview 152
views, managing 168
CEM Editor Options properties 577
CEM Element Options properties 578
CEM language
defined 114

see also CEM editor
see also CEM programs
CEM Monitor Colors property 38, 578
CEM programs
cells
resizing 160
selecting 159

CEM programs (continued)

columns

deleting 162

inserting 161

sizing/hiding 164
comments, sizing/hiding 166
default settings 153
element options 154
intermediate FBD or ST code 286
options 156
planning 148
restrictions 148
rows

deleting 163

inserting 162

sizing/hiding 165
title block 167
views, saving 168

CEMPLE, overview 148

Centronics printing

setup 514
using Tricon EICM 466

certificates

alarm, expired 363

chain of trust 272

client, importing 276
default 273, 276

deleting 279

DER format 272

described 272

expired 272, 281, 363
generating 274

importing 276

location of 273

names of 273, 274

OorcC 272

PEM format 272

private keys 272, 277-278
revocation lists 272
revoking 272

secure connection with 280
security considerations 273
server, importing 276
TriStation 272
troubleshooting 280
viewing details 278

X.509 standard 272

see also secure communication

chain of trust, certificate 272

Change Colors command 579

Change Owner Command 579

Change State to Download All command 579
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chassis, Tricon
adding or deleting 308
power usage 310
target system version 12

Choose Another Tagname command 580
CIM, see Trident/Tri-GP
Clear History command 580
clearing user access logs 73
Client IP Address property 580
Client IP Subnet Mask property 581
Client Protocols property 582
clock, setting for controller 696
Close Project command 583
CM, see Trident/ Tri-GP
CM/CIM access list
access levels 508
configuring 511
description 268
grouping clients 508
IP addresses 508
maximum number of entries 508
order of evaluation 511
permissions 508
protocols 508
resources, defined 507
sample list 509
subnet mask, using 508
troubleshooting 485
code, intermediate FBD or ST 286
Coil Tool Command 583
Coil Type property 583
color monitoring 38, 541, 614
colors
Change Colors command 579
Default Colors command 593
Drawing Item property 609
Enable Color Monitoring property 614
monitoring, BOOL values 38
columns
comment 166
deleting 597
inserting 161
sizing and hiding 164
tagnames table 193, 194
Command Accepted alarm attribute 562
Command ID alarm attribute 562
Command In alarm attribute 563

Comment Tool 584
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comments
adding in FBD and LD 234
Alignment property 567
audit trail 31
Border property 575
dropping elements 236, 609
enclosing logic 658
forced points 39
macros 237
picking up elements 236
style 235

Communication command 584

Communication Modules for Modbus property 585
Communication Modules for Peer-to-Peer property 585
communication, secure, see secure communication
Compare Project to Last Downloaded command 586
compatibility, OPC 256

Compile All User Documents command 586

Compile command 586

Compiler Warning When Right Rail is Missing
property 587

compiling programs 284

configuration
Al modules, Tricon 312
alarm attributes 201
Area, Equipment, and SIF lists 211
changing modules, Tricon 311
CIM OPC UA server 425
deviation alarms 202
DO modules, Tricon 313
installing modules, Trident/ Tri-GP 382
level alarms 202
Modbus, Emulator 44
operating parameters, Tricon 295
operating parameters, Trident/Tri-GP 361
Peer-to-Peer 253
Peer-to-Peer, Emulator 44
printing 97
rate of change alarms 202
removing modules, Trident/Tri-GP 383
secure communication 280
steps for controller, Tricon 292
steps for controller, Trident/Tri-GP 358
target system version, Tricon 298
target system version, Trident/Tri-GP 365
TCM protocols 338
tree 293, 359
trip alarms 207

Connect command 587

constants
creating in FBD and LD 176
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constants (continued)

specifying in CEM 158

VAR CONSTANT 140
Contact command 588
Contact Type property 588
Continuous Refresh command 589
control application, defined 571
control attributes, Trident/Tri-GP 377

controllers
access to, Tricon 261
access to, Trident/Tri-GP 266
allocating Peer-to-Peer memory 253
certificates, expired 363
chassis, adding and deleting 308
clock, setting 696
configuration checklist, Tricon 292
configuration checklist, Trident/Tri-GP 358
configuration, defined 109
Connect command 587
download state changes 537
download, verifying 41, 538
downloading to 535
forcing points on 556
operations 665
operations, access to 68
power usage, Tricon chassis 310
program execution 541
project version after download 32, 536
restricting access to Tricon 261
restricting access to Trident/Tri-GP 266
secure connection, configuring 280
target system version, changing Tricon 301
target system version, changing Trident/Tri-GP 368
testing application on 534
time zone, setting 699
tree 293, 359
unable to connect to 280
variables 540, 542
workspace 293, 359

controlling changes to applications 549
converting, projects to 4.10.0 11-18
Copy command 589
Copy Current Setup to Other Serial Ports command 589
copying
documents 116

SOE configuration 254
ST code 136

country codes 274

Create/Update Process Alarms Program command 590
CRLs 272

Crystal Reports viewer 86

CTS Pre-Delay setting 703

Current Version property 590

custom Help files, see Help files, custom
custom reports 88

customer support xv

Cut command 591

Cyber Security, NERC 7, 56, 64, 70

D

Data Bits property 591

data files, default directory for 46

Data Files property 592

data transfer time, Peer-to-Peer 250, 251
Data Type property 592

data types
array 139
BOOL 746
creating 115
DATE 746
defined 109
DINT 747
DT 747
DWORD 748
elementary 745
enumeration 138
generic 756
INT 749
LREAL 749
REAL 751
STRING 753
structured 140
TIME 754
TOD 755
user-defined 169

databases, reports 89-96

date and time data type 747

DATE data type 746

DCS time synchronization 345

DDE Server, secure communication 271
dead time, SOE 386

Deadband alarm attribute 563
debounce period, HRDI 386
Declaration Tree 107

Declarations command 593

default
alarm attributes 201
certificates 273, 276
connection type, Tricon 458
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default (continued)
connection type, Trident/Tri-GP 506
file directories 46
gateway, Trident/Tri-GP 527
installation folder 6
IP address, Tricon 473
IP address, Trident/ Tri-GP 483, 522
macros, annotation 37
password, project 27
project options 34
recovery account password 65
security banner text 8
security setting 11, 57
user name, project 27

Default Colors command 593

Default Connection property 593

Default Gateway IP Address property 594
Default Language property 594

Default Macros or Text property 595

Default Number of Cause Rows property 596
Default Number of Effect Columns property 596
definition file, SOE 43

Delete (Certificate) command 597

Delete Columns command 597

Delete command 597

Delete Rows command 597

Delete Sheet command 598

Delete Unreferenced Tagnames command 598

deleting
certificates 279
columns 162
custom Help files 53
libraries 82
logic sheets 127
recovery account 67
rows 163
tagnames 192
unused tagnames 199
users 60

DER certificate format 272

description
project 30
using the %DESCRIPTION macro 598

Description property 598

Destination Gateway IP Address property 598
Destination IP Address 599

Destination IP Subnet property 599
Destination UDP Port property 600

deviation alarms 200, 202
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Differential Al Input Type property 600
digital certificates, see certificates

DINT data type 747

directories, TriStation 1131 46

Disable OVD on All Modules command 601
Disable OVD on Module... command 601
Disable Remote Changes to Outputs property 602
Disable Request alarm attribute 563
Disable Request property 602

Disable Scaling property 602

Disable Stop on Keyswitch property 602
disabled points 552-555

Disabled Points report 97

Disconnect command 603

Display Program Document command 603
Display Report command 603

Display Tabular View command 604

DLC protocol, installing 480

DO modules, configuring 313

DO Point Options property 604

Document Access property 605

Document Type property 605

documents
attributes 119
changing owner 121
copying 116
creating 115
printing 97
restricting access 120
summary information 118
version number 32

domain authentication, Windows 27, 57

Double Space Function Terminals by Default
property 606

Double Space property 605

downgrading target system version

Tricon 301

Trident/Tri-GP 368
download aborted message 43
Download All

disabled points, effect on 554

procedure 559

requirements for 550
Download All command 535, 606
Download Changes

disabled points, effect on 554
procedure 557
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Download Changes (continued)
requirements for 550
state 537
steps for 548
warnings 557

Download Changes command 607

download state

changes to 537

during project upgrade 14

during upgrade 16

libraries, changing 80-83

project conversion 11
download verification 538
Download Verifier command 608
Download Version property 609
downloaded project version 32, 536

downloading to controller
changes, steps for 548
Download All command, using 559
Download Changes command, using 557
first time 534
OPC UA server restarts 534
options for 40
preparation for 534
procedure for 535
project version changes 536
state changes after 537
verifying application after 538

drawing colors 47, 579, 609
Drawing Item property 609
Drop command 609

DT data type definition 747
DWORD data type 748

E

E_LD_EXP chassis 308

Edit Sheet Title command 610
Edit Title Block command 610
Edit...Macros command 610
Edit/View Source command 610

editors
CEM options 50
CEM properties 153
FBD options 48
FBD, using 123
LD options 49
LD, using 124
ST, using 136

Effect Cause Header Functions property 614

Effect Header Functions On by Default property 611
elementary data types 745
elements, library 83

Emulator
accessing 533
download state 537
file generation 43
forcing points on 556
Help file 51
installing 6
instances of 43
maximum number of POUs 108
Modbus configuration 44
options 42
Peer-to-Peer configuration 44
project version after download 32, 536
project version, downloaded 536
testing application on 533
timeout value 43

Emulator File Generation property 611
Emulator Timeout property 611
EmulatorCount value 536

EN/ENO property 612

Enable Access List command 613

Enable Alarm property 613

Enable All Disabled Points command 614
Enable Color Monitoring property 614

Enable Communication with Tricon V8 and V9 Peer-to-
Peer Systems property 614

Enable Communication with Tricon V8, Tricon V9, and
Trident v1 Peer-to-Peer Systems property 615

Enable Effect Header Functions property 615

Enable EN/ENO Terminals on Functions by Default
property 615

Enable Floating Text in Intersection Cells property 616
Enable Intersection functions property 616

Enable Macro Editing property 616

Enable Multiple Writes property 617

Enable OVD on All Modules command 617

Enable OVD on Module... command 617

Enable Tricon Node Time Synchronization
property 618

Enable Trident/Tri-GP Node Time Synchronization
property 618

Enable UCN Test Mode property 619
Enabled Features property 619
enabling disabled points 554
Engineering Unit Range 651, 653
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enhanced low-density chassis 308
Enhanced Peer-to-Peer, see Peer-to-Peer

Enhanced Security
changing to 57
defined 54, 55
logging in 27
login attempts 26
passwords for 63
passwords, rules for 64
user names, rules for 63

Enhanced Security property 619
Enlarge Font Size command 620
enumeration data type 138
EPI module, configuring 387
EPI Point Options properties 672
Equipment

adding 211

defined 211

deleting 213

renaming 213
specifying for tagname 189

Equipment property 620
error messages

log in related 28
security banner text, saving 8

Ethernet port settings 723
Evaluation Options property 620
evaluation options, CEMPLE matrix 154

evaluation order
CEMPLE matrix 149
CM/CIM access list 511
expressions, ST language 137
functions 125
TCM access list 463

Event Viewer, Windows 71
Exactly Once setting 621
example projects 5

Excel, import tagname file 220
execution list 283

Exit command 621

Exit statement 144

Expand Macros property 621
expired certificates 272, 363
Export CM Configuration command 622
Export command 622

Export Destination property 622
Export Format property 623
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Export Report command 623
Export TCM Configuration command 622
Export with Alarm Attributes command 623
exporting
CIM configuration 428
CM 2.x or 3.x configuration 408
project elements 75
reports, how to 88
tagnames
file format for 216
reserved file names 786
with alarm attributes 218
TCM configuration 342
user access logs 72

expressions, ST language 137
extensible functions, specifying 131
External block type 710

F

False Color property 657

False State Name property 657
fault detection, DO points 604
FBD Editor options 48, 624

FBD language

annotation 171, 177
annotations, adding 231
comments, adding 234
constants, creating 176
defined 111
editor

commands 123

options 48
EN/ENO property 612
intermediate code 286
library elements, selecting 130
macros, in annotations or comments 237
terminals 125
variables 169, 170

FBD Network, overview 151

fiber
communication mode, TCM 329, 331
required cables for TCM 454

field power 649, 653

Field Power Monitoring property 625
Field Power property 624

file generation, Emulator 43

files
libraries, location of 592
project, location of 679
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Find In Application command 625
Find Text command 625
Find Text Options 626

firewall
using with TCM 331
using with Trident/Tri-GP CIM 415
using with Trident/Tri-GP CM 399

First Out alarm attribute 563
First Out block type 710

first-time connection
Tricon 449
Trident/ Tri-GP 483, 484

floating point numbers 627

floating-point underflow
for LREAL data types 750
for REAL data types 752

Font Size property 627

forced points, options for 39
forcing points 556

ForLoop statement 144
Formatted Name property 626
Foxboro I/ A Series DCS 255

Foxboro I/ A Series time synchronization 345

FP Ordering property 627

Full Name property 628
full-duplex transceiver mode 724
Function Block command 628

function blocks
defined 108
double spacing 605
Enhanced Peer-to-Peer 250
Peer-to-Peer 250
printing 97, 471, 520
properties 132
reserved names of 778
space saver setting 134
SYS_OVD_INHIBIT 383
VAR_IN_OUT parameters in 80

functions
Application Type, specifying 119
creating 115
defined 108
double spacing 605
EN/ENO property 612
enabling for a matrix 50, 153
enabling for CEM 154
printing 97
properties 131
using in FBD 130

G
GCS xv
General Monitor Colors property 628

Generate Alarm When Certificate Expires property 628

Generate Certificates utility 274

generating process alarms program 285

generic data types 756

Global Customer Support xv

Global Positioning System Installed property 629
global variables, see tagnames

Go To Cell command 629

GPS
installed property 629
time synchronization, with TCM 349
time synchronization, with NCMG 347

gradual underflow
effect on absolute and relative error 751, 752
for LREAL data types 750
for REAL data types 752

Group 1 and Group 2 property 629
Guest account, Windows 29, 70

H
half-duplex transceiver mode 724

Halt command 630

Halt mode 532

Handshake property 630

Hardware Allocation command 631

hardware allocation exceptions 546

Hardware Module Configuration report 97
hardware requirements 4

HD_EXP chassis 308

HD_MAIN chassis 308

HD_RXM chassis 308

Help files, custom 51-53

Hide Causes Unrelated to Effects command 632
Hide Effects Unrelated to Causes command 632
High Active alarm attribute 563

High Limit alarm attribute 563

High Severity alarm attribute 563

high-density chassis
adding to Tricon system 308
target system version 12

Highest TCP Port Number property 632
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history
clearing 580
project, printing 98
saving 691
viewing 738
History block type 710
Honeywell TDC 3000 DCS 255
Honeywell UCN 348
Horizontal Network Divider command 633

HRDI module, configuring 384

I/ A Series time synchronization 345
I/O Points Utilization report 97
I/O poll time 545
ID alarm attribute 563
IDLE state 633
IEC 61131-3 standard 756
IEC-559 Standard Floating-Point format 751
Implementation Tree 107
Import (Certificate) command 634
Import CM Configuration command 634
Import command 634
Import TCM Configuration command 634
importing
certificates 276
CIM configuration 429
CM 2.x or 3.x configuration 409
tagnames
adding new 226
file format for 221
procedure for 227
record status 230
updating existing 226
with alarm attributes 224
TCM configuration 343

Include Alarm Attributes property 635

Include Monitor Value in Annotation property 635

incorrect parameter error 28
inhibiting supervision, SDO 383
Initial Value property 635
initialization table 287-288

input, invert 639

Insert Columns command 636

Insert From File command 636

Insert In/Out Variable command 637
Insert Input Variable command 636
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Insert Local Variable command 637

Insert Module command 637

Insert Output Variable command 637
Insert Rows command 638

Insert Sheet command 638

Insert Tagname Declaration command 638
Install Check, running 9

installing
NIC card in TriStation PC 447
TCP/IP protocol 448
TriStation 1131 6

instance name, described 125

Instance Variable Connections report 97
instances, Emulator 43

INT data type 749

integers, scaling from REALs 244
intermediate FBD or ST code 286
Internal State setting 638

Intersection Functions On by Default 639
Invensys contact information xiv

Invert Input property 639

Invert Input/Output property 639
Invert Output property 640

IP address
default
Tricon 473
Trident/Tri-GP 522
methods for setting 521
setting
Tricon 473
Trident/Tri-GP 521-527
with EICM or TCM, Tricon 475
with RARP server, Tricon 474
with RARP server, Trident/Tri-GP 524
TCM network ports 329, 331
Trident/Tri-GP 2.x or 3.x 503

IP Address property 640
IP Subnet Mask property 641
Item Properties command 642

K

keys, private 277

keyswitch
REMOTE 684

RUN mode 690
settings 532
STOP, disabling 602
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L

language, setting default 35

Language property 642

languages, see CEM, FBD, LD, and ST languages
LD Editor Options properties 642

LD language

annotation 171, 177
annotations, adding 231
Coil Type property 583
comments, adding 234
compiler warning 587
constants, creating 176
Contact Type property 588
defined 112
editor

commands 124

options 49
EN/ENO property 612
library elements, selecting 130
macros, in annotations or comments 237
power rails 689
terminals 125
variables 169, 170

LD_EXP chassis 308
LD_MAIN chassis 308
LD_RXM chassis 308
Left-Handed Link Tool 642
Left-Handed Wire Tool 643
level alarms 200, 202
levels, user access 69

libraries
adding to project 80
creating new 75
default directory for 46, 74
deleting 82
documents, copying 117
elements, changing 83
elements, selecting 130
functions, application usage 133
overview 74
partial changes to 79, 83
printing 97
reports 79
standard 74
unregistered 85
updating 81
updating during project conversion 14, 16
version numbers of 85

Library Documents report 98
Line Width property 643

Link command 643
List Disabled Points command 554, 644
Loc property 644

local variables
Data Type property 592
declaring 143

Location property 644

location, tagnames 189, 211
locking application elements 120
Log On As New User command 645
logging in 26-28

logic colors for drawings 47
logic sheets 126-129

login, access logs, viewing 56
Logon Name property 645
logon name, changing 63

loop power 625

loop supervision 383

Low Active alarm attribute 563
Low Limit alarm attribute 563
Low Severity alarm attribute 563

low-density chassis
adding to Tricon system 308
target system version 12

Lowest TCP Port Number property 646
LREAL data type 749
LREAL numbers 750

M

macros
%DESCRIPTION 598
%TAG 595
adding to annotations 237
default, for annotations 37, 595
editing 239, 616
editing text 610
expanding 621
with annotations and comments 237

Macros command 646

Main Processor Connection Setup property 647
maintenance, application 548

Major Severity property 647

major.minor version 32, 536

Manage Sheets command 647

Manage Views command 648

Management Port Number property 648
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Management protocol, TCM 339
Manual collection, SOE 258
Master Logical Port property 649

master node, Triconex time synchronization
TCM 353
Trident/Tri-GP 2.x or 3.x CM 435
Trident/Tri-GP CIM 440

matrix, CEMPLE
cells, resizing 160
editor 151
enabling functions 157
evaluation 149
evaluation options 154
FBD Network overview 151
planning 148
restrictions 148
Variable Detail Table overview 152

Max Field property 649
Max Span 651
maximum alarms per program 285

Maximum Number of Peer-to-Peer Receives
property 649

Maximum Number of Peer-to-Peer Sends property 650

Maximum RPM property 650
Maximum Speed property 651
Maximum Value (Engineering Unit Range)
property 651
Maximum Value (Max Span) property 651
media converter 455
memory
allocation
example 195
Tricon 297
Trident/Tri-GP 364
points, assigning alias 184
Memory Allocation command 652
Message Options command 652
Message View command 652
Min Field property 653
Min Span 654
Minimum Value (Engineering Unit Range)
property 653
Minimum Value (Min Span) property 654

Modbus
aliases, assigning 241
CIM ports, Trident/ Tri-GP 419
CM ports, Trident/Tri-GP 2.x or 3.x 403
configuration, Emulator 44
Data Bits property 591
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Modbus (continued)
disabling scaling of REALs 249
floating point numbers 627
functionality, controller 240
scaling REAL values 246
signal delays 703
TCM ports, configuring 335
Tricon and REAL numbers 242

Modbus (Minimum and Maximum) Range
property 654

Modbus Slave Address property 655
Mode property 656

Model property 656

modes, operational 532

Modified External block type 710

Modify Banner Message command 7, 657
module attributes, Trident/Tri-GP 442
Module Configuration Settings report 98

modules
Al (Tricon) 312
BPAO (Tricon) 182
DO (Tricon) 313
EPI (Trident/ Tri-GP) 387
HRDI (Trident/Tri-GP) 384
inserting, Trident/Tri-GP 382
inserting, Tricon 311
PI (Tricon) 315
PI (Trident/Tri-GP) 387
printing configuration
Tricon 355
Trident/Tri-GP 443
removing
Tricon 311
Trident/Tri-GP 383
SDO (Trident/Tri-GP) 383
Thermocouple (Tricon) 316
upgrading, Trident/Tri-GP 382
monitor display, with tagnames 188
Monitor Display Options 657
Monitor Value on by Default property 658
monitoring
CEM Monitor Colors property 578
colors 38, 628
field power 313, 625
program execution, controller 541

programs 603
variables, controller 540

Move Behind Logic Elements property 658

MPs
model numbers 656
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MPs (continued) 0]

Tricon 298, 301

OFFLINE state 663
Trident/ Tri-GP 365, 368, 377 state

Only Once setting 664

Multicast IP Address property 658 OPC

multicasting, TSAA 340, 407, 424 browsing tagnames 40
connection speed, TCM 331

N external client write access 265

Name Order property 659 protocol, defined 582

SOE block for 256, 340

system events severity, TCM 341
tagnames table 40

Name property 658
naming multiple variables 173

NCM, see Tricon NCM user access to, TCM 460
negative scan surplus 543 OPCUA
NERC, user access logs 56 certificates

default 273
using with 272
certificates, deleting 279

NERC Cyber Security 7
.NET framework, installing 6

network connection, testing configuring 425
Tricon 476 connection types, allowed 426
Trident/Tri-GP 528 Download All, restart after 534
network ports external client write access 270
connecting to PC, Tricon 452 protocol, defined 582
TCM, configuring 328, 330 restart conditions 414
Trident 1.x CM, configuring 390 secure communication 271-282
Trident/ Tri-GP 2.x or 3.x CM, configuring 398 secured session 426
Trident/ Tri-GP CIM, configuring 414 SOE block for 710

SOE block for clients 426
SOE block type for 256
system events severity 426, 427

Network property 659
networks, additional routing 527

New Document Command 660 unsecured session 426

New Project command 660 using with SOE 256

new projects, see projects, creating Open Document command 664

New Tagname Command 660 Open Project command 665

New Tagnames Command 660 Opened Point Alarm Threshold property 664
NIC card, installing in TriStation PC 447, 480 operand, ST language 137

NIC Index property 661 operfatipg parameters

Node Name property 661 %g:rr:gzggg

Node Number property 661 Trident/Tri-GP 361

non-supervised DO points 314, 604 operating systems supported 4

not authorized error 29 operation symbols, ST language 137

Number of Days Before Alarm Is Generated
property 662

Number of Extended Block property 662

Operation Type property 665
operational modes 532

operations

Number of Gear Teeth property 662 order of 137
Number of Inputs property 663 security levels for 68
Number of Instances property 663 Operations property 665
numbers operator, ST language 137
REAL, scaling to integers 244 options
scaling for Modbus 246 CEM editor 50
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options (continued) Peer-to-Peer Time Synchronization Enabled
download 40 property 670
Emulator 42 PEM certificate format 272

FBD editor 48

LD editor 49 Permission property 670

project 34-44 physical address, tagnames, assigning to 181
TriStation 1131 45-50 Physical Address property 671
user access logs 72 PI module, configuring
OR evaluation, CEM matrix 620 Tricon 315
order of evaluation Trident/Tri-GP 387
CEMPLE matrix 149 PI Point Options properties 672
expressions 137 Pickup command 671
Organize command 667 Point Assignment properties 672
output, invert 640 point supervision, SDO 383
output points, disabling changes 602 point transition 384
OVD Point Type property 672
disabling 601 oints
enabling 617 P .
allocating memory
overflow error, initialization table 287 Tricon 297
overrun, scan 543 Trident/Tri-GP 364
owner, changing 121 Allow Disabling of Points property 567
assigning aliases 241
P creating multiple tagnames 190
declaring tagnames 179
Parity property 668 disabled
partial changes, library 83 printing 97

re-enabling 554
value after restart 553
viewing 554

Password property 669
Password Required for Connection property 669

passwords disabling 552, 554
deftault 27 engineering unit range, DINT 186
login errors 28 forced, options for 39
recovery account 65 forcing 556
rules for 64 import options 226
user 63 memory 184
Windows 27, 57 overview 178
Paste command 669 physical address 671

restricting access to Tricon 264
restricting access to Trident/Tri-GP 269

Peer—to-Peer scaling REAL values 187
allocating memory 253 undeclared 194

applications 250
configuration, Emulator 44

Pause command 670

value after restart 553
write access

data transfer time 250, 251 .
to T 264-265
maximum Sends and Receives 253 tZ TZZZZ {/Tr-GP 267-270
ort configuration
P TCM 33%3 POINTS_DISABLED parameter 552
Trident/Tri-GP 2.x or 3.x CM 400 poll time, I/O 545
_ TridenVTri—QP C_IM 417 port numbers, reserved 730
tlr?ﬂzizngg;gggzatlon Port Sele.zction property 673 o
Trident/Tri-GP 2.x or 3.x CM 435-436 Port Write Enabled property, description 674

Trident/Tri-GP CIM 440-441

TriStation 1131 Developer’s Guide, 4.10.1



Index

805

ports
Modbus TCP
TCM 335
Trident/Tri-GP 2.x or 3.x CM 403
Trident/Tri-GP CIM 419
network
TCM 328
Tricon 330
Trident 1.x CM 390
Trident/Tri-GP 2.x or 3.x CM 398
Trident/Tri-GP CIM 414
Peer-to-Peer
TCM 333
Trident/Tri-GP 2.x or 3.x CM 400
Trident/Tri-GP CIM 417
reserved numbers 730
routing
TCM 337
Trident 1.x CM 393
Trident/Tri-GP 2.x or 3.x CM 404
Trident/Tri-GP CIM 421
serial
TCM 326
Trident 1.x CM 392
Trident/Tri-GP 2.x or 3.x CM 396
Trident/Tri-GP CIM 412
Tricon ACM 317
Tricon EICM 320
Tricon HIM 319
Tricon NCM 321
Tricon SMM 323
Tricon TCM, configuring 324-338
Trident/Tri-GP 2.x or 3.x CM, configuring 394-406
Trident/Tri-GP CIM, configuring 410-423

positive scan surplus 543

POU Cross-Reference report 98
POU Variables report 98

POUs 108

power flow, monitoring 603
power usage, Tricon 310
power, field 624, 649, 653
precedence, operations 137
Precision property 675

Prevent Restart Following Fatal Error property 675
Previous Sheet command 675
Primary mode, SOE 258

Print All command 97, 676
Print command 676

print function blocks 471, 520
Print Preview command 676

Print Report command 676

print server
with Tricon TCM 468
with Trident/Tri-GP 514

Printer Number property 677

PRINTER parameter
Tricon 471
Trident/Tri-GP 520
printing
documents 100
logic sheets 128
module configuration
Tricon 355
Trident/Tri-GP 443
project documents 97
reports 86
scan time, effect on 465, 514
Tricon controller messages 465
Tricon EICM port, configuring 467
Tricon TCM port, configuring 470
Tricon TCM, connecting 468, 469
Trident 1.x, configuring ports 517
Trident/Tri-GP, configuring ports 517
Trident/Tri-GP, connecting to 515, 516
with Trident/Tri-GP 514

private keys 277-278

Privilege property 677

privileges, security 68

process alarms, see alarms

process alarms program 285

process safety time 544

Program command 678

program execution, controller 541
Program Execution List property 678
Program mode 532

program organizational units 108
Program Variable Listing report 98
programming languages, types of 111
Programming Mode, see Program command

programs
Application Type, specifying 119
compiling 284
creating 115
defined 108
maximum number of 108, 283
order on execution list 283
printing 98
process alarm 285
reserved names of 778
verifying download to controller 538
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programs (continued)
viewing number of variables in 175

Prohibit Writes property 678

project, cannot edit 55

Project Description property 679
Project Files property 679

Project History by Element report 98
Project History by Time report 98
Project Implementation report 99
Project Memory Allocation report 99
Project Security Levels report 99
project state 537

Project Users report 99

project version 536-537

Project workspace 19

projects

annotation options 36
backing up 5, 574
cannot open 26
CEM monitor colors 155
changing the download state 579
closing 583
conversion rules 12, 13
converting from 2.x or 3.x 17
converting to 4.10.0 11-18
creating 19-25
default directory for 46
description, adding 30
documents, printing 97
downgrading system version

Tricon 301

Trident/Tri-GP 368
download options 40
elements, creating library of 75
Emulator options 42
Emulator version 32
enabling features 619
exiting 621
file access rules 26
forced points options 39
language options 35
libraries, adding 80
logging in 26
monitor colors 38
options 34-44
properties 34
reports, adding custom 88
roll backward or forward 689
sample 5
security setting, default 11
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projects (continued)
selecting target system version
Tricon 21
Trident 23
Tri-GP 25
target system version, selecting 11
upgrading
Tricon 13
Trident or Tri-GP 15
upgrading system version
Tricon 301
Trident/Tri-GP 368
user access to 54
version number 32
viewing history 738
properties
annotations 233
function blocks 132
functions 131
project 34
TriStation 1131 45

Protocol property 679

protocols
DLC, installing 480
TCM 324, 338, 460
TCP/IP, installing 448, 480
Trident/Tri-GP 2.x or 3.x CM 394, 406
Trident/Tri-GP CIM 410, 423
Protocols property 681

Pulses Per Revolution property 681

R
RARP server 524
rate of change alarms 200, 202
Rate Type property 681
Read Only command 682
read/write property 120
read-only property 120
REAL
numbers
disabling scaling 249, 602
scaling to integers 244
unscaled 248
points, specifying precision 675
points, scaling 187
values
scaling for Modbus 246

Tricon, transmitted by 242
Trident/Tri-GP, transmitted by 248

REAL data type 751
Rebuild Application command 682
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rebuilding an application 286
Receives, Peer-to-Peer 253

recovery account
about 54
deleting 67
described 65

red X, explained 732

Redo command 682

Reduce Font Size command 683
reducing initialization table size 288
reducing symbol table size 179
Redundant Mode property 683
Redundant mode, SOE 258
re-enabling points 554

Refresh command 683

Remote Access to Aliased Tagnames property 683

Remote Access to All Tagnames property 684
Remote mode 532, 684

remote write enabled, setting 684

Remove File command 685

Remove Invalid Items command 685
Remove Private Key command 685

Replace command 686

Replace Private Key command 277, 686

reports
adding custom 88
database, updating 86
databases 89-96
default directory for 46
exporting 88
module configuration
Tricon 355
Trident/Tri-GP 443
printing 86
Project Users 60
project, printable 97
viewing 86
requested scan time 543

reserved names
by SQL 786
in TriStation 1131 778

reserved port numbers 730
Resolution Type property 686
Restart on Power Up property 687
restart, point values after 553
Restore command 688

Restore Project command 688

restricting access
to Tricon 261
to Tricon points 264
to Trident/Tri-GP 266

restrictions, CEMPLE matrix 148
Retentive property 688

retentive variables 287

revoking certificates 272

Right Power Rail command 689
Ringback alarm attribute 563

Ringback property 689

ROC alarms, see rate of change alarms
Roll Backward or Forward command 689

routing
Tricon TCM 337
Trident 1.x CM 393
Trident/Tri-GP 2.x or 3.x CM 404
Trident/Tri-GP CIM 421

Routing Configuration property 689

rows
deleting 163
hiding and sizing 165, 705
inserting 162

RPM measurement formula, pulse input 693
RS-232 transceiver mode 724

RS-485 transceiver mode 724

RTS Pre-Delay setting 703

rules
project versioning 32, 536
target system version 12, 13

Run command 690
RUN mode 532, 690
RUNNING state 690

S

safety and control, defined 110
safety application, defined 571
Safety View ABM 200

sample projects 5

Save As command 691

Save Element command 691
Save History command 691
Save Implementation command 691
Save Project command 692
Save View command 692
Scale Factor property 692
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scaling, for Modbus 246 security setting (continued)
scan overruns 214, 465, 543 defined 54, 55
scan surplus 214, 543 Select for Secure Communication command 695
scan time Select Function Block command 695
defined 543, 698 Select Network Contents command 695
print function blocks, effect on 514 Select Sheet Contents command 696

printing, effect on 465

process alarms effect on 214, 543 Selection Tool command 696

reported 214 Sends, Peer-to-Peer 253
setting for running application 544 Sequence of Events, See SOE
valid ranges 545 serial connection
Scan Time property 693 Tricon 449
SDO module, configuring 383 Trident/Tri-GP 484
Search Text command 694 Serial Port property 696
secure communication serial ports
associating private keys 277 connecting to PC, Tricon 450
benefits of 272 settings 724
certificates TCM 326
default 273,276 Trident 1.x CM 392
described 272 Trident/Tri-GP 2.x or 3.x 486
expired 363 Set Calendar Clock command 696
generating 274 Set Editor Options command 697

importing 276

connection, configuring 280 Set Programming Mode command 698

DDE Server, using with 271 Set Scan Time command 698
deleting certificates 279 Set Time Zone command 699
enabling 363 Set Value property 699

importing certificates for 276

managing 271-282 Setpoint alarm attribute 563

overview 271 severity levels

removing private keys 278 OPC 340, 341

replacing private keys 277 OPCUA 426

security considerations 273 Shared Libraries report 99
SOE Recorder, using with 271 Shared Read property 700

o £ o . 278 .
viewing certificate mformation sheet templates, see logic sheets

sheet title 128

sheets, see logic sheets

secure connection, configuring 280
secured session, OPC UA 426

security .. Sheets Menu 700
banner text, customizing 7
considerations, certificates 273 Shift Change Request alarm attribute 564
operations, assigning 665 Shift Change Request property 701
user access 5473 Shorted Point Alarm Threshold property 701
Security command 694 Show Causes for Selected Effect command 701
security considerations, user access 55 Show Effects for Selected Causes command 701
Security Level property 694 Show Grid command 702
security ‘levels Show IEC Representation command 702
changing 68 Show Line Numbers command 702
names 69

. . Show Network Numbers command 702
security setting
changing 57 Show Zones command 703

default 11, 57
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SIF

adding 211

deleting 213

described 211

renaming 213

specifying for tagname 189
SIF property 703
signal delays property 703
Single Step command 704
Size/ Alignment command 704
Size/Hide Columns command 705
Size/Hide Comment Column command 705
Size/Hide Rows command 705

slave node, Triconex time synchronization
TCM 353
Trident/Tri-GP 2.x or 3.x CM 435
Trident/Tri-GP CIM 440

slot selection, TCM 329

Slot Selection property 706

SNTP Master IP Address property 706
SNTP Master Network property 707

SNTP time synchronization
Tricon TCM 351
Trident/Tri-GP 2.x or 3.x CM 433
Trident/Tri-GP CIM 437

SOE
assigning tagnames 258
Automatic collection type 258
block types 255, 257, 709
blocks, defining properties 255
buffer size 257
collection mode 258
configuration 254
definition file ((SOE) 43
External block type 710
First Out block type 710
History block type 710
HRDI module, using with 384
Manual collection type 258
Modified External block type 710
multiple clients 255
OPC block type 710
OPC UA, using with 426
OPC, using with 256, 340
Primary mode 258
Redundant mode 258
searching for tagnames 254
secure communication, using with 271
sorting by block 254
trip variable 260

SOE Block Assignments property 708

SOE Block Collection Mode property 708
SOE Block Collection Type property 708
SOE Block Name property 709

SOE Block Number property 709

SOE Block property 707

SOE Block Type property 709

SOE Block Variables report 99

SOE Bulffer Size property 710

SOE Dead Time property 711

SOE Recorder, see SOE

SOE Severity property 711

SOE Trigger State property 712

SOE Trigger Time property 712

Sort by Group property 713

Sort by Tagname property 713

sort order, tagnames table 40

Source ID alarm attribute 564

Source ID property 713

Space Saver property 134, 713

speed measurement formula, pulse input 693

ST language
copying and pasting code 136
defined 113
editor commands 136
expressions 137
font size 627
intermediate code 286
operands and operators 137
order of evaluation 137
Standard Security
changing to 57
defined 54, 55
logging in 27
login attempts 26
user names, rules for 63
Standard Security property 714
Start Value and Increment property 714
state changes, controller download 537
status attributes, Trident/ Tri-GP 377, 442
STDLIB library 74, 83
Stop Bits property 714
Stop mode 532, 715
STRING data type 753
structured data type 140
subnet masks 460, 508

summary information, document 118
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supervised DO points 314, 604

supervision, point 383

Supports Application Defined States property 715
Supports Use in Cause Rows property 716
Supports Use in Effect Columns property 716
Supports Use in Intersections property 716
surplus, scan 214, 543

symbol table 179, 557, 559

synchronizing time, see time synchronization
SYS_MP_EXT_STATUS 552

SYS _OVD_INHIBIT function block 383
SYS_SHUTDOWN 552

system attributes, Trident/ Tri-GP 442
system events

OPC 341
OPCUA 427

System Events Severity properties 717
system requirements 4

system version
Tricon 298
Trident/Tri-GP 365

T
table, tagnames 193, 194

table, initialization, see initialization table
Tabs property 717

Tagname property 717

tagnames

alarm attributes for 201
alarm types, valid 200
aliases, assigning 181, 241
assigning to SOE blocks 258
changing multiple 191
creating multiple tagnames 190
data types, for SOE 258
declaring 179
defined 109
deleting 192
disabling 552
enabling for multiple writes 181
engineering unit range 186
exporting to file 215
file format 216
forcing 556
import file format 221
importing

adding new 226

from file 227

record status 230
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tagnames (continued)
importing
updating existing 226
location, specifying 189, 211
maximum number of 109, 169
memory allocation example 195
monitor color 188
overview 178
physical addresses, assigning 181
printing lists of 99
remote access to 376
renaming 192
reports 99
reserved names 786
reserved names of 778
restricting access 602
scaling 187
specifying DO points, Tricon 604
table 193, 194
TSAA access to 376
undeclared 194, 196
unused 196, 198, 199
value after restart 553
viewing number of 175

tagnames table, TCM OPC 40

target system version
change matrix
Tricon 304
Trident/Tri-GP 371
changing 301, 368
configuring
Tricon 298-305
Trident/Tri-GP 365-374
connection problems 534
conversion rules 12, 13
defined 11
determining current 298, 365
download state 301, 368
on Operating Parameters screen 295
results of change
Tricon 304
Trident-Tri-GP 371
rules for changing, Tricon 301
selecting
during project conversion 11
for new project, Tricon 21
for new project, Trident 23
for new project, Tri-GP 25
TCM configuration rules 301
validating changes 299, 367

Target System Version property 718
TCM, see Tricon TCM
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TCM access list
access levels 460
configuring 463
grouping clients 460
IP addresses 460
maximum number of entries 460
order of evaluation 463
permissions 460
protocols 460
resources, defined 459
sample list 461
subnet mask, using 460
troubleshooting 449

TCNX_FD user 65

TCP Port property 718

TCP Port Restrictions properties 719
TCP/IP protocol, installing 448, 480
TCXEMX.chm file 51

TCXLIB library 74, 83

technical support xv

Temporary Files property 719
Terminal property 719

terminals
described 125
double spacing 605
EN/ENO, enabling 615
FBD and LD 125

Termination Options property 720

testing
network connection 476, 528
on controller 534
on Emulator 533

Text Size property 720

time after trip 260

Time After Trip property 721
time before trip 260

Time Before Trip property 721
TIME data type 754

Time Delay alarm attribute 564

time synchronization
Foxboro I/ A 345
GPS, with TCM 349
master node
TCM 353
Trident/Tri-GP 2.x or 3.x CM 435
Trident/Tri-GP CIM 440
Peer-to-Peer
TCM 353
Trident/Tri-GP 2.x or 3.x CM 435

time synchronization (continued)
Peer-to-Peer
Trident/Tri-GP CIM 440
project conversion, Trident 12
slave node
TCM 353
Trident/Tri-GP 2.x or 3.x CM 435
Trident/Tri-GP CIM 440
SNTP
with Tricon TCM 351
with Trident/Tri-GP 2.x or 3.x CM 433
with Trident/Tri-GP CIM 437
Tricon ACM 345
Tricon NCM 346
Tricon NCMG 347
Tricon overview 344
Tricon SMM 348
Tricon TCM 349
Trident 1.x CM 431
Trident/Tri-GP 2.x or 3.x CM 432
Trident/Tri-GP CIM 437
Trident/ Tri-GP overview 430

Time Synchronization Configuration property 722
Time Synchronization properties 721

time zone, setting for controller 699

timeout value, Emulator 43

title block, editing 167

title, logic sheet 128

TOD data type 755

Toggle Terminal Inverter command 723
TR_PROGRAM_STATUS 552
TR_SHUTDOWN 552

TRI1LIB library 74, 81, 83

training information xiv

Transceiver Mode property 723

Transceiver Port property 725

transfer time, Peer-to-Peer 250

transmission speed, Baud Rate property 574
TRDLIB library 74, 81, 83

Tricon
Al modules 312
alias numbers 242, 243
BPAO modules 182
connecting
for first time 449
via network port 452
via serial port 449
converting projects
from 2.xor3.x 17
t0 4.10.0 13
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Tricon (continued)

default connection type 458
disabling OVD 601
DO modules 313
Modbus functionality 240
module configuration, printing 355
modules 311-316
operating parameters 295
PI modules 315
project, creating new 20
restricting access to 261
serial communication 449
serial port, connecting to PC 450
target system version 12, 21, 298-305
thermocouple input module 316
time synchronization

configuring 344-354

GPS with TCM 349

methods of 344

Peer-to-Peer with TCM 353
write access 262

Tricon ACM

connection using media converter 455
direct connection to TriStation PC 453
installing NIC card for 447
IP address

default 473

setting with RARP server 474
network connection 452
network connection, configuring 457
ports, configuring 317
time synchronization 345

Tricon EICM
IP address, setting 475
ports, configuring 320
printing from 465, 467
serial communication 449

serial TriStation connection, configuring 451

Tricon HIM
Base Address property 574
ports, configuring 319

Tricon NCM

connection using media converter 455
direct connection to TriStation PC 453
installing NIC card for 447
IP address

default 473

setting with RARP server 474
network connection 452
network connection, configuring 457
ports, configuring 321
time synchronization 346

Tricon NCMG, time synchronization 347
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Tricon SMM
ports, configuring 323
time synchronization 348

Tricon TCM

access list 459-464
backing up configuration 342
compatibility 256
configuration

exporting 301, 342

importing 343
connection 454, 455
controlling access to 459-464
direct connection to TriStation PC 453
fiber cables 454
fiber mode 329, 331
firewall, using behind 331
installation rules 324
installing NIC card for 447
IP address

default 473

network ports 329, 331

setting 475

setting with RARP server 474
Management protocol 339
maximum number of 324
Modbus TCP ports, configuring 335
network connection 452
network connection, configuring 457
network ports, configuring 328, 330
OPC 256
OPC connection speed 331
Peer-to-Peer ports, configuring 333
printer, connecting 468-470
printing from 465
protocols

configuring 338

supported 324
routing ports, configuring 337
serial communication 449, 451
serial ports, configuring 326
slot selection 329
tagnames table 40
target system version change rules for 301
time synchronization 349, 351
TriStation protocol 339
TSAA protocol 340
TSAA write access to 264

Triconex Time Synchronization
TCM 353-354
Trident/Tri-GP 2.x or 3.x CM 435-436
Trident/Tri-GP CIM 440-441

Trident, version 1.1 and earlier support 15
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Trident 1.x Trident/ Tri-GP (continued)
CM connection to TriStation PC 494, 495, 496 Modbus
CM network ports, configuring 390 TCP ports, CIM 419
IP address, setting with CM 525, 526 module
MP connection to TriStation 490, 491, 492 attributes 442
MP network ports, configuring 378 configuration, printing 443
printer ports, configuring 517 installing 382
routing, CM 393 removing 383
serial ports, CM 392 MPs
time synchronization, methods of 430 attribute properties 377
time synchronization, with CM 431 configuring 375
Trident/ Tri-GP network ports, configuring 379
3.x, secure connection to 280 serial ports, configuring 380
access 266 network connection to TriStation PC 489
access list, CM or CIM 507-513 network ports
backing up configuration 2.xo0r3.x CM 398
2.xor3.x CM 408 CIM 414
CIM 428 MP 379 . .
CIM, 2.x or 3.x configuration 410 network routing, specifying 527
CIM, secure communication 271-282 OPC UA server
CM, 2.x or 3.x configuration 394 configuring 425
connecting restart 414
first time 483, 484 operating parameters 361
printing devices 515, 516 Peer-to-Peer ports
serial port to PC, 2.x/3.x 486 2.xo0r3.xCM 400
connection to TriStation 1131 499-502 CIM 417
control attributes 377 PI .module 387 o
controlling access to 507-513 printer ports, configuring 518
default connection 506 printing devices 514
default IP address for 483 projects, converting 12,15, 17
disabling OVD 601 projects, creating new 22, 24
Enhanced Peer-to-Peer 250 protocols
EPI module 387 2.x or3.x CM 406
exporting configuration CIM 423
2.xo0r3.x CM 408 supported, 2.x or 3.x CM 394
CIM 428 supported, CIM 410
firewall restricting access to 266
using with CIM 415 routing ports
using with CM 399 2.xor3.x CM 404
gateway, default 527 C{M 4%], ‘
hardware, configuring 375 scaling, disabling 249
HRDI module 384 SDO module 383
importing configuration serial communication 484
2.xo0r3.x CM 409 serial ports
CIM 429 2.xo0r3.x CM 396
initial connection to 483 CIM 412
IP address serial TriStation connection, configuring 487
2.xo0r3.x 503 status attributes 377
default 522 symbol table 179
setting with MP 525 system attributes 442
setting with RARP server 524 target system version 12, 23, 25, 365-374
Modbus time synchronization
functionality 240 configuring 430-441
TCP ports, 2.x or 3.x CM 403 methods of 430

TriStation 1131 Developer’s Guide, 4.10.1



814 Index

Trident/Tri-GP (continued)

time synchronization
Peer-to-Peer with CIM 440
Peer-to-Peer with CM 435
SNTP with CIM 437
SNTP with CM 433
with CIM 437
with CM 432

TSAA write access to 268

upgrading 12

write access 267

see also OPC UA

trigger state, SOE 385

trigger time, SOE 386
Triggering Mode property 726
trip alarms

configuring 207
defined 200

Trip Level alarm attribute 564
Trip Severity alarm attribute 564
trip state 260

Trip State property 726

trip tagname 260

Trip Tagname property 726

trip variable, assigning 260

TriStation 1131
installing 6
new features xiii
options 45-50
properties 45
TriStation Port Number property 727

TriStation protocol
certificates for 272
defined 582
TCM 339

TriStation UDP Port Number property 727

troubleshooting

access control list

TCM 449

Trident/Tri-GP 485
alias numbers 181
cannot edit project 55
color monitoring 541
function blocks, space saver 134
Install Check, running 9
log in problems 28
points, forcing 556
projects

can’t edit 54

can’t open 26, 30
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troubleshooting (continued)
reports, generating 86
secure connection problems 280
security banner text 8
TCM access control list 449
Tricon network connection 449
Trident/Tri-GP network connection 484
unable to connect 280
user documents, can’t edit 115
verifying download to controller 538
viewing total variables used 175

True Color property 657

True State Name property 657

TSAA clients 264, 268

TSAA Multicast IP Address property 728
TSAA Port Number property 728

TSAA protocol 340, 407, 424, 582

TSAA, access to tagnames 376

TX1LIB library 74, 81, 83

type name, described 125

Type Over command 729

U

UCN Node Number property 729
UDP Base Port Number property 730
Unbypass Request alarm attribute 564
undeclared tagnames 194-196

underflow
gradual for LREAL data types 750
gradual for REAL data types 752

Undo command 731
uninstalling TriStation 1131 5, 9
unipolar input 313, 686
unknown user name error 28
unregistered libraries 85
unsecured session, OPC UA 426
unused tagnames 196-199

update rate, TSAA multicasting 340, 407, 424

Update Rate property 731
Update Reports Database command 732

Updated Selected Function Cells command 732

updating libraries 81
upgrading
PI to EPI, Trident/Tri-GP 387
projects
Tricon 13
Trident or Tri-GP 15
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upgrading (continued)
target system version, Tricon 301
target system version, Trident/Tri-GP 368
TriStation 1131 5
Usage property 732
Use Local Time property 733
Use Secure Communication property 733
user access
adding or modifying 62
creating 55
editing documents 55
managing 60
overview 54
security considerations 55
security levels, changing 68
see also CM/CIM access list
see also TCM access list

user access logs 56, 70-73
user documents 115, 116
User Documents report 100
user names 27, 57

user-defined
data types, using 169
functions 109, 156-157
variables 175

users
adding 62
authentication of 57
deleting 60
modifying 62
name, changing 63
passwords 63, 64

utility, Generate Certificates 274

\'
Validate Only command 733

validating target system version change
Tricon 299
Trident/Tri-GP 367

Value property 734

Value Range to Scale an Integer properties 734
VAR, declaring 143

VAR CONSTANT, defining 140

Var Type property 735

VAR_EXTERNAL, declaring 142
VAR_IN_OUT function parameters 80, 146
VAR_INPUT 143

VAR_OUTPUT 143

VAR_TEMP, defining 141
Var/Const property 734
Variable Detail Table, CEM editor 152

variables

annotations, adding 542
Auto Name command 573
changing multiple 174
creating in FBD and LD 169
declaring

in FBD and LD 170

in ST 143
defined 109
formatted name 626
initial value 635
initialization table 287
limit exceeded 286
maximum number

in function block 108

in program 109, 169, 286
monitoring on controller 540
naming multiple 173
overflow, initialization table 287
question mark while monitoring 540
reducing number of 286
reserved names of 778
restart, value after 553
retentive 287
specifying in CEM 158
types of 109
user-defined data types in 169
viewing number of 175

verification, download 41, 538

Verify Last Download to the Controller command 735

Verify Password property 735
Verify Version command 736
verifying
download to controller 538
TriStation 1131 installation 9

version numbers

downloaded 536

libraries 85

major.minor 32, 536

projects 32, 537

Tricon, determining 298

Trident/ Tri-GP, determining 365

see also target system version
versions, TriStation 1131 5
Vertical Network Divider command 736
View Details command 736
View Download History command 737

View Intermediate FBD command 737
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View Intermediate ST command 738 X
View Manager command 738 X.509 digital certificate standard 272
View Project History command 738
viewing Z
certificate details 278 Zoom command 741

custom Help files 52

disabled points 554 )
initialization table 287 Zoom To Region command 742

Zoom To Fit command 741

reports 86

total variables and tagnames used 175
undeclared tagnames 196

unused tagnames 196

views
enlarged 741
managing 168
saving 168

w

website, Invensys xiv

Width property 739

Windows
administrator privileges 56, 70
domain authentication 27, 57, 64
Event Viewer 71
file access rules for projects 26
File Properties dialog box 30
Guest account, using 29, 70
passwords, rules for 64
user name 27, 57

Wire Tool command 739
Wire Type property 740
workspace

controller 293, 359
project 19

Workspace View command 740

write access
by tagname or alias 178
disabling remote changes 602
OPC client 265
OPC UA client 270
restricting access to Tricon points 264
restricting access to Trident/ Tri-GP points 269
to Tricon points 264-265
to Trident/ Tri-GP points 267-270
Tricon 262
Trident/Tri-GP 267
TSAA clients to CM/CIM 268
TSAA clients to TCM 264

Write To File command 740
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